MHBOPMALIMOHHC BX\® 30-00-101/20.08.2026

OBCAYKBAHE

Codua

IMpunosxkenne Ne 2
KbM paMKoOB 10rosop Ne 67/24.10.2024r.

3ASIBKA no Pamkos gorosop Ne 67/24.10.2024 r.
(Ne T10-16-3173/24.10.2024 r. na 1O ALN)

3ASIBKA no Pamkos gorosop Ne 67/24.10.2024 r.
(Ne T1O-16-3173/24.10.2024 r. na UO A/l) (akTyanuzupaHa)

Dl

Ne no peo om
1r: 3

IMo3uus ot
Ir-2026r.:

Onucanue Ha MPOEKT
cbriacho 11T

Ocueypasane na Humepnem u 3awyuma om DDOS amaxu

CPV koa 72411000-4

Per. Homep Ha mucmo oT
MUAT 3a
YTBbp:KAABaHE Ha
MpoeKTa /cTAHOBHIIE MO
MpoeKTa

MUJIT Pea.Ne 04-03-51/24.06.2026

Usuckpane 32 10cThN 10
KJIacH(UIHpaHa
uHpopMauust

JA/HE

HE

CroiiHocT: (cmoiiHocmma cieosa oa
cvomeemcmea Ha 3anoxcenama 6 Ilnan-
epaghuxa) 6e3 IAC, 6 m.u. pazbuska na
CcmoiuHOCmMma 3a npoeKmu Ha yacmu/ ¢
axkpeoumus/ asancogo

15 960,00 espo 6e3 JI/IC, om koumo.
3a 2026 2. — 3 990,00 espo 6e3 IC,
3a 2027 2. — 7 980,00 espo 6e3 /IC,
3a 2028 2. — 3 990,00 espo 6e3 JIC,

HauuH 3a niIamane: (eOHOKpanmHo, Ha
yacmu, nepuooOUdHo, AGAHCO80 Ul Op.)

Ha ywacmu, kakmo cnedsa:

* 3a nepuooa om 12.05.2026 . 0o 11.05.2028 e. na

mpumeceyque, cied NOONUCEAaHe HA NPUEMO-

npeoasamenet npomoKo. no 4i. 6 om 002060paq,
yoocmosepsasauy npuemane Ha usgbpuleHume
Oeunocmu no ocueypsasane Ha Humepunem u 3awyuma
om DDOS amaku u uzoadena pakmypa Ha cmouHocm
1995,00 espo 6e3 JI/[C 3a cvomeemHus mpumeceden

nepuoo.

Kvm npuemo-npeoasamennus npomoxon ce npunaza
00KNIa0 3a U3BbpULeHume 0etUHOCmU 3a CbOMEemHUs

mpumecedeH nepuoo.

Hﬂamaﬂe C aerHI/ITl/lB HJIH aBAHCOBO
JIA/HE

HE

JIOKYMEHTH 32 IUIalaHe ¢ AKPeAUTHB WU
ABAHCOBO

HE

Cpok Ha m3nbJaHeHue: (om oama — 00 oama
U 8 Meceyu, ako He e 006bP3AH C
KOHKpemHa 0ama)

24 meceya *

(om 12.05.2026 2. 00 11.05.2028 2.)

I'apanuuonen cpok: (om oama — 0o oama
unu 68 Meceyu, ako He e 066bP3AH C
KOHKpemHa oama)

Henpunosicumo

OTuuTaHe: (NepuooUyYHO — NOCOYEd ce
nepuoo, eOHOKPAMHoO, CPOK 3d OMUUmane,
omyemHu OOKyMenmi)

Ha wacmu, kakmo cnedsa:

* 3a nepuooa om 12.05.2026 2. 0o 11.05.2028 2. na

mpumecevue, clied noonuceame Ha npuemo-

npeoasamesieH nNPOMOKOI No 4. 6 om 002080pa,
YOocmosepAsauy npuemane Ha u3gbpiudeHume

" Or6ensssa ce B ciyuail ue 3asiBKaTa € akTyanu3upana
* ChIy1acyBaHO MEXKJLY CTPAHHTE C OTJIE/ OCHTYPSIBAHE HAa HEMPEKhCHATOCT Ha yCITyraTa, JIeHHOCTHTE 10 MPOEKTa ca
craptupamm ot 12.05.2026 r., npeau MoAncBaHe Ha HACTOSIIIATa 3asBKA



Oettnocmu no ocueypsagane Ha Humepnem u 3awyuma
om DDOS amaxu. Kvm npuemo-npeoasamentus
NPOMOKON ce npunaea OOKIAo 3d U3BbPULEHUME
OeliHocmu 3d CbOmBemHUsA mpumeceyer nepuoo.

TMpunoxenus: (Hanp: mexnuyecku
napamempu, 06pasyu Ha OMyenHu
OOKyMeHmu)

Texnuuecku cneyugurayuu

HacTtosimara 3asiBKa 1a ce U3NbJIHH NpH YCJIOBUATA HA MIPUJIOKEHUTE Texnuueckn nmapamMeTpu.

3ASBKATA e U3BT'OTBEHA OT:

Iloonuc:
PbKoBOIMTEJ HA MPOEKT M0 3aABKATA OT
crpana Ha BEHE®ULUEPA (nanp:
MpeICTAaBUTEN HA AUPEKIHSITA — 3asiBUTEN ):

3ASBKATA e ONOBPEHA OT:

Iloonuc:
Koopaunarop Ha 10roBopa OT cTpaHa Ha
BB3JIOKUTEJISA:

Ioonuc:
PbKoBoaMTEJ HA 10TOBOPA OT CTPAHA HA
BEHE®HUILINEPA:

3ASIBKATA e IIPUETA 3A UBITBbJHEHHUE OT U3II'bJIHUTEJIA:

Iloonuc:

PbKoBOaMTE HA MPOEKT MO 3aABKATA
o Ioonuc:

PbKoBoauTE 110 H3MTBJIHEHUETO HA
Joroeopa ot ,,iIHpopmanuoHHO
obcayxkBane* AJl

3aveneicka: C eona 3aasxa mozam 0d ce 8v3idazam nogeye om eoun npoexm no I, camo koecamo me ca
COHOMUNHU U YNPABIEHUEMO UM (8b3N1d2aHe, USHBIIHEHUE, OMYUMAHE) MOXCE Od Ce U3EDPULEA CbENIACHO
onucanume 8 mabdauyama om 3a2NAeHama CMpAaHUya Ha 3as6xkama napamempu u auya. B mosu crayuaii 6
mabauyama ce 006assam HeobX00uMus 6poil pedose, 30 ONUCEAHe HA cbomeemuume npoekmu. Kozamo
npoexmume He ca eOHOMUNHU, Me ce 8b31azam ¢ OMOeIHU 3asA6KU.

3annyaBaHUATa B JOKYMEHTUTE Ca Ha OCHOBaHwMe uji. 4 ot Obwuna pernameHT
OTHOCHO 3aluTaTa Ha AaHHuTe - PernameHnT (EC) 2016/679




TEXHUYECKH ITAPAMETPH

3a

Ocurypsisase Ha HATepHeT H 3amuATa oT DDOS aTak: 3a Hy:kK1uTe Ha MHHACTEPCTBO HA

€HepreTHKaTa

1. IIPEJIMET
IIpeaMeThHT Ha 3ajdBKaTa € OCHIYpsABaHE Ha IIHTepHET, mpefocTaBiHe Ha 3amHTa oT Distributed
Denial of Service (DDoS) ataku 3a MHHHCTEPCTBO Ha €eHEpPreTHKATa.

Vcayrara no npegocTasaHe Ha IIHTepHET BKIIOYBa:

e IlI3rpaxnane Ha lIHTepHET CBBP3aHOCT 3a MHHHCTEPCTBO Ha €HEpreTHKaTa Ha ajpec YiI.
Tpuamguna 8. 1000 Codus.

e OcHrypsABaHE Ha pealHH CTaTHIHH aapecH — 16 IP agpeca.

e Il3rpageHara IIHTepHET CBBP3aHOCT OTroBapsA MHHHMYM Ha CIIEIHHTE ITapaMeTpPH:

MHuHHMaTHA CKOPOCT 3a 00MeH Ha qJaHHH 400 Mbps (CHMeTpHYEH JOCTHI).
CBBP3aHOCT MEKIY TEXHHYECKH IIeHTpoBe Ha IIH(OpMAIHOHHO O0OCITy:KBaHE H
MHHHCTEPCTBO Ha €HepreTHKara ¢ rapaaTHpaso MTU ot 1500 Gaiira.

JlHTepHET JOCTBIBT TpAOBa Ja IO3BOMIBA TapaHTHPaH MJOCTBI, KAaKTO [0
MeKTyHapoJHOTO IHTepHET MPOCTPAaHCTBO, Taka H 0 OBIrapCKHTE JOCTABYHIIH Ha
lHTEpHET.

CBBp3aHOCTTa MEXIy TEXHHYECKH IEeHTpPoBe Ha ITH(GOpPMAIHOHHO OOCTyXKBaHE H
MHHHCTEPCTBO Ha €HEpreTHKaTa CiejBa Ja € peald3HpaHa IIpe3 [Be He3aBHCHMH
THMHH BIIaKHA [IPE3 Pa3IHIHH TpPaceTa.

T'apaHTHpaHa MPOITyCKaTeTHA CIOCOOHOCT Ha KaHalla B JIBeTe IIOCOKH J0 TOYKaTa Ha
TpaHCMHHHpaHE Ha Bpb3Kara - 100%

100 % camerpuaHOCT Ha yeayrata (Upload/Download = 1/1)

BHcoka HageKTHOCT H JOCTHIIHOCT Ha VIHTepHEeT yciayrara

HamugHOCT Ha ycayrata Ha MecedHa 6a3a - 99.9%

JocThsT 10 VIHTEpHET € HeorpaHHIEeH M0 KOTHIECTBO TpadHK

L Ocnrypmsane Ha NoapbhiKKa 3a BpEMETO Ha JOTOBOpa ChbC CICIHHTE MHHHMATHH IIapaMETPH:

OcHrypeHa JEHOHONTHO TEXHHYECKO OOCIyKBaHe Ha KIHEHTHTe - Ilomappikka Ha
KpaHHH MPeXOBH yCTPOHCTBA H KaOe/IHH TpaceTa.

OcHIypeHO ynpaBIeHHETO H OAIphKKaTa Ha IIHTepHET J0oCThIa B peXKHM Ha paboTa
2 24X7”.

B pamkuTe Ha 1 9ac OT mojaBaHe Ha CHrHAl 3a mpobneMm c lIHTepHeT qocThIIa,
po0IeMbT J1a Ce THArHOCTHITHPA H J]a 3alI09HE OTCTPAaHABAHETO My.

Veryrata mo npefocTaBaHe Ha 3ammuTa oT Distributed Denial of Service (DDoS) aTaku BKIIOYBa
CIIETHOTO PeIIeHHE:

Tun pemenne: XHOpHIHO pemmeHHe Nox ¢gopmara Ha obnadHa yciayra H H3HIECKH

REQ. 1. G
ycTpoiicTBa 3a DDoS 3amuTa B MpekaTa Ha JOCTaBYHKA Ha yCIyraTa.
KommoneHTH 3a xuOpHaHa DDoS 3ammTa Ha MpeKOBH cloeBe 3 H 4, KakKTO H
REQ. 2. £
kommoHeHTH 3a Web DDoS 3amuTa Ha MpeyKOBH CIIOH 7.
REQ. 3. OO6na4Ha yciIyra 3a 3aliHTa.
REQ. 4. Vucnekiya | 3amuTa oT DDoS B peajHO BpeMe.
REQ. 5. Kamanuret ot MEHEEMYM 400 Mbps 9HCT TpadHK.
REQ. 6 OyHKITHH 3a 3amuTa oT KpuntapadH flood aTaku Ha 6a3a noBeneHHe, TLS HHCIEKITHA,

3alHTa Ha OPHIOKEHHA H HH(opMaIHs 3a 3amiaxH (threat intelligence).




REQ. 7.

3ammra ot yeb-06a3upaHu araku cpewyy npuiokeHus no OWASP ToplO mopena,
CTaHIapTHU yeO araku, aTakd ¢ (oKyc BbpXy JaHHW M JAHHU 3a JOCTBII, KaKTO U
HernosHatu 0-day arakw.

REQ. 8.

Oyukuym 32 WAF Mopysa: uM3non3BaHe Ha HETaTMBEH WIIM MO3WTHBEH MOJeNl Ha
CUT'YPHOCT, 3aiuTa Ha API, ynipaBneHue Ha 60TOBe, KOHTPOJ Ha JOCTbIIA, T€0-MOJTUTHKH
3a IP ampecu, numutupane Ha obema Tpaduk KbM MPUIOKEHUATA, W3MOJ3BAaHE HA
HarpeIHA MpaBwJiIa 3a CUTYPHOCT, m3mon3Bane Ha ERT Active Attackers Feed (EAAF)
TEXHOJIOTHS 32 3alIlNTa.

REQ. 9.

Wucnextrupane va kpunrtupa (SSL) Tpaduk.

REQ. 10.

(I)YHKL[I/II/I 3a 3allliTa Ha 0a3aTa Ha M3BECTHS 3a CJIy4Balliy C€ B MOMEHTA aTakKu (attackers
feed), Cb3aaJICHU U NPEAOCTABCHU OT INPOMU3BOAUTE]IA HA PCLICHUETO.

REQ. 11.

ABTOMaTHYHA CHHXPOHM3AIMs MEXIy KOMITOHEHTHTe Ha MH(pOPMAIMA 32 aHOMAJHO
MPEKOBO MOBEJIeHUE U 3a 3aceueHu araku (defense messaging).

REQ. 12.

CHHXpOHM3WpaHe Ha TMOJWTUKUTE 3a CHUTYPHOCT W TIapaMETpPUTE 3a HOPMAJTHO
nopeneHue (baseline) Ha MpexoBUTE MPOUECH MEXAY JIOKAJIHUTE W OOJauyHHUTE
KOMIIOHEHTH Ha PEIIeHUETO.

REQ. 13.

[MpenocraBsiHe Ha WH(OpPMaLWs B PEryJsspHU OTYETHH JOKYMEHTH Ha pedepeHTHO
CpaBHeHHe Ha ob0eMa MPEeKOBU TpaduK MO BPEMETO, KOTaTo HiAMa aKTHBHU aTakd C
obema Ha TpadWka NMpW TPOTHYAIIA aTaka, C BB3MOXKHOCT 3a MpennpreMaHe Ha
ABTOMATHYHHU 3aLIMTHU MEPKH Cpelly aTakuTe criopesl 00eMHTe UM.

REQ. 14.

ABTOMaTHYHO N3BECTSBAHE MPU HACTBHITHJIA aTaka (KaTo JAa UMa OIS 32 aBTOMaTHYHO
reHepupaHe Ha pcap Qaiin cnes 3apbpllBaHe Ha aTakara). Jla Moxe J1a ce mperocTaBs
nH(opMauus 3a napaMeTpuTe Ha HaJOKEHATa MOJINTHKA 332 CUI'YPHOCT Ha pelIeHHETo,
KOSITO € CIIOMOTHAJIa 33 CITUPAHETO Ha JaJieHa aTaka.

REQ. 15.

[MpenocraBsiHe Ha HeTaiillHM OTYETH CBC CIEACTBeHW aaHHH (forensics) OTHOCHO
BBb3HUKHAJIN aTaKW.

REQ. 16.

W3pbprrBane Ha ananu3 Ha moBenennero Ha IT mpexkara (network behavioral analysis).
PeurenneTo 1a MoXke 1a U3M0OJI3Ba MEXaHU3MHU 32 CaMoo0yueHIe U 3acuyaHe Ha 3arjiaxu
cropes MpoMeHuTe Ha obeMa MPEXOBH TPapUK U APYrd HErOBU MapameTpu.

3acuuaHe Ha 3a1j1axy Ha 6a3aTa Ha coOcTBeHa 0a3a OT JaHHU ¢ peryTauuu Ha IP anpecu,
KOSTO a €€ noaabpxka u 0OHOBSIBA OT MPOU3BOAUTEIIA Ha PEIICHUETO B TEPUOJA Ha
MOAAPBIAKKATA.

REQ. 18.

OyHkuuK 3a 3acuyaHe Ha cbMHUTeneH TCP, TLS u DNS Tpacduk no moaena challenge-
response 3a aBTEHTHKUpaHe Ha M3TOUYHNKA Ha Tpaduka.

REQ. 19.

[MpennazBa ot SSL Flood araku, 0e3 na e HEOOXOAMMO /a ce TPEeNOCTaBsl KU WU
cepTudUKaT Ha yCTpOiicTBaTa Ha peLeHUETO.

REQ. 20.

[Mogmbprkane M3MON3BAHETO HA PHYHO BHBEICHU HATIPETHATM MpaBIJIa 32 KOHKPETHU
gumutu (thresholds) 3a /32 IP cbhBhmazeHust 3a BcsKa MOJIMTHKA 3a CUTYPHOCT Ha
peLIeHHETO.

REQ. 21.

Amnanm3upane Ha osefenneTo Ha DNS tpadwuk. [la Mosxe na ce m3rpakiar CUTHaTypu
B PeajiHO BpEME 3a Bb3HUKHAJIM aTaKK 1 Ja CE aBTEHTUKUPAT U3TOYHULIUTE HAa MPEKOBUS
Tpaduk 3a cripaBsiHe ¢ water-torture araku, DNS flood araku n Amplification araxn.

REQ. 22.

3acnuane u 1a OJIOKMpaHe Ha HeMo3HATH A0 MoMeHTa 3aruaxu (0-day 3ammra).

REQ. 23.

3acnuane u 6J0KMpaHe Ha burst aTaku 1 botnet aTaku.

REQ. 24.

3aaBaHe U peryJipaHe aBTOMaTHUHO MPAaroBU CTOWHOCTH 3a Opoii: MakeTH B CeKyH1a
(PPS), Tpan3akuuu B cekyHaa (TPS).

REQ. 25.

(I)yHKL[I/IOHaJ'[HOCT 3a aBTOMaTU4HO Cb3/JaBaHE Ha TMHAMWYHU CUTHATYPH IMOCPEACTBOM
aHa/m3upaHe Ha Tpaduka.

REQ. 26.

OcurypsiBate Ha 3awura ot UDP ataku, TCP ataku, DNS araku., BOTyMETpUYHU aTaku,
ICMP araku, HTTP atakn.

REQ. 27.

OcurypsiBaHe Ha 3allUTa OT CJEIAHUTE THUIIOBE aTaKW, MPOMYCKAWKH JEerHTUMHUS
notpedutesncku Tpaguk: SYN Floods , RST Flood, TCP ECE Flood, TCP NULL Flood.




