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 "Orphanet"; 

       - ,  , 

,    .; 

      eRx; 

           

  ( )/    ( )�, , 

    , :  � ,  � 

,  � ,  � ,  �    .; 

            

    ; 

         EHDS. 
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5.      

5.1.     

           

     .  

5.2.     

         

           

      ,       

    - ,       ,  

             

  :   

         

,           -    

           

 ,              

   ;  

          

  ,        

 ,        

,          

        .  

     �     ,  

          

 .  

5.3.    

          

-      (  Project Management Body of 

Knowledge (PMBOK) Guide, PRINCE2, Agile/ SCRUM/ Kanban, RUP  . ). 

           

    ,    ,  

   ,        
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     ,        

. 

      : 

           

         

   ; 

    ; 

       ; 

         

 ; 

          ; 

           

        . 

5.4.    

          

,    ,       

( )   

     ,      

    : 

    ,       

  �      ; 

           

    ; 

          

; 

          

  ; 

      ,     

     ; 

       ; 

      /       

    ; 

            

; 
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       ,   

        ; 

           

 . 

6.      

6.1.      

         

    .8.2   .       

         . 

       .   

 ,       ,     

     10 ( )     . 

       

 : 

     ; 

        ; 

     (  ,   

,  - ,    

  ). 

         , 

    ,     . 

            

         

           

     .  

         �   

�  �   �,   ,   

,         

,           

    ,   

   ; 
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  ,      ,     

            

 /         ( , 

      ,    

  ,     

  ); 

         

          

        

         

 . 

6.1.1.         
,      

 

         

          

  ,     578    

 30  2013 .; 

       ,  ,     

  ,       

     ,      

 ; 

           , 

   ,     ,   

,            

  ,     .  

    ,       

     ; 

             

     , . .   ,   

,  , ,  / , 

,    .    

        

  . 

     ,      , 

   ,     
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  ,        

   .  

            

    ,   ( - )  

   ,        

     ,     

      ; 

           

       (    ) 

            /  

   ,         

         

     .        

     ,   

       

   ,    

,         

  ,     : 

o        ,  

       /   

         

 ; 

o        ,  

  /         

    ,     

  ; 

o   ,       

 ,        

      ; 

6.1.2.        
       

  ( . §1, .2  )    
 

. 6.1.2.   ,         

. 
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  (  . 61    ). 

,    ,      

         4,   

 ( . .     ),   3,  , 

           ; 

         

         

; 

     ,     , 

      ,    

      ,  . 1.3  

 ,         

     ,   

      . 1, . 1  2      

 ,          

  ,      . 

       ,       4, 

   ,         

   ,       

       . 7     

       

        ,  

.10 ,  2  . 

         ,  

  : 

o     ; 

o     ; 

o        ; 

o     ; 

o     ; 

o     . 

           

        ; 

        ,    

       (    )    

 ,    ,      ; 
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    ; 

            

    (   ,   ,  

   .),     . 

        

         , 

           

       .   

          

 ,    ,      

  ,       

   . 

            

          

  - ,       ,  

   . 

            

  ,      : 
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   / 
/ . 

 
    

 ,    
    

 ,    
 ( . . 

   
  , 

    
    

 ,  
 /   

  ) 

    
    

    
    

 ,  
    

     
     

    
     

  . 
     

     
   ,  . .   

  
.  

 
 

(  / ) 

 ,    
   

    
   

 ,   
    
 .  

    
    

    
  ( / )  

     
    

  , 
  ,    

     
. 

 

6.1.3.         
,       

   

        

       . 

          

,          

;            

    /   ,   

        ; 

             

 ,         : 
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o          

 ,        

; 

o          

,     (     

        

 ); 

o         ; 

o          ,   

,           

           

 . 

           

             

  ,   ,      

        . 

6.1.4.       
  

        

       . 

          

        -

,            

       ( ) 910/2014; 

  ,      ,    

          

 ; 

      ,      

 ,          

         

          

 .  

    ,   

           

   .  
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      . 

6.2.      

      ,  

    .         

   .       

: 

          

 ; 

       ,     

  ; 

    ,    

; 

      ; 

    . 

         , 

     ,    ,   

    ,   , ,  

 ,   ,   ,  

   .    ,      

   ,         

    � BPMN. 

       . 

   ,         

           -   10 ( ) 

    . 

6.3.     

       : 

         

      ; 

       (    ); 
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 � �  � �  . 

6.4.  

         

    ,   ,    . 

        ,   

          ,    

 ,   ,  , , 

      . 

6.5.  

         

        

      .   

,          

     . 

6.6.  

           

   . 

           

: 

  ; 

 /     /      

; 

  ; 

 . 

          , 

          , 

   ,        

        /   

  .         

              , 
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   .        

          

        . 

6.7.   

          

  24     -     

    . 

 ,         

          

    ,        

  ,    .  

,          

 . 

          

       .   

        . 

6.7.1.       

       ,  

             e-mail 

. 

         

: 

           

  ;  

           ; 

   ,    /   ; 

        ;  

         

    (  ,  , middleware, 

  );  

     ,    

          

    ; 
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     ,   

   ,   ,    

    ,   

  ; 

         

  ,    ,    

       ,    

 .  

             
    : 

          

    (SLApm),      

  ; 

       ,   

       . 6.7.5;  

 ,    ,   

  , ,   

       

 . 

6.7.2.    (incident management) 

          

          , 

           

     .  

          

       ,   

 : 

I-     �          

   .         

  , ,        

     ,    

  ,     II-   , 

      . 

II-     �       , 

 ,        
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  .    :   

  I-     ,     

,           

  ,       

    ,       

   ,      

 (work around),      ; 

III-     �       , 

  ,     II-    ,  

   ,      

      ,    

  ,      , 

        (Problem 

Management)         

. 

          

     (Service/ Help Desk),   

  ,    ,  

     ,  , 

    ,      

     .  

6.7.3.    ( ) (problem management) 

           

,       /     

,        , 

,   /  ,     

          

 .    ,     

 :  

           

 (root-cause analysis),      

,        .  

          

            

  ,   ,      

        (Change 
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  4  
 . 

  
 

F4    
  

,   
. 

  
  

 
 

   1, 
2, 3  4,  

  
  5 

F5    -
 

,   
. 

  , 
   

  
   

 
, 

  
  

 

 

     

          

           

,  ,        

    : 

          

 ( ); 

         ( ); 

          ( );  

          

    ( , , , ,   

  , , ,   .); 

          

( ); 

         ( ); 

        ( ); 

        ( ); 

       ; 
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1)  ,     
   ,  

   
    

   
    ,  
     

  ,  
    

,    
   

,   
� �;  

2)  ,   
   ,   

    
   

    
    

  � 
   

    
   

   - . 

F10      
  

 

, 
   

 
  

 
. 

  
  

 
  

  1, 2, 3 
 4,  

  
  5 

F11      
       

 

  

F12    
   

 

, 
  

 
,   
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F17 

 

     
   

   
    

   
,   

       
    

   . 

  
 

,  
  

 
   

     
 4  

   

  ,  
    

   
 

, 
   
 

F18 

 

     
    
     

�push�  �pull�,    
  �  
     

      
-     

   (use 
cases),    

. 

    

 F19 

 

     
     

 (Distributed Caching)  
�  �,   

 /     
   

,    
   

 (Cache Coherency) 
    , 

   . 

 

 

 

F20 

 

     
   , 

    
   

    
 , 

 ,  
    

  ,   -   
   

   
 . 
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F25 

 

      
    

   (in-line 
validation),    

    
    

  � �, � �  
� �. 

   ,  
   

   
  

    
, 

   � 
   

   
 

F26      
    
    

    
  ,   

    
    

 .   
    

 ,      
    

. 

    
  

   
 ,  
   

 email 
 

F27 

 

     
    
 ,  

    
  ,  

    
,   ,  

     
   

    
.     

   
   , 

     
     

,    
    

 � �    
     

     
 . 

     
     
 ,   , 

      

   ,  
    

    
,   

 , 
  , 
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. 

NF3 

 

 

 

 

    
     : 

1) GPL (General Public License) 3.0; 
2) LGPL (Lesser General Public 

License); 
3) AGPL (Affero General Public 

License); 
4) Apache License 2.0; 
5) New BSD license; 
6) MIT License; 
7) Mozilla Public License 2.0 
8) EUPL (European Union Public 

License). 

  

NF4   (Source Code), 
  ,   

   
     
       
     

      
      

,  V �   
 �  . 

  

NF5     
  ( )  

   ( , 
, )     

   
,      

.    , 
      

   
   ,  

.  

  

NF6      
      

    
  ,   

     
,    

, ,   . 
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 - Service Oriented Architecture 
(SOA). 

NF10    
     

    
      

   -  (Web 
Services),      

     
 ,   
  �    

 .     
/   

     
    

 � Application 
Programming Interfaces (API). 

   
      

      
   . 

  

NF11    
   

    
 . 

 

 

 

NF12  , 
    

       
     

      24 
     
. 

  

NF13    
,   -

,    
      
 : 

1)    URL- ; 
2)  GET ; 
3)  HTTP header (Accept  

). 

  

NF14     
    

   
   (SDK)  
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 (.NET, Java, PHP). 

NF15     
  , 
    

   
     

. 

  

NF16     
     

,   
   

,    
.     

  
     
   ,  

 , 
,   

 ,   
   . 

  

NF17     
    

     
   

 .     
,   , 

    
     

 .    
      

    , 
      

,    
,   

,   
 ,   

    .  
     

     
,     

  . 

  

NF18     
   

(   )   
   /  
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,     
  
  , 

   
 (    

     
 )    

 ,  
 , 
   

   ( ). 

NF19    
 ( )   

   
    

    
  (Clean Pipe) � 

   
    
  

, TCP   .  
     

,     
    

     
     

   
    

   
    . 

   ,  
    

   
 

 
 SD-WAN  
  

 
 
 

NF20       
    

(  Solr, Elastic Search).   
     

   . 

  

NF21     
 ,    
     

 ( . . multitenancy),  
      

     
. 

, 
   

  ,  
   

  
  

 
 

NF22     
 ,  
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6)      
    

 ,   
 ; 

7)     
  unit tests  

code coverage  50%,  
   Continuous 

Integration (CI)  � build 
bots, unit tests run,  

   / 
    

 . 
NF27     

    , 
,     

      
,     

,    
   

   
     . 

  

NF28    
    
    

  ,     
,     

 - ,  
     

 . 

  

NF29     
   

,   
 ,    

    
    

   
   . 

  

NF30     
   

     
  (fork)  
    

     , 
     

 
(ttps://git.egov.bg/explore/projects). 
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 . 

NF59       
   ,  

   
  SSL Labs    
  

(https://www.ssllabs.com/ssltest/).  
      

     
   (Reverse Proxy) 

   ,  
    

     
  (   

    )  
HTTP Header- .    

       
Spoofing. 

  

NF60      
  web   

Reverse Proxy    
  ,   

      
,  -  
 TLS 1.1.    

    
       
    

    
 ,   

     
. 

  

NF61     web  
(Web Services)     

  HTTPS  
    

TLS 1.2. 

  

NF62      
     

    
     

,   SQL , 
XSS       
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,   ,   
,    

     
 . 

NF63      
     

    
     

    
OWASP (Open Web Application Security 
Project). 

  

NF64       
      

.     
( , , , 

)     
: 

1)  ; 
2)      

; 
3)  (   

   ); 
4)    , 

   ; 
5)     

   
,  ; 

6) ; 
7)   ; 
8)   . 

  

NF65    
    

      
    , , , 
,     

 � ,  
     ISO 

8601:2006 (  , 
     

 ). 

  

NF66    
    

     ,   
  ,  
     

      III, 
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 ,   

,     
   

    
    

 EN 301 549,    
 . 58 , . 2  3  .  

NF72       
 GET     

(URL).      
POST      

  ,   
   . 

  

NF73    
     

     
    

,     
       

 .   
    

     
    

 �   -
,    

   
  (Responsive 

Design).    Captcha,  
    
     

  , 
   . 

  

NF74      Captcha 
     

   /  . 
,    

 "Rate Limiting" /  
"Throttling"    . 
7.1.1.   . 

    Captcha 
    

    
� �. 

  

NF75        
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  � ,  
    . 

NF76      
     

     
      

    
-      

   .  
     

   
     

      
   

    
    (HTML, 

JavaScript  .)    
    -  

  . 

  

NF77      HTML 
Frames,       

   . 

  

NF78     
     

      
: 

1)   
  HTML5 (HTML Semantic 

Elements); 
2) JSON-LD 1.0 

(http://www.w3.org/TR/json-ld/); 
3) Open Graph Protocol (http://ogp.me) 

     
     

    
. 

  

NF79      
     
       

    . 

  

NF80     
    

   , 
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.     

   (Serif). 

NF81 ,      
,     

      
 ,     

   .   
   

     
     

   . 

  

NF82       
,      

    . 
    

    
  . 

  

NF83      
     

. 

  

NF84     
     

 . 

   , 
    

   
, 

  
  

   

NF85     
     

    , 
    

,   RFC 1123, 
   . 

   , 
    

   
, 

  
  

  
  

NF86      
    
,     
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,   . 

NF87     
  ,   

,     
   . 

  

NF88      
  ,  

    
      

. 

  

NF89     
     

  .     
      

      
.     

     
    

   
    

,     
    

     
. 

  

NF90       
      

    
  , , 

   ,  
 .  
     
     

       
    HTML , 

 . 

  

NF91    
     

      
   (lazy load). 

  

NF92    
    

   
,    

   





 
 

    �  5  . 76  145 

NF96      
      

      
   ,   

   .  
      

 ,   
      

      
   

. 

  

NF97     
     

 ,    
    

 , , 
    

, , , 
 ,   

  . ,   
     

 ,   / 
   . 

  

NF98      
     

  , 
    

,     
.     , 

  ,   
   , 

    
     

     
     
 ,   
. 

  

NF99      
    

    
      

    ,   
    

     ,  
   ,    
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10 . 
NF103       

   
    

  " " (in-line validation). 
      

   ,   
    

     
  . 

  

NF104    ,  
,   
     

     
,    ,  

  ,   
   

   
     

     
     
    , 

      
     

 . 

  

NF105     
    
    

  ,  
      
,    

 : 

1)     
  ,    

 / ; 
2)       

 (  ,   
     

 ); 
3)      

 . 
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NF106     
    

 ,    
,     

    
    

     
 . 

  

NF107   , 
    

    
   

    , 
     

,     
  (plain-text).  

,   
 , , 

  .    
    
    
  /   
 /    

 . 

  

NF108     
   

     
    

   
,    

  -  
 ,  / /  

   ,  
    , 

    "Mouse 
Hover/Mouse Over" . 

  

NF109      
    

 ,      
     

 ( . ),   
  ,   

   . 

  

NF110    
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NF130    ORM    
    

   , 
      

  ( . . n+1 selects 
). 

  

NF131     
      

-      
,    

. 

  

NF132       
  , 

    
: 

1) ; 
2) ; 
3)   ; 
4)    ; 
5)  -   (   

     
); 

6)   , 
    

; 
7)    

(   ); 
8)    . 84, . 3  

-  
 ; 

9)    
; 

10)  ;  
11) ,    

  / 
    

 . 

  

NF133      
 ,  
      

: 

1)    
     

 ; 
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NF138      
,   , 

 , 
    
  ,  

head rs    
  

  

NF139       
HTML,     

   . 

  

NF140      -
    

 ,  
     
    URL. 

  

NF141      
  headers,   
  . 

  

NF142      
 (connection Timeout) - 
,     

 headers  ,   
 ,    

     
    . 

  

NF143       
     

 

  

NF144       
   . 

  

NF145  (cookies)  
 : 

1)    (security flag), 
  ,  

� �    
    

SSL ; 

2)  HTTP only,  
 ,  

� �    
   ,   

 ,    
. 
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NF146      
    DNS,  

   DNSSEC 
(Domain Name System Security 
Extensions);  

  

NF147      
(Logs)    

 : 

1)    ,  
  , 

   
,   

 , 
 , 

    
   

,    
   

   
  , 

   -   
  , 

  , 
  ,   

    
  

  
 ; 

2)       
    

 ,  
  ; 

3)     
   

    
  
 ,  

   NTP V4 
(Network Time Protocol,  4.0 
 ),   RFC 

5905  IETF  2010 .,   
  

    
 UTC (Coordinated Universal 

Time),  ; 
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4)     
   

    -  
   

8.        

8.1.  1 -   �    

 � 

8.1.1.    

     �    

      � (    �     

 ),      ( ) 

 , ,      . 

          ,   

  ,        , 

    ,      

  .  

    -      

         ,   

    ,   -    

   ,        

           

  .         

    ,      ,   

           .  

          , 

    ,        

  ,           

   (       

/  ,     ,    

      ). 



 
 

    �  5  . 89  145 

8.1.2.      

      : 

            

  ,      -      

  -      ; 

        (2FA)   

,             

       ; 

              

       .   

          , 

      ,   

; 

          

  ( )   /   ,   

          

; 

     ,       

    ,    

    �  �    , 

            

 ; 

         ,  

        . 

,     : 

            

   ,      : 

o    

o  

o /  

o     

o  

           

 ,         
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   ,     , 

    ; 

           

(versioning),   : 

o      ; 

o  ,     ; 

o         

      . 

         ,     

            

,    ,     .  

    : 

            

        , 

  ,     ; 

       PostgreSQL,    

       , 

           

  -        

. 

        : 

o       ; 

o       ; 

o          

    . 

    : 

            

,        : 

o    ( , , 

/   ,   ,  

); 

o        

/  ; 

o   ,       

; 
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o       (   

, , / ,     

  ). 

      - : 

o      ; 

o      ,   

,   ; 

o          

 ; 

o          

  ,    ; 

o     ,    

      ; 

o    ,     

     ; 

o     ,     

 ; 

o    ,      . 

          

 ( . /  ),       

,            

  .  

        : 

        /   

           

    ,        

            

; 

         � �  

(  )  � �  ( /   

 ),      . 

     : 

       ,    

  ,     ,    

    :   / ,   
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 ,       

/   ; 

           ,    

            

       . 

      : 

        ,   : 

o   ,  /    ; 

o     , ,  /   

  ; 

o     ,     

   ; 

o          

   . 

8.1.3.   

           

  -    ,  2FA  

    ,        

  ; 

      ,  -  

, -      -    

         

PostgreSQL; 

           

            

     ; 

            

          

 ,         

    ; 

 -       , -

        

       ,  -  

    . 
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8.2.  2 -     �  �  

   

8.2.1.    

            

           

      ,    . 28     

.  

           

,       ,      

          

,    ,       

   .  

         ,    

             , 

           

(         ),    

     ,    . 

8.2.2.      

    : 

             

,          

    ,    

   . 28 .  

     ,       

    ,       

  ,     (   

         

    ,       

      , ,   ); 

      ,       

         

   . 

    : 
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        -    

 : 

o  ; 

o  / ,       

,         

        ; 

o     ; 

o        ; 

o /         . 

            

 , :   ,    

 ,   /  ,   

    ,   

/   (    �   

�),          

 ; 

          ( : , 

,    ,  ),   

      ; 

    ,        

 ( ,      ),      

  . 

    : 

          : 

o   ; /  

o    ,      . 

       : 

o    ; 

o        (     

     ); 

o    /    ; 

o   /  . 

               

     ,     ,    

    . 
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         : 

            

,           

 (         ); 

       : 

o       ; 

o     (    ,   

  ); 

o           

( / / / ); 

o            

       /  (  

        ). 

           , 

           

. 

     : 

          

   ,      

  /       ; 

      , : 

o         ,    

 ( / ); 

o      ; 

o    ,      

; 

o          �   � 

 �    �,     

. 

             

  (       / 

 / ),        

         . 

, ,   : 
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           , 

 : 

o      ( ,  

,  ); 

o          

/  ; 

o          

. 

         , : 

o   / /  ; 

o    ; 

o   ,     ; 

o     / . 

            

    ( .    , 

  ,  ). 

    : 

            

     ,      

      ; 

             

    ,   ; 

     ,         

           

       . 

8.2.3.   

       �  �    

,    . 28     ; 

           

          

,   ,   ; 

     /    

          

   ,  ; 
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    ,       

        ; 

           

 ,           

 (         ). 

 

8.3.  3 -     � � 

8.3.1.    

        

 � �          

,         

  ,         

 . 

        - ,   

       , : 

          

       ; 

   �  �  ,   

   ,   ,  

,       ,  

        ; 

        iOS Assistive Access   

      ; 

          

    PDF     (  . . , 

     ); 

          

(360°  )    � �,    

 ( )          

,     ,      . 
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   (  /  ),     

  ,        �  � 

(  2).       3      

      2.  ,    

  � �      �  

�,      3        

   2. 

     ,     

     ,      

             

 ,        

        . 

8.3.2.      

   : 

       ,   

        , 

          ; 

            

   ,      

          

  ,   � �; 

      ,        

�  �      �  

          ,   

    ,       

          

  ; 

          

  ,     ,   

  ,        

    ; 

          

   ,     ,  
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