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�       SD-WAN  � 

 

I.  
       : 

      SD-WAN   (  -

   � �),    ,   

     . 

          

   ,        

,       . 

      SD-WAN   : 

1. DC  - 2  

  �    

/    

REQ.1.   /  -     19� . 

REQ.2.  �    ,     
 .     220-240v AC, 50Hz. 

REQ.3.     0º  +40 ºC. 

REQ.4.      85% . 

   : 

REQ.5.  48 SFP   1/10/25Gbps  6 QSFP  
 40/100Gbps. 

REQ.6.     2  100Gbps   DAC    
1 . 

REQ.7.     2  10Gbps   DAC    1 
. 

REQ.8.  USB  -  1. 
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REQ.9. Ethernet    -  1. 

REQ.10.    -  1. 

  : 

REQ.11.          VLAN. 

REQ.12.            
source/destination IP , source/destination MAC ,   Layer 4 
TCP/UDP   . 

REQ.13.     BPDU     . 

REQ.14.       STP root bridge   
 . 

REQ.15.      IEEE 802.1ae     
.  

  : 

REQ.16.       ,  
: 

-  � 3,6 Tbps. 

- Forwarding � 1 200 Mpps. 

-  IPv4  IPv6  � 1 600 000. 

-  IPv4  IPv6  � 800 000. 

-  

REQ.17. MAC  �  512 000. 

REQ.18.   Jumbo frames   9198 . 

REQ.19.   3500 802.1Q VLAN. 

REQ.20. Spanning Tree � IEEE 802.1d, 802.1w  802.1w 

REQ.21.      : 

-  .  

-  : RIPv2, OSPFv2, OSPFv3, IS-IS, BGP. 

-     (PBR). 
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- PIM, MSDP, SSM  . 

- IGMPv2  IGMPv3 snooping. 
- VRRP. 
- DHCP Relay. 

REQ.22.   VXLAN BGP EVPN,  Multi-site. 

REQ.23.   MPLS, MPLS L3 VPN, Inter AS (option B). 

REQ.24.   IEEE 802.3ad LACP . 

REQ.25.   MLAG. 

REQ.26.   LLDP. 

REQ.27.   QoS   ,  : 

-  8      . 

-            
Layer2, Layer 3  Layer 4  , 802.1p  DCSP . 

- Traffic policing   Layer2, Layer 3  Layer 4  , 802.1p  
DCSP    

- Traffic policing           CIR 
PIR  Commited Burst . 

- Traffic shaping    . 

-          
    ,     

  . 

-          
   . 

-     (PQ) 

-   Weighted ail Drop (WTD)     
.. 

- DSCP  802.1p         
. 

  : 

REQ.28.         : 

-   . 

- RMON 
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- IPv4/v6 ping. 

- DNS 

- TFTP 

- FTP, SFTP. 

- NTP   . 

- SSHv2  SNMPv3. 

-        Netflow  
       . 

-   , ,     
      - . 

-         . 

-        /   
. 

-        ,    
  . 

- Traffic policing         
. 

-      RADIUS  TACACS+ 
. 

-  Ethernet   out of band     
. 

REQ.29.           
    . 

  : 

REQ.30.    :  3 ( ) . 

REQ.31.     �  3 ( ) . 

REQ.32.       -   3 ( ) . 
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2. LAN  - 3  

  �    

  : 

REQ.1.  �  19� . 

REQ.2.  � , 100-240VAC,      
. 

REQ.3.    � �. 

: 

REQ.4. 32  SFP28. 

REQ.5.     800Gbps. 

REQ.6.     8 . 

REQ.7.  . 

REQ.8.         4 . 

REQ.9.             
 1 . 

REQ.10. USB . 

REQ.11.   . 

  : 

REQ.12.  IP forwarding     : 

-  � 2000Gbps. 

- Forwarding � 1400Mpps. 

- MAC  � 32000. 

- IPv4  � 32000. 

- IPv6  � 16000. 

- Multicast  � 8000. 

- SVI  � 1000. 
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-   � 32MB. 

REQ.13. DRAM - 16GB. 

REQ.14. 802.1AE  256  . 

REQ.15. IPSEC  IKEv2     100Gbps  
. 

REQ.16. Jumbo frames - 9198 . 

REQ.17.      120 000     
   -  IPFIX, NetFlow, JFlow, sFlow   . 

REQ.18. Statefull Switch Over (SSO)         
50ms. 

REQ.19. Spanning Tree � IEEE 802.1d, 802.1w  802.1s. 

REQ.20.          
   . 

REQ.21.       . 

REQ.22.        � Port mirroring   
. 

REQ.23. Non stop forwarding (NSF)   . 

REQ.24.  : 

- RIPv2. 
- OSPF 
- IS-ISv4 
- BGPv4  BGPv6. 
- IGMP. 
- VRRP. 
-    . 
- PIM SM  . 

REQ.25. VRF Lite  . 

REQ.26. MPLS L2  L3 VPN . 

REQ.27. BGP EVPN  VXLAN. 

REQ.28. IEEE 802.3ad LACP . 
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REQ.29. IEEE 802.3ad         . 

REQ.30. IEEE 802.1AB (LLDP)  LLDP-MED. 

REQ.31. QoS   : 

- HQoS. 
- 8      . 
-         Layer2, Layer 3  Layer 4 

 , 802.1p  DCSP . 
-   
- Traffic shaping. 
-          

        
  . 

-      (PQ)  . 
-   Weighted ail Drop (WTD)     

  . 
-   Weighted Random Early Detection (WRED)   

  e  . 
- DSCP  802.1p       . 

: 

REQ.32.        VLAN. 

REQ.33.     : 

- 802.1x        VLAN  
ACL. 

- MAC authentication bypass. 
-    Web . 
- 802.1x         . 
- 802.1x ulti-Domain . 

REQ.34.       ,   
source/destination IP , source/destination MAC ,   Layer 4 
TCP/UDP   . 

REQ.35. Storm control   broadcast, multicast  unicast     
     

REQ.36. Storm control   broadcast, multicast  unicast     
   . 

REQ.37. DHCP Snooping   . 



        
 

 20 

REQ.38. DHCP  82. 

REQ.39. Dynamic ARP inspection   . 

REQ.40. IP source guard       IP spoofing    
     IP . 

REQ.41.        -  MAC 
        ,     
 . 

REQ.42. Spanning Tree  - BPDU Guard  Root Guard. 

REQ.43.          
    . 

  : 

REQ.44.       : 

- Web GUI. 
- CLI. 
- DNS. 
- TFTP. 
- FTP. 
- NTP. 
- SSHv2  SNMPv3. 
-  DHCP . 
- Traffic -       policing         

. 
-      RADIUS  TACACS+  

. 
-  Ethernet   out of band   . 
- API     gNMI, RESTCONF  NETCONF. 
- YANG  . 

,   : 

REQ.45.      3 ( ) . 

REQ.46.      3 ( ) . 

REQ.47.          3 ( ) . 

REQ.48.           3 ( ) 
. 
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3. SDWAN   1 - 65  

  �    

   

REQ.1.  �  19� . 

REQ.2.  �100  240 VAC. 

REQ.3.    � �. 

: 

REQ.4.    1GE,   SFP  RJ45 . 

REQ.5.   1GE  RJ45 . 

REQ.6.        5G Sub 6 ,  
 standalone  (SA). 

REQ.7.  USB 3.0  � 1. 

REQ.8.    � 1. 

 

REQ.9.  SDWAN    900Mbps  520  
 -  ,      QoS. 

REQ.10.  IPv4  � 500 000. 

REQ.11.  IPSec  � 100. 

REQ.12. DRAM � 8GB. 

SDWAN  

REQ.13.   SDWAN     SDWAN . 

REQ.14.  control plane  data plane. 

REQ.15.  IPv4  IPv6 WAN  . 

REQ.16.   SDWAN overlay       
- IPSec, GRE, LISP   . 

REQ.17. AES-256 GCM     . 
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REQ.18.    IPse   IKEv2      
. 

REQ.19.      IPSec   SDWAN  � IPSec 
pairwise keys. 

REQ.20.   GRE over IPSec. 

REQ.21. TLS  DTLS        SD-WAN 
. 

REQ.22.          
. 

REQ.23.         
. 

REQ.24.      Certification Authority   . 

REQ.25.     Certification Authority  . 

REQ.26. AES-256 GCM        SD-WAN 
    ,  . 

REQ.27.          
IP         - VRF, VRF Lite  

   . 

REQ.28.          
SDWAN   MPLS  (tags)   . 

REQ.29.    packet loss, jitter  delay   SDWAN 
 . 

REQ.30.    ,       
,   SDWAN       

   � packet loss, jitter  delay. 

REQ.31.  application firewall. 

REQ.32.    TLS   . 

REQ.33.     IPS . 

REQ.34.         malware. 

REQ.35.       URL    
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REQ.36.     ACL. 

REQ.37.    SDWAN    
    DNS - plug-and-play, zero touch plug&play  
 . 

REQ.38. L3 overlay   L3   � hub-and-spoke, full mesh 
   . 

REQ.39.      . 

REQ.40. L2 overlay,   poin-to-point  hub-and-spoke . 

REQ.41.       : 

- RIP 

- OSPF 

- BGP 

- IS-IS 

- VRRP 

REQ.42.  gateway tracking  . 

REQ.43. 802.1Q VLAN. 

REQ.44. Service side NAT. 

REQ.45. Transport side NAT. 

REQ.46. Application-level gateway (ALG) NAT  SIP. 

REQ.47. Direct Internet Access (DIA)   . 

REQ.48. QoS: 

- 8    . 

- LLQ . 

-      WR    . 

-     WRED   . 

- Traffic policing. 

- Traffic shaping. 

- QoS  VLAN . 
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- QoS   SDWAN . 

- QoS   VPN/VRF . 

REQ.49. Packet duplication �          
 SD-WAN . 

REQ.50. Forward Error Correction (FEC). 

REQ.51.    -    M365   
         SDWAN   

Internet.  

REQ.52.        SDWAN   
   WAN       SDWAN 

 . 

REQ.53. Multicast     IGMP v2, IGMP v3, PIM SSM  PIM ASM. 

REQ.54. A    traffic shaping        
  . 

REQ.55.    SDWAN overlay . 

  : 

REQ.56.       : 

-   SD-WAN . 

- DHCP . 

- DHCP . 

- DNS. 

- NTP. 

- SNMP. 

- SSH. 

-          -  
IPFIX, JFlow, NetFlow        

  . 

-    WAN MTU. 

-     RADIUS  TACACS+ . 

,   : 
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REQ.57.      3 ( ) . 

REQ.58.      3 ( ) . 

REQ.59.          3 ( ) . 

REQ.60.           3 ( ) 
. 

 

4. SDWAN   2 - 3  

  �    

   

REQ.1.  �  19� . 

REQ.2.  �100  240 VAC,      . 

REQ.3.     � �. 

: 

REQ.4.  a 10GE SFP+    2.5GE RJ45. 

REQ.5. 
 o       5G Sub 6 ,  

 standalone  (SA)      2.5GE RJ45 . 

REQ.6.  USB 3.0  � 1 . 

REQ.7.    � 1 . 

REQ.8.  Ethernet   . 

 

REQ.9. 
 SDWAN    12Gbps  520   

-  ,      QoS. 

REQ.10.  IPv4  � 1 000 000 . 

REQ.11.  IPSec  � 3000 . 

REQ.12. DRAM � 16GB,      32GB. 

SDWAN  
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REQ.13.   SDWAN     SDWAN . 

REQ.14.  control plane  data plane. 

REQ.15.  IPv4  IPv6 WAN  . 

REQ.16. 
  SDWAN overlay       

- IPSec, GRE, LISP   . 

REQ.17. AES-256 GCM     . 

REQ.18. 
   IPse   IKEv2      

. 

REQ.19. 
     IPSec   SDWAN  � IPSec 

pairwise keys. 

REQ.20.   GRE over IPSec. 

REQ.21. 
TLS  DTLS        SD-WAN 

. 

REQ.22. 
         

. 

REQ.23. 
        

. 

REQ.24.     Certification uthority  . 

REQ.25.     Certification uthority  . 

REQ.26. 
AES-256 GCM        SD-WAN 

    ,  . 

REQ.27. 
         

IP         - VRF, VRF Lite  
   . 

REQ.28. 
         

SDWAN   MPLS  (tags)   . 

REQ.29. 
   packet loss, jitter  delay   SDWAN 

 . 

REQ.30.    ,       
,   SDWAN       
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   � packet loss, jitter  delay. 

REQ.31.  application firewall. 

REQ.32.   TLS   . 

REQ.33.  IPS . 

REQ.34.    malware. 

REQ.35. 
      URL   

. 

REQ.36.     ACL. 

REQ.37. 
   SDWAN    

    DNS - plug-and-play, zero touch plug&play  
 . 

REQ.38. 
L3 overlay   L3   � hub-and-spoke, full mesh 

   . 

REQ.39.      . 

REQ.40. L2 overlay,   poin-to-point  hub-and-spoke . 

REQ.41. 

      : 

- RIP 

- OSPF 

- BGP 

- IS-IS 

- VRRP 

REQ.42.  gateway tracking  . 

REQ.43. 802.1Q VLAN. 

REQ.44. Service side NAT. 

REQ.45. Transport side NAT. 

REQ.46. Application-level gateway (ALG) NAT  SIP. 

REQ.47. Direct Internet Access (DIA)   . 
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REQ.48. 

QoS: 

- 8    . 

- LLQ . 

-      WR    . 

-     WRED   . 

- Traffic policing. 

- Traffic shaping. 

- QoS  VLAN . 

- QoS   SDWAN . 

- QoS   VPN/VRF . 

REQ.49. 
Packet duplication �          

 SD-WAN . 

REQ.50. Forward Error Correction (FEC). 

REQ.51. 
   -    M365   

         SDWAN   
Internet.  

REQ.52. 
       SDWAN   

   WAN       SDWAN 
 . 

REQ.53. Multicast     IGMP v2, IGMP v3, PIM SSM  PIM ASM. 

REQ.54. 
A    traffic shaping        

  .

REQ.55.    SDWAN overlay . 

  : 

REQ.56. 

-       : 

-   SD-WAN . 

- DHCP . 

- DHCP . 

- DNS. 

- NTP. 
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- SNMP. 

- SSH. 

-          -  
IPFIX, JFlow, NetFlow        

  . 

-    WAN MTU. 

-     RADIUS  TACACS+ . 

,   : 

REQ.57.      3 ( ) . 

REQ.58.      3 ( ) . 

REQ.59.          3 ( ) . 

REQ.60. 
          3 ( ) 

. 

 

5.   (NGFW) - 2  

  �    

/    

REQ.1.   /  -     19�  (1RU). 

REQ.2.  �    ,     
 .     220-240v AC, 50Hz. 

REQ.3.     0º  +40 ºC. 

REQ.4.      85% . 

   : 

REQ.5.    1GE RJ45 . 

REQ.6.    1/10GE SFP+ . 

REQ.7.  USB  -  1 . 

REQ.8.    Ethernet   RS-232   . 
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  : 

REQ.9. : 

-  10 Gbps   statefull inspection firewall, IPS  deep packet 
inspection (1024B ). 

-   �   1 500 000. 

-    1  -  90 000. 

- IPSec  �  5 Gbps. 

-   TLS  �  3 Gbps. 

- VPN  �  2 000. 

REQ.10.       � Inline. 

REQ.11.       . 

REQ.12.   IPSec   IKE/IKEv2      
  : 

- Encryption: 3DES, AES-128  AES-256. 

- Authentication: preshared key, RSA  ECDSA. 
- Integrity: SHA, SHA-256, SHA-384, SHA-512. 

REQ.13.   SCEP     . 

REQ.14.   OCSP     . 

REQ.15.  a     . 

REQ.16.   SSL VPN. 

REQ.17.   802.1Q VLAN. 

REQ.18.    IPS . 

REQ.19.    Anti-Malware        
. 

REQ.20.        
   ,       
  . 

REQ.21.        Web URL   
    . 
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REQ.22.    DPI         
    . 

REQ.23.       : 

- RIP  RIPv2 

- OSPFv2  OSPFv3 

- BGPv4 

REQ.24.    IGMPv2  PIM-SM  . 

REQ.25.      NAT. 

REQ.26.      PAT. 

REQ.27.     PAT  NAT : 

- NAT  IPv4 

- NAT 66 

- NAT 64/46  

REQ.28.   NAT AGL  SIP, H.323  FTP . 

REQ.29.     DMZ . 

REQ.30.   rate limiting         
: 

-  

- IP  

-      

- URL    

- Active Directory      

REQ.31.     Microsoft Active Directory    
    Firewall    AD   
. 

REQ.32.        RADIUS . 

REQ.33.   active-standby HA(High-Availability)    
. 

  : 
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REQ.34.         : 

- K , HTTP  HTTPS. 

- Ping 

- DNS 

- NTP 

- SSHv2c  SNMPv3 

- Syslog 

-      IPFIX, Netflow, Jflow  
       . 

-      , RADIUS   
LDAP. 

REQ.35.          
 . 

REQ.36.           
    . 

REQ.37.       500 (  1000   
 ) VPN   Windows, MAC  Linux  . 

  : 

REQ.38.     �  3 ( ) . 

REQ.39.     �  3 ( ) . 

REQ.40.       �  3 ( ) . 

REQ.41.         �  3 
( ) . 

 

6.         (NGFW) 

 �    

  

REQ.1.  �    2 NGFW  

REQ.2.         NGFW 
   . 
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REQ.3.        NGFW  . 

REQ.4.       NGFW    
. 

REQ.5.           
NGFW. 

REQ.6.      . 

REQ.7.        . 

  : 

REQ.8.     Active Directory. 

REQ.9.          
RADIUS . 

REQ.10   GUI WEB . 

REQ.11           
 � multitenant . 

REQ.12           
  API. 

REQ.13    ,      
   NGFW. 

REQ.14        . 

REQ.15       . 

 

REQ.16          VMware ESXi, KVM  
Hyper-V . 

  : 

REQ.17     �  3 ( ) . 

REQ.18       �  3 ( ) . 
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7. SFP+   � 2  

  �    

REQ.1.     SFP+ . 

REQ.2.       C9300. 

 

8.   � 2  

  �    

REQ.1.     50 . 

REQ.2.       C9300. 

 

9.      � 2  

  �    

REQ.1.      30 . 

REQ.2.       C9300. 
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