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      ,   
(backup)    . 

REQ.14. 
      NAT   

      : Round Robin, 
Source IP Hash,  Least Sessions 

REQ.15. 
         

URL       .  

REQ.16. 

    ,      
phishing  ML     , CAPTCHA 

 ,       
(Username / password)   .   

REQ.17. 
  DLP (Data Loss Prevention) ,   

    . 

REQ.18. 
          

   URL  URL ; 

REQ.19. 

        
  Web ,     

           
 (TLSv1.1, TLSv1.2, TLSv1.3); 

REQ.20. 
       VPN  

        Windows  
MacOS .  

REQ.21. 
  VPN     (     ) 

         
 : Android, iOS, Raspbian, Ubuntu.  

REQ.22. 
  QoS      /  

URL . 

REQ.23. 
       

        ,   
browser    Web Portal. 

REQ.24. 

         
   (Device Fingerprint)     

,    .      
   IP ,   .  

REQ.25. 
     (log)    

   IP        
(   ). 

REQ.26. 
       X-Forwarded-For (XFF)  

      (IP Address),   
     .   

REQ.27. 

      ,  
         

      (Dropbox, 
Google, Facebook, LinkedIn). 

REQ.28. 

       
     Office 365, Google, Dropbox  YouTube, 

         
.     

REQ.29. 
         

  , , , , .   
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REQ.45. 
   
 ( ) 

5 000 

REQ.46. 
   
 

   8 10/100/1000 Base-T 
ports 

 

REQ.47. 
    

 

L2, L3, Tap, Transparent 
/     

  . 

REQ.48.   

OSPFv2/v3, BGP with graceful restart, 
RIP, static routing Policy-based 

forwarding 
Point-to-Point Protocol over Ethernet 

(PPPoE) 

REQ.49. 
   

IPSec 
 

Key exchange: manual key, IKEv1 and 
IKEv2 (pre-shared key, certificate 

authentication) 
Encryption: 3DES, AES (128-bit, 192-bit, 

256-bit) Authentication: MD5, SHA-1, 
SHA-256, SHA-384, SHA-512 

REQ.50. 

   
SSL 
VPN    

 (  ) 

100 SSL VPN  

REQ.51. 
  IPSec SD-

WAN Site-to-Site VPN 
30   

REQ.52. 
   

   
  

2  

REQ.53. IPv6  

   
    

    IPv6   
    
       

IPv6 

REQ.54. 

  SSL  
,    

 ,  
  

    
 ,  

    
   

     
 SSL   : TLS 

v1.1, TLS v1.2, TLS v1.3 

REQ.55.    

      
     

  REST 
based API,     

  XML .   
     

     
  : CLI,  

,    
 

REQ.56.    Active-Passive, Active/Active 

REQ.57. 
    
 

1  RJ45 (1GB)    
1  RJ-45   
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1 x USB port 
1 x Micro USB port 

REQ.58. , ,      19�� 

REQ.59. 
   
 (  ) 

,    
    35W 

REQ.60. 
   

   
365x24x7 

 12   , 
 

 
     ,      
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, ,  ,        

   ,     

 

3.       
 
3.1         ,  . , . � � 
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      , ,   

  . 

        ,  

           

       ,   

  ,  ,     

 . 

 
 
 

5.      
2 

1.           
 ,      ,    

     .  
2.         

/  ( / )      . 10    

 
2        ,  ,       

  ( ,   )        
/  ( / ),          

. 
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3.       ,   
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