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   ,   

 ,     
    

     
,   
   

 �     
       

      
 ; 

   -   
 ,   -

  (Browser Plug-
ins),      

    
,     

   ,  
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NF57      Self-Signed 
   . 

  

NF58   (    
  )    
      

HTTPS.      
     

 (Verified Identity),  
   TLS 1.2,  

    , 
  -   

 ( Google Chorme, Mozilla Firefox). 
     
      

     
     . 

  

NF59       
   ,  

    
 SSL Labs     

 (https://www.ssllabs.com/ssltest/). 
       
     

   (Reverse Proxy)  
  ,   

    
    

  (    
   )  HTTP 

Header- .     
      

Spoofing. 

  

NF60      
  web   Reverse 

Proxy     
 ,    

     
,  -   

TLS 1.1.     
    

       
    

    ,  
      

. 
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NF61     web  
(Web Services)     

  HTTPS  
    TLS 

1.2. 

  

NF62      
     

    
     , 

  SQL , XSS   
    ,   

,   ,  
     

   . 

  

NF63      
     

     
      

  OWASP (Open Web 
Application Security Project). 

  

NF64       
      

.     
( , , , 

)     
: 

o  ; 

o      
; 

o  (    
  ); 

o    , 
   ; 

o       
 ,  

; 

o ; 

o   ; 

o   . 

  

NF65    
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NF70      
     

      
    

    WCAG 2.1.  

  

NF71      
   

 ,  
      

,   
,      

     
    

  EN 301 549, 
    . 58 , . 2  3  

.  

  

NF72        
GET     (URL).  

    POST  
      
,      

. 

  

NF73    
      
    

    
,      

      
 .   

      
    

    �  
 - ,    

    
 (Responsive Design).  
  Captcha,   

     
     

,    
. 

  

NF74      Captcha  
      
 /  . , 
    "Rate 

Limiting" /  "Throttling"  
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  . 7.1.1.   
.     

Captcha    
    

 � �. 

NF75        
       

    
    

  � ,   
   . 

  

NF76      
     

     
      

    -
     

   .   
      

   
      

      
     

   (HTML, JavaScript  .)  
      -
   . 

  

NF77      HTML 
Frames,        

  . 

  

NF78     
     

      : 

o     
HTML5 (HTML Semantic Elements); 

o JSON-LD 1.0  (http://www.w3.org/TR/json-
ld/); 

o Open Graph Protocol (http://ogp.me)  
     

       
 . 

  

NF79        
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   . 

NF80     
     

  ,   
      

   
    

    
  .    

    (Serif). 

  

NF81 ,      
,      

      
,       

 .    
    

     
     

 . 

  

NF82       
,      

    . 
     

     
. 

  

NF83      
     . 

  

NF84      
     . 

  

NF85      
      

  ,   
  ,  

 RFC 1123,    . 

  

NF86       
   ,   

    
  ,   

. 

  

NF87      
 ,   , 
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. 

NF88       
 ,   

     
    . 

  

NF89      
      

.        
     

    .  
       

     
   

    
,     
    

     
. 

  

NF90        
     

    
  , , 

   ,   
.   

      
       

       HTML 
,  . 

  

NF91     
      

      
 (lazy load). 

  

NF92     
     

 ,  
    . 

    
,   

    
       

    . 47  
.    

    
    ,  
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NF97      
     , 
     

   , 
,    

 , , 
,  , 

    . 
,      

   ,  
/    . 
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 ,   
  ,  

   .   
  ,   

,     
 ,   
    

       
    

   , 
  . 
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 ,     
      

 ,     
,     
   . 
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    ( ). 
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 /    

  : 
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NF104    ,  
,     

     
   ,   

 ,    , 
     

    
      

     
    

   ,   
      

    
. 

  

 

NF105      
       

  ,    
    ,  

   : 

o       
,     

/ ; 

o       
 (  ,    
     

); 

o       
. 

  

 

NF106      
    , 

   , 
     

     
     

   . 

  

 

NF107   , 
    

    
    

   ,   
   , 

      
(plain-text).  , 

   , 
,   .   
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NF125       
  foreign key. 

  

NF126      
  ,   

EXPLAIN (  SQL  ),   
    

   . 

  

NF127      
,     

     
 . 

  

NF128      
(batch)     

 . 

  

NF129       
 ,  . 

  

NF130    ORM    
    

   ,   
     

 ( . . n+1 selects ). 

  

NF131      
     -   

   , 
   . 

  

NF132       
  , 

    
: 

1. ; 

2. ; 

3.   ; 

4.    ; 

5.  -   (    
    

); 

6.   , 
    

; 

7.    (  
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NF136     TCP 
 User Datagram Protocol (UDP)  

    
   

 ,  
      

  . 

  

NF137    ,   
   

    
,    

( , ,   .)  
    

   
   .  

        
. 

  

NF138      , 
  ,  

,   
    

,  head rs   
   

  

NF139       
HTML,     

   . 

  

NF140      -
     

,    
     
  URL. 

  

NF141       
 headers,     

. 

  

NF142      
 (connection Timeout) - , 

     
headers  ,    

,     
      
  . 

  

NF143       
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NF144        
  . 

  

NF145  (cookies)   
: 

    (security flag),  
 ,  

� �    
    SSL 

; 

  HTTP only,  
 ,  

� �    
   ,    

,    . 

  

NF146       
   DNS,   
  DNSSEC (Domain Name 

System Security Extensions);  

  

NF147      
(Logs)     

: 

    ,  
  , 

   
,   

 , 
 ,   

    
 ,  

     
   

  ,  
  -   

  , 
  ,   

,     
    

  
 ; 

        
    

,    ; 

  



 
 

68 
 

      
    

    
 ,   

  NTP V4 (Network 
Time Protocol,  4.0  

),   RFC 5905  
IETF  2010 .,    

   
   UTC (Coordinated 

Universal Time),  ; 

       
     -  
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8.1.2  2 �    � 
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      ) 
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.  
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-   65-  ,     /  /   65-
 ,         , -  

     ; 
-    50   50         

  ,         , -
      ; 

- ,     12        
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      (        

    ,    ,   
   ). 

 

      2  : 
   ,        
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          ,  

      . 
 /  / /  /       

            
 . 
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8.2.3  3 � � 
               

  ,    . 
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8.2.4  4 � � 
     2  ,   , 

        .   
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8.3  5 � � (       
 1   2 ) 

   � �    . 6.5    .  

8.4  6 �  � (   
     1   2 )  

   �  �    . 6.6    
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9  
9.1    

      ,   ,  
   ,      ,       
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(ODF/Office Open XML/MS Word DOC/RTF/PDF/HTML  .),   

/              
  ,     ; 

 ,        ,     
       ; 

        (API),   
 web , ,     .      

    /   (SDK)       , 
( )  Java  .NET.           

   API- : 

o     (end-point)        
 ; 

o       ( , ); 

o       ( , ); 

o   ; 

o       web ; 

      (API)     ; 

   REST -        
API Blueprint (https://github.com/apiaryio/api-blueprint), Swagger (http://swagger.io)    

.         SOAP ; 

9.2    

,     ,   : 

   ; 

     ,         
    . 

9.3   (    2) 
            

          (   
)   2,         .  

   ,         
,            . 
   (   )      
.    ,        
         (   )  

   -   10            
. 

9.4   
 ,    ,         

/   ,   : 
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    ,        
, , ,   ,     

;  

     �       
  .      .     

           
; 

     ;  

     . 
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