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REQ.32   DLP (Data Loss Prevention) ,    
       ; 

REQ.33 
          

Web ,         
       (TLSv 1.1, TLSv1.2, TLSv1.3); 

REQ.34    DNS        
       ; 

REQ.35        VPN    
    ; 

REQ.36 
  VPN     (     )  

  : Windows, Linux, macOS, Android, iOS, Raspbian, 
Ubunto 

REQ.37 
  QoS      /  URL 

; 

REQ.38 
         

      ,   browser    Web 
Portal; 

REQ.39             

REQ.40           
 IP ,   . 

REQ.41 
           

       IP ddress,   
. 

REQ.42 
       X-Forwarded-For (XFF)    

    (IP Address),        
. 

REQ.43 
      ,   

           
   (Dropbox, Google, Facebook, LinkedIn). 

REQ.44 
         

   Office 365, Google, Dropbox  YouTube,    
      . 

REQ.45 
             

  ,       
. 

REQ.46            
, , , ,   ; 

REQ.47 
             , 

         (Active Directory, 
LDAP  ); 

REQ.48 
      IP, Domain  URL   Web Server 
         / 
    . 
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REQ.10 

    : 
802.1x        VLAN  ACL. 
MAC authentication bypass. 

   Web . 
        � 802.1x, MAC , 

WEB . 
RADIUS CoA. 
802.1x         . 
802.1x ulti-Domain . 

REQ.11 
      ,   source/destination IP 

, source/destination MAC ,   Layer 4 TCP/UDP   
. 

REQ.12 Storm control   broadcast, multicast  unicast     
     

REQ.13 Storm control   broadcast, multicast  unicast     
   . 

REQ.14 802.1AE  128  ,  MKA. 
REQ.15 DHCP Snooping   . 
REQ.16 DHCP  82. 
REQ.17 Dynamic ARP inspection   . 

REQ.18 IP source guard       IP spoofing    
     IP . 

REQ.19 
       -  MAC  

       ,      
. 

REQ.20 Spanning Tree  - BPDU Guard  Root Guard. 

REQ.21           
   . 

REQ.22 

 IP forwarding     : 
 � 175 Gbps. 

Forwarding � 130 Mpps. 
MAC  � 16000. 
IPv4  � 3000. 
Multicast  � 1000. 
SVI  � 512. 

  � 6MB. 
REQ.23 DRAM - 2GB. 
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REQ.24 
Statefull Switch Over (SSO)        : 

. 
STP. 
802.3ad. 

REQ.25 Jumbo frames - 9198 . 
REQ.26 Spanning Tree � IEEE 802.1d, 802.1w  802.1s. 
REQ.27  Private VLAN. 

REQ.28          
   . 

REQ.29 

 : 
RIP 
OSPF  1000 . 

   PIM. 
   . 

VRRP 
REQ.30 IEEE 802.3ad LACP . 

REQ.31 
IEEE 802.3ad         . 

REQ.32 IEEE 802.1AB (LLDP)  LLDP-MED. 

REQ.33 

QoS   ,  : 
HQoS. 
8      . 

        Layer2, Layer 3  Layer 4  
, 802.1p  DCSP . 

Traffic policing. 
Traffic policing           CIR PIR  
burst . 
Traffic shaping. 

         
          

. 
     (PQ)  . 
  Weighted ail Drop (WTD)      

 .   Weighted Random Early Detection (WRED)  
   e  . 

DSCP  802.1p       . 
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