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 ,      (penetration testing)    
. 

          , 
        ,   

  OW SP (Open Web Application Security Project) /  MITRE. 

I.  OWASP: 
1.  (Injection) 

,          
 ,             

  . : SQL . 

2.   (Broken Authentication) 

,          
        . 

3.     (Sensitive Data Exposure) 

    ,        
   ,       . 

4.   (Broken Access Control) 

           
,    . 

5.     (Security Misconfiguration) 

,          
  ,      , 

      . 

6.     (Using Components with Known 
Vulnerabilities) 

    ,   ,   
   . 

7.    Cross-Site Scripting (XSS) 

        , 
         JavaScript    

 . 

8.    Cross-Site Request Forgery (CSRF) 
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,         
  ,    . 

9.    API-  (Using Insecure APIs) 

,    API- ,     
       . 

10.      (Insufficient Logging & 
Monitoring) 

     ,     
   ,        

. 

,           
MITRE 

II.  MITRE   : 

1.      

  MITRE ATT&CK       
,    ,    ,     

    . 

2.  (Reconnaissance) 

o        ,  
DNS , IP    . 

o          , 
   "Fingerprinting" (    ). 

3.    (Vulnerability Identification) 

o       ,     
. 

o     MITRE ATT&CK  Scripting, Exploitation for 
Privilege Escalation  SQL Injection. 

o          Burp 
Suite, OWASP ZAP  Nessus    . 

4.    (Exploitation) 

o      MITRE     
: 

 Command and Control �      . 

 Web Shell �       . 

 Privilege Escalation �       
     API- . 

5.    (Post-Exploitation) 
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    ,      
    : 

o   Lateral Movement       
. 

o       T1071 (Application Layer 
Protocols). 

o     . 

6.    

o      . 

o   ,    ,  
         

7.        ,    
     . 

III.       : 

 1 

    

1 3  App Server Application servers,    NLB (Network 
Load Balancer)  

2 1  App Server Application server       

3 1  public server      
,     

4 2  database server     

5 1  Redis  Redis Server 

6 1  gate server        
   , .  

_     . 

 

IV.     
1.           

 1 
1.1.           

( , ) 
1.1.1.       ,   

     ,       
 ,      ( . vulnerability 

scanners, network sniffers, penetration testing frameworks)      
( , , ). 

1.1.2.     ,       
 ,   :        

   ;      
     ;    

    ( , ,  ). 
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1.2.    (    ) 
           

 1 
1.2.1.         1 
1.2.1.1.       
1.2.1.2.      ,    

 
1.2.1.3.         

  ,   ,    
1.2.1.4.         
1.2.1.5.         ( ) 
1.2.1.6.      , , 

   
1.2.1.7.          

1 
1.2.1.7.1.      
1.2.2.           

   1,         ( ) 
1.2.2.1.      
1.2.2.2.        
1.2.2.3.     
1.2.2.3.1.      
1.2.3.                 

      1 
1.2.3.1.          

    
1.2.3.2.       -  
1.2.3.3.        -  
1.2.3.4.      ,   

,    
1.2.3.5.     
1.2.3.5.1.    
1.2.4.                 

       
 1 

1.2.4.1.          
   

1.2.4.2.        
1.2.4.3.        
1.2.4.4.     
1.2.5.       (penetration test)  

 1 
    ( )    

1.2.5.1.    (Vulnerability Assessment)    
        -  

1.2.5.2.           
   1          

(backdoors, SQL injection  . ),        
1.2.5.3.       
1.2.5.4.    
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1.2.6.        
      1   
   

1.2.6.1.       
1.2.6.2.         
     , ,   

  ; 
1.2.6.3.          
1.2.6.4.          
1.2.6.5.    
1.2.7.           

         
1.2.8.        

     1     
     

1.2.8.1.  : , ,      
,   ,   ,    

 ,     , backup 
1.2.8.2.     ,  , 

  ,   . . � �,    24-
 , 7   ,        
1.2.8.3.    
2.         .5, . 1, 

 6  7          
. 

          ( . scan 
outputs, command logs, traffic captures),        

 . 


