@ UHOOPMALMOHHO Bx.N230-00-163/26.08.2025

OBCAYXBAHE Codun
3ASIBKA no Pamkos gorosop Ne OA-16 ot 25.10.2022 r. (Bx. Ne I[1O- x]
16-3340/25.10.2022 r. na ,,Mupopmaunnonno oocayxBane AJl)
3ASIBKA no Pamkos gorosop Ne OA-16 ot 25.10.2022 r. O!
(aKkTyanusupaHa)
IMo3unus ot Ne no peo 4
II'-2025 r.: om I’
Onucanue Ha
poeKT llocmaska na unmepnem cevp3arnocm u ocu2ypasawe Ha sauguma om DDoS
amaxku
cbraacHo III':
CPV koxa 72411000-4
Per. Homep Ha
nucmo ot MEY
3a
yrBbpKkaaBane | MEV-12307/22.08.2025
Ha NMPOeKTA
/cTaHOBHIIE IO
NPOEeKTa
HN3uckBane 3a
AOCTBI 10
kjaacupuuupana | He
uHpopmanust
JA/HE

CroiiHocT: (cmotinocmma
cneodsa 0a cCbOmeemcmed Ha
sanoacenama ¢ Ilnan-
epaghuxa) 6e3 JJIC, 6 m.u.
pazoueka Ha cmouHOCmma 3a
npoexkmu Ha yacmu/ ¢
akpeoumue/ aeancoeo

44 800,00 ne. om xoumo:
3a 2025 2. — 6 400,00 ne.
3a 2026 2. — 19 200,00 xe.
3a 2027 2. — 19 200,00 xe.

Ha4nn 3a namane:
(eOHoKkpammo, Ha vacmu,
nepuoOUYHO, ABAHCOB0 UNU

op.)

Ha wacmu, xaxmo cneoesa:

e 3anepuooa om 01.09.2025 0o 30.11.2025 2., cneo
noonuceane Ha npuemMo-npeoagamene NPOMoOKo.J no 4i. 6 om
002060pa, YOOCmoGepssauy npuemMane Ha U3ebPUuLeHume
detinocmu no ocuzypsieare na Humepnem u 3awuma om
DDOS amaku u uzoaoena paxmypa 3a coomeemuusi
mpumeceueH nepuoo.

Kvm npuemo-npedasamentius npomoxo ce npuiiaea 0oxiao 3a

U3GbPULEHUME OCUHOCMU 3d CHOMBEMHUSL NEPUOO.

e 3anepuooaom 01.12.2025 oo 31.12.2025 2. cneo noonuceane
Ha npuemo-npeoasamenet NPOMOKO.I no 4i. 6 0m 002060pa,
yoocmogepasawy npueMane Ha u3gbpuieHume 0euHoCmu no
ocueypasane Ha Hnmepuem u 3awguma om DDOS amaxu u
uzoadena hakmypa 3a CbOmeemuus. NeEPUoo.

Kwm npuemo-npedasamentiuss npomoxo. ce npuiiaed 0oxiao 3d

U3GbPULEHUNE OeUHOCU 30 CHOMBEMHUSL NEPUOO.

o 3anepuooa om 01.01.2026 oo 31.12.2027 2. na mpumeceyue,
ce0d noonuceare Ha npuemMo-npeodasamesier NPOMmMoKoJl no Yl

1 Ot6enassa ce B cnyyalt Ye 3aABKaTa € akTyanmnsmpaHa

3anvMyaBaHUATa B QOKYMEHTUTE ca Ha OCHOBaHwMe ui. 4 ot Obwuma pernameHT OTHOCHO
3almMTaTa Ha gaHHuTe - PernamenT (EC) 2016/679




6 om 002060pa, yoocmogepasau nNpuemMane Ha U3ebpuLeHume
OetiHocmu no ocueypsaeane na Hnmepnem u 3auuma om
DDOS amaku u uzoaoena paxmypa 3a coomeemmnusi
mpumeceueH nepuoo.
Kwvm npuemo-npeoasamennusi npomoxon ce npuiaed 00K1ao 3da
U3BbpULEHUME OeHOCMU 3d CbOMBEMHUL MpuMecedet nepuoo.

[aamane ¢ akpeguTuB

JA/HE

He

JokymeHTH 3a IIalaHe ¢
aKpeANuTHB

He e npunooicumo

Cpok Ha u3nbJjaHeHue: (om
dama — 00 dama uiu 6
Meceyu, ako He e 006bP3AH ¢
KOHKpemHa 0ama)

Om 01.09.2025 oo 31.12.2027

TI'apannuonen cpok: (om
oama — 00 oama unu 8
Meceyu, ako He e 0068bP3aH ¢
KOHKpemHda 0ama)

Henpunooicumo

OTunTane: (nepuoouyHo —
nocousa ce nepuoo,
€0HOKPAMHO, CPOK 34
omuumane, omuemnu
0OKyMeHm)

Ha yacmu, xakmo cneoea:

o 3a nepuooa om 01.09.2025 0o 30.11.2025 2., ¢ noonuceawne Ha
npuemo-npeoasameJieH NPoOmMoKoL no 4. 6 om 0o2oeopa,
yoocmoeepagauy npuemane Ha u3gbpuleHume OetHoCmu no
ocuzypsaeane na Hnmepnuem u 3awyuma om DDOS amaxu 3a
CbOmeemHusl Nepuoo.

Kvm npuemo-npeoasamennust npomoxon ce npuiaea 00xkiao 3a

Us3BvpULEHUNE OCTIHOCU 30 CbOMBEMHUSL NePUOO.

e 3anepuooaom 01.12.2025 oo 31.12.2025 2.,, ¢ noonuceare Ha
npuemo-npeoasameieH NPomMoKoL no 4. 6 om 0o2oeopa,
yoocmogepasawy npueMane Ha u38vpuleHume 0euHoCmu no
ocueypsaeane na Hnmepnuem u 3auwyuma om DDOS amaku 3a
CbomeemHusl Nepuoo.

Kvm npuemo-npeoasamennust npomoxon ce npuiaea 0oxkiao 3a

U38vpULeHUNE OCUHOCMU 30 CbOMBEMHUSL NePUOO.

e 3anepuooa om 01.01.2026 oo 31.12.2027 2., Ha mpumeceuue,
¢ noonuceawe Ha npueMo-npeoasanieier NPOmoKoa no 4i. 6 om
002060pa, yOocmogepsagay npuemane na u3ebpuletune
oetinocmu no ocueypsaeane na Humepnem u sauyuma om DDOS
amaxu 3a CbOmeemuus mpumeceieH nepuoo.

Kvm npuemo-npedasamentiuss npomoxon ce npuiiaea 0oxiao 3a

U36bpuULeHUme 0eUHOCMU 3 CbOMBEMHUS MpuUMeceyeH nepuoo.

Hpunoxenus: (nanp:
MexHu4ecKu
napamvempu,oopazyu na
omyemuu OOKYyMeHmu)

Texuuyecku napamempu

Hacrosimmara 3asiBKa /1a ce H3IbJIHH NpH yCJ0BUATA HA NIPUTOKEHUTE TexHuueckn

napamMeTpHu.

3ASIBKATA e UBTOTBEHA OT:

PobkoBoauTes Ha MPOEKT MO
3asiBKaTa OoT CTPaHa Ha

BEHE®UIIMEPA (nanp:
l'[pC,I[CTaBI/ITeJ'[ Ha ,Z[I/IpCKI_[I/IHTa —

Ioonuc:




3asBUTEN ):

3AABKATA ¢ OIOBPEHA OT:

Ioonuc:

Koopaunarop Ha 1oroopa ot
crpana Ha Bb3JIOKUTEJISA:

Ioonuc:

PobkoBoauTen Ha 10roBopa ot
crpana Ha BEHEOUIINEPA:

3ASIBKATA e IIPUETA 3A U3IIbJIHEHUME OT M3ITBJIHUTEJIA:

Ioonuc:

P’]:KOBOJII/ITCJI Ha IMPOEKT I10
3asiBKaTa




Iloonuc:

PbkoBoanTes M0 H3MbJIHEHUETO HA
Jorosopa ot ,,Andopmanuonno
oocay:kBane* AJl

3avenexcka: C eona 3aaexka mozcam oa ce 8b3nazam noseye om eout npoexm no 111, camo koeamo me ca eOHOMunHu
U ynpagieHuemo um (6v3inazamne, UsnviHeHe, OMYUMAane) Modice 0a ce U3BbPULBA Cb2NACHO ONUCAHUmME 8 madIuyama
Om 3a2NAGHAMA CMPAHUYA HA 3AA6KAMA nApamMempu u 1uyd. B mosu cayuail ¢ mabnuyama ce 006a6sm HeoOX00UMUs

6p01:l pedoee, 3d onuceaHe HA CvomeemHume npoexKmu. Koeamo npoekmume He cd eOHOMUNHU, me ce 6b31a2am ¢
oOmoenHU 3as6KU.



TEXHUYECKH TAPAMETPH

3a

JOCTABKA HA HHTEPHET CBbP3AHOCT H OCHI'YPABAHE HA 3AIIIUTA OT DDOS

ATAKH

1. IIPEJIMET
IIpeaMeTsT Ha 3ajiBKaTa € J0CTaBKa Ha VIHTepHET CBHP3aHOCT H OCHTypsABaHe Ha 3amuTa oT DDoS
aTak# 3a VI30bIHATETHA areHITHA 110 JIeKapcTBaTa.

Vemyrara mo npeaocTraBiHe Ha IHTepHET BKIIOYBA:

e Il3rpaxnaHe Ha IHTepHET CBBP3aHOCT 3a VI3MbIHHTENHA areHIHA IO JIeKapcTBaTa Ha ajipec YL
yi. ,,JJamsaa I'pyes™ Ne8, 1000 Codpms.

e QOcHrypsBaHe Ha peallHH CTaTHIHH agpecH — 16 IP agpeca.

e II3rpaneHara IIHTepHET CBBP3aHOCT OTrOBapsA MHHHMYM Ha CIISIHHTE NTapaMeTpH;

MHuHHMaTHA CKOPOCT 3a 00MeH Ha qaHHH 400 Mbps (CHMeTpHYEH J0CTBI).

CBBP3aHOCT MEXKIy TEXHHUECKHA IEeHThD Ha IIHGOPMAHOHHO O0O0CTyKBaHE H
V3menHATENHA areHn A 10 JeKapcTBaTa ¢ rapanTHpaHo MTU ot 1500 Gaiira.

VlaTepHeT JOCTHOBT TpAOBa [a MO3BOABA TapaHTHPAH [OCTBI, KakKTo 0
MeKIyHapoAHOTO IIHTepHeT MpOCTPAaHCTBO, Taka H J0 OBIrapcKHTE JOCTaBYHIH Ha
VHTepHeT.

CBBp3aHOCTTa MEKAY TEXHHYECKHA [EeHThP Ha VHQOpMamHOHHO OOCIyKBaHE H
VI3mpIIHATETHA areHHsA 10 JeKapcTBaTa clIe/iBa /1a € pealH3HpaHa npe3 ThMHH BIaKHa.
lapaHTHpaHa NPONyCKaTelTHA CIIOCOOHOCT Ha KaHala B JBeTe MOCOKH J0 TOYKaTa Ha
TpaHCMHHHpaHe Ha Bpb3Kata - 100%

100 % cumetpuaHOCT Ha yoryraTta (Upload/Download = 1/1)

Bucoka HageKIHOCT H JOCTHIHOCT Ha IHTEpHeT yciIyraTta

HanmagHOCT Ha ycryrata Ha MecedHa 6a3a - 99.9%

JocThsT 10 VIHTEPHET € HeorpaHHYEeH 110 KOIHIeCTBO TpahHK

° OCHI'prBaHC Ha NoJpbhiKKa 3a BpEMETO Ha JOIr0BOpa ChbC CICIHHTE MHHHMAIHH IapaMETPH:

OcHrypeHa JeHOHONTHO TEXHHIECKO 00CTyKBaHE Ha KITHEHTHTE - [ToaapbikKa Ha KpaiHH
MpEKOBH YCTPOHCTBa H KaOeITHH TpaceTa.

OcHrypeHO yIpaBI€HHETO H MOAApH/KKaTa Ha IIHTepHET J0oCThIa B PEKHM Ha paboTa
24X7”.

B pamkuTe Ha 1 9ac OT moJaBaHe Ha CHTHAT 3a po6aeM ¢ VIHTepHeT JocTha, IpodIeMbT
Jla ce THArHOCTHITHPA H JIa 3a[I0YHE OTCTPAaHABAHETO MY.

Veayrata mo mpemocTaBsiHe Ha 3ammTta oT Distributed Denial of Service (DDoS) aTaku BkIrouBa
CIIETHOTO PeIIeHHe:

REQ. 1.

Tun pemenne: XuOpHaHO pemieHHe moja (opMmaTta Ha oOladHa ycioyra H (pH3HIECKH
ycTpoicTBa 3a DDoS 3amHTa B MpekaTa Ha JOCTaBYHKA Ha yCIyrara.

KommoneHTH 3a xuOpuaaa DDoS 3aniHTa Ha MpeKOBH ClI0€Be 3 H 4, KAKTO H KOMIIOHEHTH

TR 2 3a Web DDoS 3amuTa Ha Mpe’KOBH CJIOH 7.
REQ. 3. OGna4Ha yciIyTa 3a 3alaTa.
REQ. 4. Mucnekua H 3amuTa oT DDoS B pealHo BpeMe.

REQ. 5.

Kamanuret ot MEEEMYM 400 Mbps 9HCT TpadHK.




REQ. 6.

OyHKUMM 3a 3awuTa oT Kpuntupanu flood ataku Ha 6a3a noenenue, TLS uHcnexkuus,
3alMTa Ha NpUIIoKeHus U uHpopmanus 3a 3amiaxu (threat intelligence).

REQ. 7.

3ammTta oT ye0-O0a3zupaHu ataku cpewry npuioxeHuss mo OWASP Topl0 monena,
CTaHAapTHU yeOd araku, atakd ¢ (GOKyC BbPXYy HJaHHM U JaHHU 3a JTOCTBI, KaKTO U
Heno3Hatu 0-day aTaxwu.

REQ. 8.

Oyukuun 3a WAF Monysna: u3non3BaHe Ha HeraTuBeH WJM [O3UTUBEH MoOjed Ha
CUTYPHOCT, 3awuta Ha API, ynpaBienue Ha OOTOBe, KOHTPOJ Ha OCTbIA, F€0-TMOJMTUKH
3a IP anmpecu, nuMuTHpaHe Ha oOema TpaduK KbM MPUIOKEHUSTA, M3MOJN3BAHE Ha
HafnpenHaiu npaBuia 3a curypHoct, usnonspade Ha ERT Active Attackers Feed (EAAF)
TEXHOJIOTHS 3a 3allUTa.

REQ. 9.

Wucnektupane Ha kpuntupad (SSL) Tpaduk.

REQ. 10.

OyHKIMK 3a 3alIMTa Ha 6azaTa Ha W3BECTHS 3a CITy4Balld ce B MOMeHTa atakH (attackers
feed), chb3aaaeHy U MpeJOCTaBeHU OT MPOU3BOJUTEIIS HA PEILEHHUETO.

REQ. 11.

ABTOMAaTHYHA CHHXPOHU3ALUS MEXIy KOMIIOHEHTUTE Ha HMH(pOpMAlus 3a aHOMAaJHO
MPEKOBO MOBEJCHUE U 32 3aceueHu aTaku (defense messaging).

REQ. 12.

CHHXpOHM3MpPaHe Ha TOJMTUKUTE 3a CUTYPHOCT M MapamMeTpHTe 3a HOPMAJTHO TOBE/IeHNE
(baseline) Ha MpeOBHTE MPOLECH MEXIy JIOKaJHUTe M OOJauHMTe KOMIIOHEHTH Ha
peLIeHHUETO.

REQ. 13.

[NpenocrapsHe Ha WH(pOpMALKs B PErylsipHA OTYETHW NOKYMEHTH Ha pedepeHTHO
cpaBHeHHe Ha 0OeMa MpexoBU TpauK MO BPEMETO, KOraTto HiMa aKTUBHHU aTaku ¢ obema
Ha Tpajuka Mpu MPOTHYAIA aTaka, ¢ Bb3MOXHOCT 3a MpeArpueMaHe Ha aBTOMATHYHU
3aIMTHA MEPKH CPEILy aTaKhTe CIopesi 00EMHTE VM.

REQ. 14.

ABTOMAaTHYHO M3BECTsIBaHEe MPM HACTBIIMIA araka (Karo Ja MMa OILKs 32 aBTOMATUYHO
reHepupaHe Ha pcap ¢aiin cien 3aBbpliBaHe Ha aTakara). Jla MoXe Ja ce NpenocTaBs
MHpOpMALUs 32 MapamMeTpuTe Ha HaJoXKeHaTa TMOJIMTHKA 32 CHUTYPHOCT Ha PELICHUETO,
KOSITO € CMIOMOTHAJIA 33 CIIMPAHETO Ha Ja/ieHa aTaka.

REQ. 15.

[lpenoctaBsHe Ha MJETAMIHU OTYETH CBC CIEACTBEHM HaHHKW (forensics) OTHOCHO
BB3HUKHAJIN aTaKW.

REQ. 16.

M3pbpuiBaHe Ha aHanu3 Ha moBeneHuero Ha IT mpexara (network behavioral analysis).
Pewennero na Moke 1a M3MoJI3Ba MEXaHM3MH 3a caMOOOy4YeHHe 1 3acHYaHe Ha 3aruiaxu
criopell MpOMeHHTe Ha oOeMa MPEKOBH TpaduK U IPYTH HETOBH TapaMeTpH.

REQ. 17.

3acuuaHe Ha 3arulaxu Ha 6azaTta Ha coOCTBeHa 6a3a OT JaHHM ¢ penyTauuu Ha IP anpecw,
KOSTO Ja ce MOAAbpAka U OOHOBSBA OT IPOM3BOJMUTENS HA PELICHMETO B Iepuoja Ha
MNOAAPbKKATA.

REQ. 18.

Oynknun 3a 3acuuane Ha cemuuteneH TCP, TLS u DNS Tpaduk no monena challenge-
response 3a aBTeHTUKHUPaHe Ha N3TOUHIKA Ha TpaduKa.

REQ. 19.

[lpeana3sa or SSL Flood araku, 0e3 na € HEOOXOAMMO Na ce MPeAoCTaBs KIIOY WM
cepTu(UKAT HA YCTPOICTBATA HA PEIIICHHUETO.

REQ. 20.

[Mogmbprkane W3MON3BaHETO HA PHUYHO BHBENCHM HANpeIHANM IMpaBUia 3a KOHKPETHU
nuMuTH (thresholds) 3a /32 IP cbBnaaeHus 3a BCsika MONMTUKA 33 CUTYPHOCT Ha PELlIeHUETO.

REQ. 21.

Amnanmsupane Ha noeieHnero Ha DNS tpaduk. [la Moxke na ce m3rpaxaar CUTHATypH B
peasHO Bpeme 3a Bb3HHKHAIM aTakdl 1 Jla ce aBTEHTHKUPAT W3TOYHWLINTE HA MPEKOBHS
Tpaduk 3a cnipaBsiHe ¢ water-torture ataku, DNS flood artaku u Amplification aTaku.

REQ. 22.

3acuyaHe U 1a 6JOKKUpaHe Ha Hermo3HaTu 10 MoMeHTa 3amiaxu (0-day 3awuura).

REQ. 23.

3acuvaHe 1 OOKHMpaHe Ha burst aTakyu u botnet aTakm.

REQ. 24.

3amaBaHe W peryiupaHe aBTOMATHYHO TMPAroBU CTONHOCTH 3a Opoif: MakeTd B CEKyHHa
(PPS), tpan3akuuu B cexynna (TPS).

REQ. 25.

CDYHKI_[I/IOHEU'IHOCT 3a aBTOMAaTW4HO Cb3JaBaHE€ HA JUHAMMWYHU CUTHATYpHU MOCPEACTBOM




aHaNu3MpaHe Ha Tpaduka.

REQ. 26.

OcurypsBaHe Ha 3auiura or UDP ataku, TCP ataku, DNS ataku., BOJTYMETPUYHU aTaKH,
ICMP araxu, HTTP ataku.

REQ. 27.

OcurypsiBaHe Ha 3alllUTa OT CJEIHUTE THUIIOBE aTakd, NPOMYCKAMKN JIErHTUMHUS
notpedutesncku Tpaduk: SYN Floods , RST Flood, TCP ECE Flood, TCP NULL Flood.




