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Hyper-V, and Citrix 
o HTML 5 Compliant 
o Redfish enable REST API support 
o Firmware/BIOS updates and 

Compliance 
o Server configuration profiles and 

compliance 
o Bare metal deployment 
o Fully agent-free management 
o Must able to scale up to 5000+ server 

in a single console with no additional 
licenses 

o AD integration 
o Customized reports, and server 

warranty information. 
o Mobile integration and call home 

support 
o Stateless management, policy-driven 

event management and notification 
REQ.11.         

    (IPMI 
compliant, Lifecycle controller, optional wireless). 

   HTML5 GUI, WS-MAN, 
Redfish. 

REQ.12.        TPM 1.2/2.0, 
cryptographically signed firmware, Secure Boot, 
System Lockdown, Secure erase security features. 
Silicon root of trust, Write locking of firmware image 
during runtime, Automatic BIOS / OS recovery, 
Dynamically enabled USB ports, system drift 
detection, TGC UEFI, NIST compliance.  

REQ.13.  
 

 

 Canonical® Ubuntu® LTS 
 Microsoft Windows Server® with Hyper-V  
 Red Hat® Enterprise Linux  
 SUSE® Linux Enterprise Server 
 VMware® ESXi 

REQ.14.  
  

 Must support Connection View provides the 
switch and port for management module, LOM�s 
and supported PCIe cards. 

 Must be provided with Virtual Machine Power 
Mapping capability to facilitate workload 
balancing and reporting based on power 
consumption.  

 Secure at server management capability using a 
smartphone (IOS / Android) over Ble/WIFI. Able 
to configure IPMI OOB management IP address, 
password, NIC configuration, boot order, location 
and � very importantly � key BIOS 
attributes.  View server inventory, health status, 
and logs through Bluetooth technology for much 
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  ,    RFC 1996 
REQ 16     DNS    IPv4,    IPv6 

REQ 17 
    DNS Anycast   IPv4  IPv6 

(  BGP  OSPF ) 

REQ 18 
    DNSSEC      
    DNS  

REQ 19     DDNS  

REQ 20 
       DNS   
  GSS-TSIG  

REQ 21     MultiMaster DNS  

REQ 22 
      IDN (Internationalized Domain 

Names)        punycode (   
) 

REQ 23 
 IDN  DNSKEY , DS , NSEC 

, NSEC3PARAM   RRSIG  

REQ 24 
    EDNS0    RFC 

6891 

REQ 25 
        , 
  DNSSEC: DSA, RSA/MD5, RSA/SHA1, RSA/SHA-256, 

RSA/SHA-512, ECDSAP/SHA-256, ECDSAP/SHA-384 

REQ 26 
  DNSSEC      DNS 
 

REQ 27 
       DNS   

 

REQ 28 
         

   TFTP, FTP, HTTP      
    NTP (Network Time Protocol) 

REQ 29 

         
.          

.             
        

REQ 30 
         ,  

        ,  
  

REQ 31 
      ,  

 

REQ 32         IPv4  IPv6 
,  , ,  API  

REQ 33 

       : 
 -     
 - RADIUS  
 - TACACS+  
 - LDAP 
 - Microsoft Active Directory 

REQ 34 
          DDI 

.       ,   
    

REQ 35 
        SNMP (Simple Network 

Management Protocol) 

REQ 36 
       (backups)  

 ,         (  
TFTP, FTP, SCP) 
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REQ 37 
          

  Ansible, Puppet  Chef 

REQ 38 
         

    ,  CSV  JSON 

REQ 39 

         
  DNS    ,   

 ,        
    DNS.      10 

   DNS , :     
FQDN,   -   ,   

  FQDN,   ,   ,   
    DNS  

REQ 40 

    ,      
  DNS .       

,   100  200 DNS     2,5-3,5 
 

REQ 41 

         
  DNS, -     , 

    Powersource/DNS Messenger,    
    ,   DNS   TXT  

REQ 42 
      Response Policy Zones 

(RPZ)    DNS         
 

REQ 43          
,    ( , ,   ) 

REQ 44 
          

  Syslog  (TCP  UDP) 

REQ 45 

       ,   
  ,        . 

         
 ,  , DNS    DNS . 

REQ 46 
       

   TLS (Transport Layer Security) 

REQ 47 
         

  (2FA) 

REQ 48          
         (ACL) 

REQ 49 
        DDoS  DNS  

DHCP  

REQ 50 
          
     ,    

 

REQ 51            
          

REQ 52 
         

     

REQ 53 
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REQ 54 

         DNS  
           

 -     :     
,     ,     

NXDomain  (   ),  (    
IP ).        , 

  .       
   IP .

 -            
      IP   .     

        �     
        

   SOA  NS.      
         

     FQDN (DNS    
    ,   DNS      

      
 -           

/IP ,     ,       
    IP       , 

 - .        
           

 .         
    ,    API,   

       . 
 -           

 ,     

REQ 55 

      DNS     
      

 -    IP  
 -  DMZ DNS ,      IP   

             
 -   ,   .     

   Windows, Mac OS, Android  iOS 
  ,   ,    

 -    ,   APT  
 -     IP ,     
 -   ,    
 -   IP ,     
 -   ,    ,    

     (DGA) 
 -   IP      TOR  
 -   ,    
 -   ,       
 -   ,     .   

      -  500    
  (    ). 

 -   ,      
 ,          
,      ,    ,  

     

REQ 56           
     DNS ,     
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RPZ,      DNS  

REQ 57 
          API  

 CSV, STIX, XML, JSON  CEF       
  SIEM,       

REQ 58 

         
  /IP,     ,    

    ,      
,          
,     

REQ 59 

 DNS         
  DNS      ,  

          
      DNS.    

  10    DNS      : 
    FQDN,      2  3   

   ,     
  FQDN,       FQDN, 

    ,     DNS 
 (       ).  DNS 

    DNS ,     
  ,   DNS  

REQ 60 
 DNS         

 DGA  DGA   DNS  

REQ 61 

 DNS        
          ,   

        , 
   , ,  ,  

 . 

REQ 62 
        (High 

Availability - HA)    ,  DNS, DHCP  
IPAM 

REQ 63 
          

     

REQ 64 
      (failover)  

      

REQ 65         
        

REQ 66 
         

 (load balancing)  DNS  DHCP  

REQ 67 
        

(Rolling Updates),        
 

REQ 68 
       (Disaster Recovery) 

        

REQ 69          
        

REQ 70 
       ,    

     10 . 

REQ 71 
        DNS, 

DHCP  IPAM  



 
 
 

15 

REQ 72 
          , 

     SIEM (Security Information and 
Event Management)  

REQ 73 
         

  IP , DHCP   DNS  

REQ 74 
        

  , SNMP  (trap)     
    

REQ 75 
        

 DNS  DHCP ,  ,     
  

REQ 76 
         

  SNMP (v2c  v3) 

REQ 77 
         IP 

     

REQ 78 
         

      

REQ 79 
          
    

REQ 80 
          

    

REQ 81 

   DNS       
.    : 

 -   ,  DNS ,    
 -   ,  DNS ,     

 
 -          ( , 

  )   SIEM       
     

REQ 82 

          
       ,      
   .     DNS 

         . 

REQ 83 
        DNS  (  

-   50 )    5    
. 

REQ 84 
  DHCP     200   

. 

REQ 85 
           

    . 

REQ 86 
     DNS    

  DNSSEC  Anycast     
. 

REQ 87 
    ,      

30  DNS   DHCP  . 

REQ 88 
       , 
        . 

REQ 89 
         

      load balancing  autoscaling. 

REQ 90 
          

       ,   
  . 
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3.2.      2.3.2, 2.4  2.5: 
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5.    
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