HHOOPMALMOHHG BXNe30-00-123/22.07.2025
OBCAYXBAHE Codua

Ipunoxenne Ne 2

KbM paMKoB Joropop Ne 40-00-236 ot 17.12.2024 r. u 1o0bJIHUTENHO criopasymeHue Ne 1

KBbM Hero
3ASIBKA no Pamkos gorosop Ne 40-00-236 ot 17.12.2024 r. (Ne I1O-16- X
3678/17.12.2024 r. na ,,Undopmanuonno odciay:xpane” AJl)
3ASIBKA no Pamkos gorosop Ne 40-00-236 ot 17.12.2024 r. Oa!
(aKkTyajau3upaHa)
ll:[‘osuunﬂ ot III"'-2025 No no ped om ITT" | 22

OnucaHue HA MPOEKT
cbraacuo I1I':

OcurypsiBane Ha JuLeH3u 32 Hy:kauTe Ha MBHP, 3aarpanuynurte
npeacrapurteactsa u [NIIPBEC
Heiinoct 1 ,,OcurypsiBane Ha copTyepHHU JMIEH3H 32 HYKAUTE HA

IIPBEC*

CPV xon

48219000-6

Per. Homep Ha nucMo oT
MEY 3a yrBbpiKAaBaHE HA
NMPOEeKTA /CTAHOBHIIIE 10
MpoeKTa

MEV-10386/17.07.2025r.

UsnckBane 3a 10cThbN
a0 kJacupuuupana
unpopmanus JA/HE

HE

CroiiHocT: (cmoiinocmma cieosa oa

cvomeemcemea Ha 3anoxceHama 6 llnan-epaguxa)

0e3 I1C, 6 m.u. pazbuska na cmotinocmma 3a
npoekmu Ha yacmu/ ¢ akpeoumue/ asaHco6o

109 160,00 nes. 6e3 JIC, om koumo:
®  3aocuzypasane na cogpmyep 3a Mpescosa
uoenmucghuxayus u omopuszayus — 17 780,00 ns. be3
HIC;

e 3aocueypasaue Ha copmyepHu TUYeH3U 3d
onepayuonra cucmemu u meun copsvp — 87 500,00 ns. 6e3
HAC;

o Ocueypsasane Ha coghmyepeH TuyeHs 3a

osyaxmopra asmenmuxayus Microsoft E5 — 3 880,00
a6 6e3 JJIC.

HauuH 3a naawmane: (eOHokpamHo, Ha yacmu,
nepuoouUdHo, ABaHcoeo uiu op.)

Ha yacmu, xakmo cnedsa:
e el noonuceane Ha NpUemMo-npedasameset
MPOMOKOJI NO 4il. 6 0m 002080pa, YOOCMOBEPABAUL
OCUSYPABAHEMO HA COPMYED 30 MPeHCo8a
uOeHmMUGUKaAyUs U OMoOpU3AYUA U U30A0eHa PaKmypa
na cmounocm 17 780,00 ne. 6e3 JIJIC;
®  cled nodnuceare Ha npuemMo-npedasamesien
MPOMOKOI NO 4. 6 om 002080pa, YOOCMOBePABAUL
OCURYPABAHEMO HA COPMYEPHU TUYEH3U 34
OnepayuoHHa cUcCmemMu U Mejl CbpP8bp U U30aoeHd
gaxmypa na cmoiinocm 87 500,00 ne. 6e3 JJIC;
e el noonuceane Ha npUemMo-npedasamesiet
NpOMOKOI NOo 4. 6 om 002080pa, YOOCMOBEPABAUL
OCURYPABAHEMO HA COPMYepeH TuYyeH3 3d 08VPAKMOPHA
asmenmuxayus Microsoft E5 u uzoaoena gpaxmypa na
cmotuinocm 3 880,00 ns. 6e3 [/]C.

! Or6ensassa ce B cryuaii ue 3agBKaTa € aKTyaan3upaHa




H.namaﬂe C aerﬂl/lTl/lB HJIH aBAaHCOBO
JIA/HE

HE

I[OKyMEHTl/l 3a IVIalaHe ¢ aKPEeAUTHB UJIU
ABaHCOBO

HE

Cpok Ha m3nbJaHeHue: (om oama — 0o oama unu
8 Mecelyil, aKo He e 008bP3AH ¢ KOHKPeMHA 0ama)

Jlo 5 meceya cned noonucearne na 3asaexama

I'apanumonen cpox: (om dama — 0o oama unu 6
Meceyl, ako He e 006bP3AH ¢ KOHKpemHa 0ama)

Cvenacno mexnuueckume napavempu.

OTuuTaHe: (nepuoouUtHo — nOCO48A ce Nepuoo,
€OHOKPAMHO, CPOK 3a Om4umae, ONM4emHu
OOKYyMeHmu)

Ha wacmu, xakxmo cneosa:
®  Cnoonuceane Ha npuemMo-npeoasamenet
NPOMOKOJI NO Wil. 6 0m 002080pda, YOOCMOBEPABAUY
OCU2YPABAHEMO HA cOPMyep 3a MpeAHcosd
uoeHmuurkayus u omopu3ayus;

®  cnoonuceame Ha npuemo-npeoasamesieH
MNPOMOKOJI NO 4. 6 0m 002080pa, YOOCMOBEPABAUY
OCUSYPABAHEMO HA COPMYEPHU TUYEH3U 3d
ONepayuoHHAa CUCeMU U MeLll CbPEbY;

®  C noonuceane HA NPUEMO-npeodasameieH
MPOMOKOJI NO 4. 6 0m 002080pa, YOOCMOBEPABAUY
ocueypasanemo Ha cogpmyepen auyen3 3a 08ypakmopHa
asmenmuxayust Microsoft ES.

punoxenusi: (nanp: mexHuvecku napamempu,
o0bpasyu Ha omyemHu OOKyMeHMuU)

Texnuuecku napamempu.

Hacrosiiuara 3asiBKa 1a ce U3IbJIHU NPH YCJIOBUATA HA NPUJIOKECHUTE TexHuuecku napameTrpu.

3ASABKATA e UBTOTBEHA OT:

PbKoBoIUTE/ HA MPOEKT M0 3aIBKATA OT
crpana Ha BEHE®ULMNEPA (nanp:
[IpEe/ICTaBUTEIl HA JIMPEKLUATA — 3asBUTEI ):

3AABKATA e OJOBPEHA OT:

KoopaunaTop Ha 10roBopa oT cTpaHa Ha
BB3JIOKUTEJISA:




PbxoBoauTes1 Ha 10roBOpa OT cTPAHA Ha
BEHE®HIIUEPA:

3ASABKATA e IPUETA 3A U3ITbJIHEHUE OT U3ITbJIHUTEJIA:

PbxoBoauTes Ha MPOEKT 10 3asiBKaTa

PbxoBoauTes no u3nbjaHeHueTo Ha /lorosopa
ot ,, Undopmannonno odcayxpane” AJl

3aoveneicka: C eOna 3as6xka mo2am 0a ce 6v3iazam nogeye om eour npoekm no 111, camo koeamo me ca eOHOMunHU
u ynpasieHueno um (6b31azaue, UsNIHeHUe, ONMYUMAHE) MOdice Od ce U3ELPUIBA Cb2IACHO ONUCAHUme 8 mabauyama
om 3a2i1a8Hama cMpanuya Ha 3asaeKama napaMempu u nuya. B mosu ciyyail 6 mabnuyama ce 0obasam Heobxooumus

6poil pedose, 3a onuceane Ha cvomeemnume npoekmu. Koeamo npoexmume ne ca eOHOMunHu, me ce 6vb31a2am ¢
OMOeJHU 3AA6KU.

3annyaBaHVATa B OKYMEHTUTE Ca Ha OCHOBaHWe ui. 4 ot O6wmA pernameHT OTHOCHO
3awmrTaTa Ha gaHHuTe - PernamenT (EC) 2016/679




TEXHUYECKH ITAPAMETPH
3a OcurypsiBaHe Ha JIHIeH3H 3a HyxauTe Ha [ITIPBEC

1. OcurypsiBaHe Ha codTyep 3a Mpe’KOBa HICHTHPHKANUSA H OTOPH3AIHSA ChC CJIeTHATE
TeXHHYECKH NapaMeTpH:

Conenudukanus — MAHAMAJHHA H3HCKBAHHSA
MHcTananus - BUPTyajiHa MallliHa ¢ moAIpbxkka Ha VMWare ESXi, Linux KVM
u Microsoft Hyper-V.
REQ.2 | AAA ycayru 3a oTpeGUTeId H YCTPOHCTBa.
REQ.3 | Brpagean WEB/Captive nopraiu 3a HIeHTH()HKAIHI Ha IOTpeOHTeInTe.
API unTep@efic 3a HHTErpalHs ¢ BHHIIHH CHCTEMH 3a OTUYETHOCT H MPEKOBH
IIOJTHTHKH.
HHTerpamus ¢ BbHITHH CHPBBPH 3a HAeHTHHKaH - Microsoft Active
REQ.5 | Directory, LDAP, RADIUS, RSA cucTeMH 3a HAeHTH(HKAIHA C eJHOKpaTHA
rapoua.
VocToBepsiBaHe Ype3 NOTPeOHTeICKO HMe H 1apoia, ¢ X.509 cepTudHKar H 1o
MAC anpec.
REQ.7 | IIpoduinpaHe Ha KpailHUTe YCTPOHCTBA.
REQ.8 | BYOD ¢yHKImH.

ITpunarane Ha pa3/IHYHH NOTHTHKH 3a YAOCTOBepsiBaHe H OTOpH3aIHs Ha 6aza:
* Yac u 1aTa Ha HIeHTHQHKALHATA

* Tun Ha Bpp3KaTa — 802.1x wired, 802.1x wireless, noctsi npe3 VPN ., 1ocTsl
npe3 WEB nopran 3a HAeHTHQHKAITHA

REQ.9 |« M3nomBaH EAP tun

* IToTpeGuTEICKO HME

* RADIUS arpulyTt

* ATpuOyTH Ha X509 noTpeOHTelICKHTe CepTH(HKATH

* Bua/Moze/OS Ha yCTpOHCTBOTO

REQ.1

REQ.4

REQ.6

YrpaBiieHHe Ha MPeXOBHS TOCTBII:

* JInHAMHYHO 3apekaaHe Ha (puiTpupamy TucTH (ACL) B Mpe)XoBHTe
yCTpoiicTBa Ha 6a3a OIHTHKHTE 3a YIIPaB/IeHHEe Ha JOCTBIIA.

REQ.10 | » JluHaMu4HO Ha3HayaBaHe HAa VLAN Mpexu KbM noTpeOHTeIHTe Ha 0a3a
IIOJIMTHKHTE 3a yIIPaBJIeHHe Ha JOCTHIIA.

* URL mpeHacoYBaHHSA Ha IIOTPEOHTEINTE KbM BIPaJIeHH HIH BBHIIHH
WEB/Captive nopTaim.

REQ.11 | IToaapsxka Ha RADIUS u Radius CoA.

REQ.12 | ®ynxumsg Ha RADIUS proxy.

REQ.13 | Brpazges Certificate Authority.

Web GUI

HTTP u HTTPS

Ping

REQ.14 | DNS

TFTP

Fip

NTP




SSHv2
Wurerpamus c LDAP
ArromarnueH backup Ha 6a3zara gaHHH BbpXY BHIIHH FTP 1 SFTP chpBBpH

REQ.15

Jla OpaaT pe1oKeHH JTUIEH3H 3a YA0CTOBEPsBaHe U oTopH3anusi Ha 200
KpPaiHH YCTPOHCTBA €THOBPEMEHHO.

TapaHnasi H DOIPHKKA:

REQ.16

TexHHYeCKa NOIPBHKKA 32 CPOK OT 3 (TPH) TOJIHHH.

REQ.17

IToryyaBaHe Ha HOBH BepCHH Ha codTyepa 3a CPoK OT 3 (TpH) FOJHHH.

REQ.18

JIuneH3HH aGOHAMEHTH 3a H3I0/I3BaHe Ha cOPTyepHH (PYHKITHH 3a CPOK OT 3
(TpH) TOIHHH.

2. OcurypsiBaHe HA COPTYepPHH JIHIEH3H 32 ONEPANHOHHA CHCTeMA H MeilJl CbPBBP ChC

CJIeJHHTE TEXHHYECCKH XapaAKTePHCTHKH:

CoenH@HKanusg — MEHHMAJIHE H3HCKBAHHA

REQ.1 Microsoft Exchange Ent. Single Language License & Software Assurance - 2
Opost

REQ.2 Microsoft Exchange Standard CAL Single Language License & Software
Assurance User CAL — 200 Gpos

REQ.3 Microsoft Win Server Standard 16 Core Single Language License & Software
Assurance — 2 0pos

CodryepHa OCHIYPOBKA:
REQA4 Cpok Ha coTyepHa OCHTYPOBKa H Bb3MOKHOCT 32 OOHOBsIBaHe: 36 Mecela

3. OcurypsiBaHe Ha co(pTyepeH JHIeH3 32 IBYPAKTOPHA ABTEHTHKANHUSA ChC CJIeJHATE
XAPAKTePHCTHKH:

CoenHpHKANHA — MEHHMAJHH H3HCKBAHHSA

REQ.1 Microsoft 365 E5 EEA — 1 Gpoii
Co(ryepHa oCHI'ypPOBKa:
REQ.2 Cpoxk Ha codTyepHa OCHIYPOBKa H Bb3MOKHOCT 3a OOHOBsIBaHe: 36 Mecela

4. N3HcKBaHHA KbM H3Ob/IHEHHETO:

M30bIHUTEAT ClIe/iBa 1a OCHI'YPH H3IIBIHEHHETO OT JIHIle, KOETO € HA/UIEKHO OTOPH3HPAHO
OT IIPOH3BOJIMTENS HAa CopTyepa HIIH OT HEroB O(hHIIHAIEH IIPeCTaBUTeI 3a IPeJOCTaBEeHO IIPaBO
Ha H3BBpIIBaHe HA pa3NpocTpaHeHHe Ha Ipe/UlaraHuTe coQTyepHH NPOAYKTH HAa TEPHTOPHATA HA
Pemy6imuka bearapus.




5. MscTo HA U3TbJIHEHHETO

Crpanata Ha [locTrosiHHOTO mpexacraBuTencTBo Ha PenyOnuka bearapus kM EBponeiickus
ChI03, Hamupalia ce B rp. bpiokcen, Square Marie-Louise 49.



