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      4  ,  : 

1.  1 �         
        

�; 
2.  2: �     ,    

         �.   
3.  3: �           

,         
 (Privileged Access Management - PAM),      

         ,    
      ,      

           
   Web ,       �; 

4.  4: �        , e-mail 
,  �. 
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REQ.12. 

  IPSec   IKE/IKEv2      
  : 

- Encryption: 3DES, AES-128  AES-256. 
- Authentication: preshared key, RSA  ECDSA. 
- Integrity: SHA, SHA-256, SHA-384, SHA-512. 

REQ.13.   SCEP     . 

REQ.14.   OCSP     . 

REQ.15.  a     . 

REQ.16.       SSL VPN . 

REQ.17.   802.1Q VLAN. 

REQ.18.    IPS . 

REQ.19.    Anti-Malware        . 

REQ.20. 
         

 ,        
 . 

REQ.21. 
        Web URL    

   . 

REQ.22. 
   DPI         

    . 

REQ.23. 

      : 
- RIP  RIPv2 
- OSPFv2  OSPFv3 
- BGPv4 

REQ.24.    IGMPv2  PIM-SM  . 

REQ.25.      NAT. 

REQ.26.      PAT. 

REQ.27. 

    PAT  NAT : 
- NAT  IPv4 
- NAT 66 
- NAT 64/46  

REQ.28.   NAT AGL  SIP, H.323  FTP . 

REQ.29.     DMZ . 

REQ.30. 

  rate limiting        
 : 

-  
- IP  
-      
- URL    
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- IPv4  � 32000. 
- IPv6  � 16000. 
-   � 8000. 
- SVI  � 1000. 
-   � 16MB. 

REQ.12. DRAM - 8GB. 

REQ.13. 802.1AE  256    MKA.. 

REQ.14. Jumbo frames - 9198 . 

REQ.15.      � Port mirroring   . 

REQ.16.      64000      
  -  IPFIX, NetFlow, JFlow, sFlow   . 

REQ.17. Statefull Switch Over (SSO)        : 
- . 
- STP. 
- 802.3ad. 

REQ.18. Spanning Tree � IEEE 802.1d, 802.1w  802.1s. 

REQ.19.          
   . 

REQ.20.       . 

REQ.21.        � Port mirroring   
. 

REQ.22.          L3 . 

REQ.23. Non stop forwarding (NSF)   . 

REQ.24.  : 
- RIPv2. 
- OSPF  OSPFv3. 
- IS-ISv4. 
- BGPv4  BGPv6. 
- IGMP  IGMPv3. 
- PIM SM   
- VRRP. 
-    . 
- VRF Lite  . 

REQ.25. MPLS  L2  L3 VPN . 

REQ.26. BGP EVPN  VXLAN    ,      
. 

REQ.27. IEEE 802.3ad LACP . 

REQ.28. IEEE 802.3ad         . 
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 :  4800MHz; 
  :   8TB; 

REQ.5.   
 

 
: ; 

REQ.6.    
 
 

 

   FiberCannel (FC)     64 Gbps  
 SFP   ; 

REQ.7.    
   

  
Hypervisor 

 :  480 GB   RAID 1 

REQ.8.  
 

    Discrete Trusted Platform Module 
2.0  TCG ; 

REQ.9.  

  
 

     CLI    
TLS  ,      

,  KVM ,  1Gbps   
; 

  ,     : 
Microsoft System Center, VMware vCenter�, BMC Software 
Connections: Nagios & Nagios XI, Oracle Enterprise Manager, 
MicroFocus Operations Manager, IBM Tivoli Netcool/OMNIbus, IBM 
Tivoli Network Manager,  

      - ESX, Hyper-
V,  Citrix 
o   HTML 5 
o   Redfish REST API 
o   Firmware/BIOS     
o        

 
o   bare metal 
o       
o        

    
o     
o          

       . 
o        call home 
o Stateless ,     , 

   
REQ.10.   

  

 1000BaseT Ethernet   2  x1Gbps ; 

      25Gbps   
 10/25Gbps SFP+ Multimode     

REQ.11.  
 

: ,       �  
� (hot plug); 
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REQ.35. 
   DNS       

        . 

REQ.36. 
        VPN   

     . 

REQ.37. 
  VPN     (     )  

  : Windows, Linux, macOS, Android, iOS, Raspbian, 
Ubunto. 

REQ.38. 
  QoS      /  URL 

. 

REQ.39. 
        
       ,   browser  

  Web Portal. 

REQ.40. 
            

        .  

REQ.41. 
          

 IP ,   .  

REQ.42. 
           

    IP ddress,   .   

REQ.43. 
       X-Forwarded-For (XFF)   

     (IP Address),       
 .   

REQ.44. 
      ,  

          
     (Dropbox, Google, Facebook, LinkedIn). 

REQ.45. 
        

    Office 365, Google, Dropbox  YouTube,  
        . 

REQ.46. 
            

  ,        
. 

REQ.47. 
           

, , , ,   . 

REQ.48. 
             

,          (Active 
Directory, LDAP  ). 

REQ.49. 
      IP, Domain  URL   Web 

Server,         
 /     .   

REQ.50. 
          

      ,        
    .  

REQ.51. 

         DNS Tunneling 
  ,       
     (Domain generation algorithms 

(DGA). 
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3.           
       �  

 1. 
4. ,   ,     , 

,               
. 

5.           
    ,  ,    
    . 

6.         ,   
     ,     

   ,   ,      
 (      ,      ). 


