MHOOPMALIMOHHO BXx.N230-00-110/04.07.2025
OBCAYXBAHE Codun

Ipunoxenue No 2

KbM paMKoB 10roBop NellO-16-3528 na MO A/l (Ne138 na HAII) ot 21.12.2023 .

3ASIBKA no PamkoB norosop NeIl0-16-3528 na 1O AJ]
(Ne138 na HAII) o1 21.12.2023 1.

3ASBKA no PamkoB gorosop NellO-16-3528 na MO AL Ot

(Ne138 na HAII) ot 21.12.2023 1. (akTyaau3upana)

Tlo3uuusa ot

II'-2025 r.: 1.37

JeiiHOCTH MO 10CTaBKa, NOAAPBKKA HJIH NPOIAb/IKABAHE
NPaBOTO HA M0JI3BaHE HA cOTyEepPHHU JIHIEH3H.

Onucanue Ha
NMPOEKT ChIJACHO
IIr:

[TpoabikaBaHe MpaBOTO Ha MOJN3BAHE HA JIMIIEH3 ,,Burp Suite
Professional*

CPYV koxa

72267100-0 Yeayru no noaabp:kaHe Ha copTyep Ha HUH(POPMALIMOHHUTE

TCXHOJIOTUH.

Per. Homep Ha
nucmo ot MEY 3a
YTBbpKIABaHe HA
npoeKTa
/cTaHOBHINE TIO
MPOEKTA

MEV-9694 ot 03.07.2025 T.

HN3uckBane 3a
AOCTHI 10
KJacupunupana
uHpopManus

JA/HE

He

Croiinoct: (cmoiinocmma
c1eosa 0a CboOmeememea Ha
sanodicenama 6 Inan-
epaguxa) 6e3 1JIC, ¢ m.u.
Ppazoueka Ha cMouHOCmMma 3a
npoexkmu Ha yacmu/ ¢
akpeoumus/ asancoso

1750,00 nB.

Hauun 3a niamane:
(eOHOKpamHoO, HA Yacmu,
nepuUoOUyHO, A8AHCOB0 UNU

op.)

EnnoxpatHo

IlnamaHe ¢ akpeAUTHB UM
aBaHCOBO
JA/HE

HE

JdokyMeHTH 3a nuiamaHe ¢
AKpeIUTHB M1 ABAHCOBO

HE

Cpok Ha u3nbJjaHeHue: (om
oama — 00 oama uiu 8
Meceyu, ako He e 0068bP3aH ¢
KOHKpemHa 0ama)

Cpok 3a npoabKaBaHe Ha MPaBOTO Ha noji3BaHe ot 27.07.2025
T. CbC CPOK Ha BAIUJIHOCT 24 mecena.

T'apanuuonen cpok: (om
dama — 00 oama unu 8
Meceyu, ako He e 008bP3AH ¢
KOHKpemHa 0ama)

Henpunoxumo

OTuurane: (nepuoduuno —
nocousa ce nepuoo,
OHOKPAMHO, CPOK 3d

Ennoxpatno. C noanuceaHe Ha mpueMo-fpeaaBaTesieH
MPOTOKOJI MO 4il. 6 OT JOrOBOPA, YIOCTOBEPSIBALL OCUTypsIBAHE
Ha MpoJbJKaBaHe MPaBOTO Ha MoJI3BaHe Ha JuleH3 Burp Suite

" Or6ensssa ce B ciyuali ue 3asBKaTa € aKTyaau3upaHa
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omyumare, om4emHu
OOKYMeHm1tL)

Professional, npuno6uT npe3 2021 r.

Ipuiaoxenns: (Hanp:
mexHu4ecku napamempui,
obpasyu Ha omyemHu
OoKyMeHm1)

TexHHYECKH TapaMeTpH

Hacrosimara 3asiBKA J1a e H3IbJIHHA IPH YCJIOBHATA HA NPHIOKECHHTE TexHu4ecKn

napaMeTpH.

3ASIBKATA e UBT'OTBEHA OT:

PbKoBOIHTE HA IPOEKT MO
3asiBKATA OT CTPaHA HA
BEHE®HUITNEPA (Hamp:
Npe/ICTaBHTENl Ha THPeKIHATa
— 3asBHTEN):

3AJBKATA ¢ OJJOBPEHA OT:

KoopanHAaTOp HA 10roBOpa
OT CTPaHA HA
BB3JIOKUTEJIA:

PbpKoBOIHTE HA 10T0BOPA
OT CTPaHA HA
BEHE®HUIIHNEPA:

3ASIBKATA e IIPUETA 3A MBIITBJIHEHUE OT M3ITBJIHUTEJIA:

PbKoBOIHTE]I HA HOPOEKT II0
3asiBKaTa

PruroBoauTe mo
H30bJIHEeHHeTO Ha /loroBopa
ot ,, MTHpopManHOHHO
odcayxkBaHe“ AJl

3annuaBaHMATa B JOKYMEHTUTE ca Ha OCHOBaHWe u. 4 ot O6wwmaA pernameHT OTHOCHO
3alWKmTaTa Ha gaHHuTe - Pernament (EC) 2016/679
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Ilpunoscenue 1

TEXHUYECKU HAPAMETPU

1. ITex Ha fokyMeHTa

Llenta Ha HacTOSIWIMA JOKYMEHT € Ja ONMILE W3MCKBaHMSITa KbM HM3IBJIHEHHUETO Ha
3asBeHa JeiHOCT cbe 3asiBka Nel.37 ot [1nan-rpaduka 3a 2025 r.: ,,[IpogbirkaBaHe mpaBoTo Ha

MoJi3BaHe Ha nuiieH3 ,,Burp Suite Professional .
2. HopmaTuBHa paMKa

IIpoekThT ce OChLIECTBSBA B CHOTBETCTBME C W3UCKBAHMSTA, PETNIAMEHTHPAHU C
Jorosop Nel138/21.12.2023 r. mexay MUHUCTEPCTBO Ha €JIEKTPOHHOTO YMpaBJIECHUE,
Harmonanna arenius 3a npuxoaute u Mapopmanmonno odcmyxkBane AJl u omobpeH rmiaH-
rpaduk (Bepcus 6) 3a pb3sarade or HAII Ha neliHOCTH 1O cucTeMHa MHTErpauus 1o uj. 7¢ ot

3EY 3a usnbaHenue ot ,,MIudpopmanmonHo oobcnyxpane™ AJl mpe3 2025 r.

3. Tekymo cbcTOTHUE
»Burp Suite Professional ce mnom3Ba 3a HyxauTe Ha aupekuus MpexoBa u
MH(pOPMALIMOHHA CUTYPHOCT, KaTo € mnpuaodoutr 2021 r. ¥ € MNpoaBIKEHO MPaBOTO Ha
MOJI3BaHeTo My cbe 3asiBka Nel7 |, IToHOBsSIBaHE MPAaBOTO HA MOJI3BAHE U MOAAPHKKA HA JIULIEH3
3a Burp Suite Professional ot nnan-rpaduk 3a sb3narane ot HAII Ha neliHocTu o cuctemHa
uHTerpaius no wi. 7¢ ot 3EY 3a usnbnnenue ot ,,MHpopmanmonno odcnyxpane AJl npe3s
2023 r.
4. Onucanue HA MpeAMETA HA 3asiBKATA
IIpenmer Ha 3asiBKata e ,,IIpoabikaBaHe nNpaBoOTO Ha MOJA3BaHE Ha JMUeH3 ,,Burp Suite

Professional cbc cpok Ha BanuaHocT 24 meceua.

Onucanue HA MPOAYKT Bpoii anuen3n

Burp Suite Professional 1

5. OcurypsiBane Ha noaApbxKKa 710 26.07.2027 r., BKJIIOYBAIIA:

- CopeiicTBue Tnpu peliaBaHe Ha NpoOJieMH, BBb3HUKHAIM MpPU HW3MOJI3BAHETO Ha
codryepa ot norpedburenute Ha HAII. B o0mus cinydaii KOMyHUKaUsITA 3a MOCTaBIHE
M pellaBaHe Ha Bb3HUKHaAIUTE MpoOJeMM Ie Ce OCbLIeCTBABAa IMpe3 caiita Ha

MMPOU3BOAUTEIIA,
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- IlpenocrapsiHe Ha HOBM BepcHMHU M MOA0OpeHus Ha codTyepa, pa3paboTeHH U MyCHATH
3a pa3npoCTpaHeHHUE OT MPOU3BOAUTEINS B PAMKUTE HA MEPUOAA 3a NOIPbAKKA;

- Bw3moxkHOCT 3a pasuiMpeHue/HaarpaxiaHe Ha M30paHusl Maker;

- [IlpenocraBsHe Ha Ipyru yciayru, BKJIIOYEHM B 0OXBaTa Ha MOAJPBKKATA ChIJIACHO

NIOJIMTHKATA Ha MPOM3BOAUTENS Ha codTyepa.

6. MOYHKIHOHAJHU M3NCKBAaHUSA KbM codTyepa

6.1 Bb3MO0KHOCT 32 PbYHO TeCTBaHe 32 NPOOUBH:
- JHanpuxsawa HTTP/HTTPS koMyHuKauusiTa U ia MOXKe 1a 51 MPOMEHS;
- Jla pa3kpuBa CKpUTH aTaKyBally METO/H;
- Jla ce Bp3nonzea or OAST cniocoOHOCTH 3a MpoBEpKa Ha YSI3BUMOCTH;

- Jla moxe na pabotu ¢ WebSockets.

6.2 Bb3MOKHOCT 1A TIpHJIara aTaku OT MO-HANPEAHAJIO0 HUBO, KAKTO H AaBTOMATH3HPAHH
crenHaJTU3HPAHN ATAKH:
- Jla no3BossiBa uznos3eaHero Ha brute-force u fuzzing;
- Onuus 3a NacCUBHO CKaHWpaHe Ha BCsKa 3asiBKa WK 3a U3BBPIIBaHE HA aKTUBHO
ckaHupane Ha 3aaanenu URL angpecu;
- Ilpunarane Ha npaBuia 3a aBTOMaTUYHA MTPOMSIHA HA 3aBKUTE MPU MPEIBAPUTEITHO
3aJ1aJIcHU 11a0JIOHH;
- ABTOMaTu3MpaHu aTaku;
- Jlecno m3rpaxaane Ha CSRF excrnnoiiTy;

- Bw3MmoxkHoCTH 3a 3ab100ueHOo TecTBaHe Ha XSS ysa3Bumoctu, SQL injection u ap.

6.3 Bb3MoskHOCTH 32 aBTOMaTU3alUd HA CKAHUPAHUATA 34 YA3BUMOCTH:

- BB3MOXHOCTH 3a HACTPOIKHM 3a KaKBO W Kak Jia Ob/ie 0OJIMTUPAHO, TPOIycKaHe Ha
OMpeJesIEH! KOHTPOJIU U Jp.

- BB3MOXKHOCT 32 KOMIJIEKCHO CKaHUpaHe 0a3upaHo He camo Ha onpeaeiaeH URL
ajipec, HO U CKaHupaHe 0a3upaHo Bb3 OCHOBA Ha ChAbPIKAHUETO;

- Bwb3moxkHocT 3a Browser-driven ckanupase, cpelily no-clio;kHd cucTeMu, kato AJAX
— 0azupaHu NPUIIOKEHHs HA €IMHUYHA CTPAHMILIA;

- BB3MOXKHOCT 3a nepcoHaau3upaHy AOKJIaJAN U ChbBETH 32 OTCTPAHSIBAHE HA OTKPUTH

YA3BUMOCTHU.
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6.4 JlonbJHUTETHE NPOIYKTUBHH HHCTPYMEHTH:

- Bwm3MoxHOCT 3a MpoMsiHa Ha IOKJIAUTE OT CKAHUPAHHUATA B Pa3IMYHU POPMATH KaTo
— HTML, XML;

- B®B3MoxkHOCTH 3a aBTOMaTH3MpaHa NpOoMsIHA Ha KoJa ¢ LeJ yJIECHSIBaHE Ha
pasuuTtaHeTo 3a pazauunu e3uiy — JSON, JavaScript, CSS, HTML u XML;

- Bw®3MokHOCT 3a KOIMpaHe W IeKOAMpaHe Ha HHOpMaLUITa, Ype3 pa3IniHu
paznpoctpanenu ctanaapti — HEX, Base64, Octal u nip.

- BB3MOXKHOCT 3a M3MOJI3BaHE HA MPEABAPUTETHO 3a/1a/ICHA HACTPOWMKH 3a U3BBPIIBAHE

Ha 3aJlaHus, KaKTO U 3a IMMPpOMsHA U 3allaMETABAHC HAa HOBU TaKKBa.

7. JIpyru M3HCKBaHHUS KbM H3IIbJIHEHHETO

e TeXHUYECKU U3UCKBAHUS KbM COPTYEPHUS JTULIEH3:

- Jla paboru ¢ Windows 10 uiu no-Bucoka Bepcusi;

- Jla pabotu ¢ Google Chrome, Microsoft Edge, Firefox.

e KbMm JOKYMCHTHPAHE HA U3IIBJIHCHHUETO!

KoM MpueMo-rnpeaaBaTeJIHUA MMPOTOKOJI MO YJI. 6 ot J0roBopa 3a npoabjizKaBaHe MpaBoO

Ha MOJI3BaHE M MOAAPBHIKKA Ha JIMIEH3a CC MpuJjiarar:

- OTopM3allMOHHO MHUCMO, cepTU(UKAT, JOTOBOP WJM JIPYr €KBUBAJIEHTEH JOKYMEHT,
M3aJIeH OT POU3BOAUTENS HA cOPTyepa WK ONPABOMOLLEHO OT HEro CepTUHLIMPALLO
JMLe, YAOCTOBEpsBAll, Y€ M3MNBJIHUTENAT Ha JOCTaBKata MMa MpaBa 3a

pasnpocTpaHeHue U NoAbpKaHe Ha coryepeH auiien3 Burp Suite Professional.

8. MsicTo HA U3NbJIHEHHE HA 3asIBKATA

AnMuHHCTpaTHBHATA crpaja Ha LlenTpanHo ynpasnenre Ha HaunoHanHa areHuus 3a

npuxoaute (L1Y na HAII), rp. Codus, Oyn. ,,Kusa3 Anekcanabp Jlonaykop” Ne52.
9. Jlpyru u3ucKBaHHS

I[pymTe HU3HUCKBAaHUA, HCOINUCAHUM B HACTOAILIHUTC TCXHHUYCCKH CHCL[I/I(I)I/IKEIL[I/II/I, ca

cbhriaacHo usrckpanusaTa Ha Jloroop Nel38 ot 21.12.2023 r.
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