WHOOPMALIOHHG BXN® 30-00-44/00.04.2025
OBCAYKBAHE Cotun

Ipniaoxenne Ne 2

KbM paMKoB Jorosop NelIO-16-3528 na MO AJ[ (Ne138 na HAII) ot 21.12.2023 1.

3ASIBKA no PamkoB gorosop NellO-16-3528 na HO A/{ M

(Ne138 ma HAII) ot 21.12.2023 1.

3ASIBKA no PamkoB gorosop NellO-16-3528 na HO A/ g

(Ne138 ma HAII) ot 21.12.2023 r. (aKTyaJaH3HpPaHA)

Ne mo
ITo3unusa ot pes oT
IITr-2025rr.: 0T 3.18

I[eiiuocna o JOCTABKA, NOJAPHXKKA H/IH NIPOABJAXKABAHE
NpaBoTO HAa MOJI3BaHE Ha coq)ryeplm JHIOCH3H.

Onncanne HA NPOEKT
ceriacHo IIT:

IIpuaoduBane Ha 3 Op. 1uneH3H ,,Burp Suite Professional“

CPV kox 48517000-5 Co¢ryeprn naketn 3a MHpopMaIlHOHHH TEXHOIOTHH

Per. HoMep Ha mHCMO
or MEY 3a
YTBBPAKIABAHE HA
NMpPoeKTAa /CTAHOBHINE
10 MPOoeKTAa

MEYV-5061 ot 07.04.2025 .

H3uckBaHe 32 10CTHI
o kaacupuoupana

HE
uHpopManusa
Croiinoct: (crmoiinocmma cireoea
0a cbomeemcmea Ha 3anoxceHama
¢ IInan-epagpuxa) 6e3 JIJIC, e m.u.
a— 9 500,00 .18.

pazbuexa Ha cmotiHocmma 3a
npoexmu Ha yacmi/ ¢ akpeoumue/
aeaHcoeo

Haumnn 3a ni1amane:
(eoHokpammo, Ha yacmu,
NepuoouUYHO, ABAHCOBO TN Op.)

Ennokparro. Ceq noAmucBaHe Ha MpHeMO-TIpeaBaTelleH
IPOTOKOJ MO WI. 6 OT I0OTOBOpA, YAOCTOBEPSIBAII
mocTaBKaTa Ha 3 Op. muiensH ,,Burp Suite Professional” u

H37a1eHa GaxkTypa.
IlnamaHe ¢ aKpeAUTHB HJIH
ABAHCOBO HE
JA/HE
JIOKYMEeHTH 3a IIaIaHe ¢ HE

AKPECIHTHB HJIH aBAHCOBO

Cpok Ha n3nbJaHeHHe: (om oama
— 00 oama unu € mMeceyu, aKo He e
006bP3aH C KOHKDemHa 0ama)

Jlo 30 1uH OT moAHCcBaHe Ha 3asBKaTa, ChC CPOK Ha
BaIHAHOCT 36 Mecella OT aKTHBHpPaHe Ha JIHIIEH3HTe.

I'apannuonen cpok: (om oama —
00 oama unu e Meceyu, akKo He e
0068bP3aH ¢ KOHKpemHa oama)

Henpunoxumo

OTuuTane: (nepuoouyHo —
Nnoco4ea ce nepuoo, eOHOKPAamHo,
CPOK 3a om4umare, om4emmu
OOKYMeHmiu)

Ennokpatro. C moamucBaHe Ha MPHEMO-TIpeIaBaTelleH
IPOTOKOJ IO WI. 6 OT IOrOBOpa, YAOCTOBEPSBAII
nocTaBKaTa Ha 3 Op. nmumensH ,,Burp Suite Professional*

! Or6ena3Ba ce B ciTy4aii Ue 3a9BKaTa € aKTyaTH3HPaHA




Ipuiaoxenns: (Hanp:
MmexHu4ecKu napamempi, oopasyu TexHHUYeCKH mapaMeTpH
Ha omyenHu OOKYMeHmu)

Hacrosimara 3asiBKa 12 ce H3N'bJHHU NIPH YCJI0OBHATA HA NPH/I0XKeHATe TeXHHUECKH
napaMeTpH.

3AJBKATA e U3 OTBEHA OT:

PbKoBOAMTEI HA IPOEKT MO
3asIBKATA OT CTPAHA HA
BEHE®UIIUEPA (namnp:
IIpeJICTABHTE] HA JTHPEKIHATA —
3asBHTEIN ):

3ASIBKATA e OJJOBPEHA OT:

Koopaunatop Ha 10roBopa ot
crpana Ha Bb3JIOKHUTEJIA:

PnkoBoauTe]I HA JOrOBOpPA OT
crpana Ha BEHE®PHUIIHEPA:

3ASBKATA e IPUETA 3A H3IIB/IHEHHE OT U3IIbJIHUTEJIA:

PnkoBoauTea Ha IIPOEKT o 4
3asiBKaTa

PbkoBoauTe/]I 10 H3NbJIHEHHETO
Ha /loroBopa ot
»AHPOPMAHOHHO 00C.TyKBaHE

Al

2 g

3annuyaBaHuWATa B JOKYMEHTMTE Ca Ha OCHOBaHMe ui. 4 ot O6LMA pernameHT OTHOCHO
3awmTarta Ha aaHHuTe - Pernament (EC) 2016/679




Ilpunoscenue 1

TEXHHYECKU ITAPAMETPH

1. e

[enTa e na 6paatT mpugoOUTH 3 Op. NMHIIEH3H ,,Burp Suite Professional® 3a cpox ot 36
Mecella, 3a o0e3rnevyaBaHe Ha HEOOXOJMMOCTTA 32 MO-NPOPECHOHATHO U 33 IbJI00UYCHO
CKaHMpaHe U TeCTBaHE Ha yeO MPHUIIOKEHHTa, pa3padOTBaH! M U3M0JI3BaHu OT Harmonanna
arennus 3a npuxoaute (HAIT). Codryepsbrt, 11e ce u31o3Ba 3a M0-3aIbJI00YEHO TeCTBAHE Ha
ye0 mpuitokeHusiTa Ha HanmonamHarta areHnus 3a mMpuxoanuTe, KaTo TOBa ITe MOIIMOMOTHE 3a
M0-0bP30TO M TOYHO OTKPHBAHE HA YSI3BUMOCTH U TO-JIECHOTO UM OTCTPaHSIBaHE, C KOETO IIIe
ce MOBUINY HUBOTO HAa CUTYPHOCTTA HA OHJIAWH aKTHBHTE Ha areHIUATA.

KbM momenTa B HAII uma 1 6p. nmuniens ,,Burp Suite Professional®.

2. MN3uckBaHu#A KbM JHIIEH3UTE 32 codTyepa

HAII cnenBa ga npumo6ue 3 Op. TUIEH3H, MO3BOJISBAI Oe3npobieMHa paboTa u
MpaBo Ha TMOJ3BaHe Ha MbIHATa (PyHKIIMOHAIHOCT Ha codTyepa (omucana B T.3), 3a CPOK OT
36 mecena.

Jlunensute 3a codryepa TpsOBa j1a ObaaT Ha nMeTo Ha HATL.

Jlunensute 3a copryepa TpsOBa aa gaat npaBoto Ha HAII na u3non3sa nmocieaHuTe
aKTyaJIHd BEPCHH Ha JOCTaBEHUTE (PYHKIIMOHAIHOCTH KbM JaTaTa Ha JIOCTaBKa U B IepHoJia
Ha BauaHOCT 3a neimre ga HAIL

JluneH3uTe He ciie/[Ba a U3UCKBa MpeocTaBsiHe oT cTpana Ha HAII nonbnauTeHA
JIMIIEH3H 32 cOPTYEPHU TPOIYKTH WIH XapAyep 3a pealn3upane GyHKIHNOHATHOCTTA U

OoCHUTypsiBaHEe pabOTOCITOCOOHOCTTA.

3. DOYHKIHOHAJIHH U3UCKBAHHUA KbM copTyepa

3.1. BB3MOXHOCT 3a pbYHO TECTBaHE 3a MPOOHBH:

. Jla mpuxsama HTTP/HTTPS xomyHukanusta u 1a MOXe Ja s IPOMEHS;
. Jla pa3kpuBa CKpUTH aTaKyBallld METO/IH;

. Ja ce Bp3moa3Ba oT OAST criocoOHOCTH 3a MpOBEpKa Ha YSI3BUMOCTH;

. Jla mosxe na pabotu ¢ WebSockets.



3.2. Bp3MOXHOCT J1a Ipujiara aTaku oT Mo-HalpeaHaao HUBO, KaKTO 1

ABTOMATU3UPAHU CIICHAUATIU3UPAHA aTaKU:

. Jla mo3BoIsIBa M3MO3BaHeToO Ha brute-force u fuzzing;

. Omnust 3a TaCMBHO CKaHUpaHe Ha BCSKA 3asiBKa WIN 3a U3BbPIIBAHE HA aKTHBHO
ckanupane Ha 3ananenu URL anpecu;

. [Ipunarane Ha mpaBuiia 3a aBTOMAaTUYHA MPOMSIHA HA 3assBKUTE MPHU MPEIBAPUTEITHO

3a1aeHu a0JI0HH;

. ABTOMaTHU3UpaHU ATaKW;
. Jlecno m3rpaxknane Ha CSRF ekcroiitu;
. Br3moxHOCTH 32 3a1B51009eHO TecTBaHe HAa XSS ysa3BumocTtr, SQL injection u nip.;

3.3. BB3MOKHOCTH 32 aBTOMATHU3aIlNs HA CKAHUPAHUATA 32 YSI3BUMOCTH:

. Bb3MokHOCTH 32 HACTPOMKH 3a KaKBO U KaK Jia ObJle OJUTHPAHO, TPOITyCKaHe Ha
OIIpe/Ie/IEHN KOHTPOJIU U JIp.

. BBb3MO0KHOCT 32 KOMIUIEKCHO CKaHMpaHe 0azupaHo He camo Ha onpeneneH URL
ajZipec, HO M cKaHMpaHe 0a3upaHo Bb3 OCHOBA HA ChABPIKAHUETO;

. Brn3moxHOCT 32 Browser-driven ckanupase, cpernty 1mo-cjioKHU cucteMu, kKato AJAX
— Oa3upaHu IPUIIOKEHUS HA eIMHIYHA CTPAHUIIA;

. Bb3M0KHOCT 3a nepcoHaNM3upaHu J0KIAU U ChbBETH 33 OTCTPAHSIBAHE HA OTKPUTH

YA3BUMOCTH,

3.4. JlonbIHUTENIHU IPOIyKTUBHU HHCTPYMEHTH:

° B’L3M0)KHOCT 3a HpOM}IHa Ha TOKJIAAUTE OT CKaHI/IpaHI/ISITa B pa3JII/ILIHI/I (1)OpMaTI/I KaTo
_HTML, XML;
° Bw3MoxuocTH 3a aBpToMaTu3upaHa IpoMAHa Ha KOJ[a € ICJI YJICCHIBAHC Ha

paszuntaneTo 3a paznuuau e3uiy — JSON, JavaScript, CSS, HTML u XML,
. BB3MoKHOCT 32 KOIMpaHe U JeKoIupaHe Ha HHPOpMaIUsITa, Ype3 pazInaHu
pasnpoctpanenu ctanaapti — HEX, Base64, Octal u ap.
. Bb3MoxKHOCT 3a M3M0J13BaHEe HA MIPEeABAPUTEINIHO 3a1aJIeH HACTPOUKH 3a U3BbPIIBAHE
Ha 3aJ]aHKsl, KaKTO U 3a IPOMSIHA U 3allaMeTsIBaHe Ha HOBU TAKUBa;

3.5. Bp3MOXHOCTH 3a Ch3/[aBaHe Ha JOIMBIHUTEIHN COQTYCPHHU pa3IIuPSHHS HITH

J00aBsHETO HA HAIlMCAHU TAaKWBA 3a pa3LIMpEeHHUEe Ha Bb3MOKHOCTUTE Ha copTyepa.



4. BueapsiBane

BrenpsiBaneto Ha codryepa B nH(popMaImoHHaTa 1 KOMyHUKalmonHa cpena Ha HAILL, e ce

M3BBPIIU OT creruanuctu oT aupexims MUCC.

5. MscTo Ha J0oCcTaBKa

JlocTaBkara v Ipyru ChbI'bTCTBAIIM AEHHOCTH ce W3BbpIIBAT B crpajara Ha HAII B rp.

Codus, Oy ,,Kus3 An. Jloraykos® Ne 52.



