WUHOOPMALMOHHG Bx.Ne30-00-2/03.01.2025
OBCAYXBAHE Codws

3ASIBKA

no pamxoe 0ozoeop Ne 19/17.11.2022 2. (ex. No I10-16-3474/17.11.2022 2. na
., Angpopmayuonno obcnyceane * AJJ)

[Mo3uuns or Ne no peo om P

Ir-2025rr.: r

Onucanne Ha Ocuzypsieane na nuyeHsu 3a NPaso HA NON36aHe U NOOOPBICKA HA
AeHHOCT/MPOEKT | copmyeprnu naxemu 3a 3awyuma om eupycu — WithSecure Elements EPP for
cbriaacuo IT: Computers/Servers Premium - 97 6pos

CPV koa 48760000-3

H3nckBane 3a

AOCTBII 10

kaacupunupana | HE

HHpopManus

JA/HE

Croiinoct: (cmounocmma cieosa
0a cvomeemcmed Ha 3an0xceHama
6 IInan-epaguxa) 6e3 JJ4C

4 656,00 ne. 6e3 JJJIC

Cpok 3a niamane: (eOHOKpamHo,
Ha Yacmu, NepuooOUuvHo ulu op.)

Eonoxpammno, cned noonuceane na npuemo-npeoaeameneH
npomokon no ui. 6 om Oozosopa, yoocmoeepasauy
npuemane Ha u3ebpuUleHUMe OeUHOCMU NO OCU2ypaeane Ha
JUYeH3u 3a npaeo Ha NON36aHe U NOOOPBLIUCKA HA
coghmyepnu nakemu 3a 3auyuma om eupycu — WithSecure
Elements EPP for Computers/Servers Premium 3a nepuoo
om 12 meceya, cuumano om 11.01.2025 2. u uzoaoena

gaxmypa.

Iramane ¢ akpeAHTHB

JAA/HE

HE

JloKyMeHTH 3a nJ1amaHe ¢
aKpeIHTHB

HE

Cpok Ha n3nbjaHeHue: (om
oama— 00 0ama unu 8 Meceyu, aKo
He e 006bp3aH ¢ KOHKpemHa 0ama)

Cpok 3a ocuzypssane na nuyensume — oo 10.01.2025 2.
Cpok Ha eanuonocm na auyenzume — 12 meceya,
cuumano om 11.01.2025 .

I'apaEnuoHeH cpok:

Henpunoicumo

Orunrane: (nepuoouuno —
nocoyea ce nepuoo, eOHOKpamHo,
CPOK 3a omyumane, omyemHu
ooxymenmu)

Eonoxkpamno, ¢ noonucearne na npuemo-npedasameneH
npomokon no 4i. 6 om 002080pa, YO0oCmoeepsaeauy
npuemane Ha u3evpuleHUmMe OeUHOCMU NO OCUZYpABaHe Ha
JUYeH3U 3a Npaso Ha NoA36aHe U NOOOPBICKA HA
coghmyepru nakemu 3a 3auuma om eupycu — WithSecure
Elements EPP for Computers/Servers Premium 3a nepuoo
om 12 meceya, cuumano om 11.01.2025 2.

Ipunoxenus: (nanp: mexuuvecku
napamempu, obpazyu na omiemHu
O0OKyMeHmu)

Texnuuecku napamempu

HacTosimara 3asiBKa J1a ¢e H3NbJIHU IIPH YCJIOBHATA HA NIPHJIOKCHHUTE Texnnueckun

napamerpH.

3ASIBKATA e U3'OTBEHA U CBI'TACYBAHA OT:




I'naBeH cueTOBOAHTET

Ioonuc:

Iloonuc:
I'naBeH excnepT — 3aBexaany
HO:
Iloonuc:
I'1aBeH IOpHCKOHCYT:
PnkoBoanTe 1 HA MPOoeKT/AeHOCT Ioonuc:
1o 3asiBKaTa (Harnp:
Ipe/ICTaBUTE] Ha JUPEKIUATA —
3asBuTen):
3ASIBKATA e OJOBPEHA OT:
Iloonuc:
PbkoBoanTE HA JOrOBOpPaA OT
crpana Ha Bb3JIOKHMUTEJISA:
3AS5IBKATA e IIPUETA 3A U3IIBJIHEHUE OT U3ITBJIHUTEJISA:
Ioonuc:
Koopaunartop ot
»AHpoOpMaHOHHO
obcayxBane” AJl mo 3asaBKaTa
Ioonuc:
PLKOBOHTE) HA NPOEKT/ACHHOCT
110 3asiBKATa
PbKoBoaANTE IO H3NBJIHEHHETO Iloonuc:

Ha JloroBopa ot
»HAHpOpPMALHOHHO
obcay:xBane® AJl

3anu4yaBaHunAaTa B AOOKYMEHTUTE Ca Ha OCHOBaHWE 4. 4 ot O6LwmsA pernameHT

OTHOCHO 3awuTaTa Ha gaHHuTe — PernameHT (EC) 2016/679.




TEXHUYECKHU ITAPAMETPHA
3a OCHrypsiBaHe Ha JIHIEH3H 32 MPaBo HA MOJI3BaHe H NOIPbKKA HA COPTYepHH
nakeTH 3a 3amuTa or Bupycn — WithSecure Elements EPP for Computers/Servers
Premium - 97 6pos“

1. OoOxBar

OO6XBaThT Ha HACTOAIIATA 3asiBKa € OCHTYpsBaHE Ha JIMIIEH3H 3a MPaBO Ha MOJ3BaHE U
NOAAPHKKa Ha codTyepHH makeTH 3a 3awmmra oT BUpycH — WithSecure Elements EPP for
Computers/Servers Premium.

2. Ilpeamer

OCHprﬂBaHC Ha JIMLICH3H 32 NPpaBOTO Ha MMOJI3BAHE U NMO/IPBKKA HA CIICAHUTE NPOAYKTH

Ne Onucanue KoaunuecTBo
1 WithSecure Elements EPP for Computers/Servers Premium 90
(computers)
’ WithSecure Elements EPP for Computers/Servers Premium 7
(servers)

JIMueH3uTe 3a NMpaBOTO Ha MOJ3BaHE M MOAAPHKKA HA codTyepHUTE MakeTH TpsdBa Ja
ObJaT Ha UMETO Ha AreHuus 3a nyOIu4YHu npeanpusaTus u KoHTpod (AIITIK).

3. TexHu4yecku H3MCKBAHUSA
3.1.WithSecure Elements, EPP for Computers / Servers Premium
» 3ammura 3a pabornu crannun — WithSecure Elements, EPP for
Computers Premium

LlenTpanu3upaHo yrpapjieHHEe 3a HeOrpaHU4YeH Opoil KpaifHH TOYKH

IMoaapwxka 3a Windows/Linux/Mac onepauuoHHu CUCTEMMU

BB3MOXHOCT 32 aIMMHUCTPUPAHE HA KOMIIOTPHU C Pa3Ii4HO MECTOMOJIOKEHHE:
ABTOMAaTHYHH WJIH IJITAHUPAHH BIACHTH ITPE3 HHTEPHET/UHTPAHET

BB3MOXHOCT 32 OOHOBSIBaHE Ha MPOAYKTHUTE C MOCIEJHUTE BUPYCHH JeUHUIIMU npe3
Proxy:

BB3MOXHOCT 3a CKaHUpPaHE B PEAIHO BpeMe, PbYHO MIIH [IPOrpaMHpPaHO;

BB3MokHOCT 3a ckaHupaHe Ha BcskakBu Tunose Hocutenu (HDD, FDD, CDROM u
ap.):

CkaHupaHe Ha MPEHOCUMHU HOCUTEJIM NP 3apex/iaHe:;

PekypcHBHO CKaHHpaHe Ha BJIOXKEHH apXUBH:

BB3MOXHOCT 32 iepuHMpaHe Ha CIIUCHK 32 M3KITIOYBAHE OT CKAHUPaHE Ha HAKOHM MarKH,
JMCKOBe, (haiinoBe UK (aiioBU pa3lIMPEHHUS:

v BB3MOXKHOCT 3a LIEHTpaIM3MpaHa U30Jiallis Ha XOCTOBE B ClIyyai Ha HHpeKLus:

v BaumrHa creHa (firewall) ¢ BB3MOXKHOCT 32 KOHTPOJ HA MPUIIOKEHHUATA, KOHTPOJI HA
JIOCTHIIa, 3alUTa OT 37I0HaMepeH Ko (emynanus Ha Windows firewall):

IPS (Intrusion Prevention System) — cucTeMa cpelly HEOTOpPU3UpPaH AOCTBHII;

CpencTsa 3a KOHTPOJI Ha cucTemara (system control), 3auiura Ha perucTpuTe:
Anti-spyware ¢ HEHTpaIu3upaHo 0GHOBSBaHE:
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VrpapieHue Ha KapaHTHHA Ha BCsika padOTHA CTaHLMS;

[TpoakTiBHa 3al1Ta 32 pa303HaBaHe Ha HOBOIOSBUIIM C€ 3arjiaxu;
NHIPS/In-the-cloud no3BosnsBa 3amuTa B paMKuTe Ha 60 CEKYHIM OT PErUCTPUPAHETO
Ha 3ariaxa;

[Tnbrun 3a 3amuTa OT 3J70BPEAHM CAaWTOBE M AYNKHU B CUTYPHOCTTa 3a Opay3bpute
Mozilla Firefox, Microsoft Internet Explorer, Google Chrome;

KonTpon Bepxy npeHocumute yctpoiictea (USB, CD, DVD u ngp.);

Mopnyn 3a ckaHHpaHe 3a ysI3BUMOCTH;

Bxirouen moayn 3a ¢uarpupaHe Ha yeO Tpaduka u ympaBieHHe Ha JOCTbMNA 0
3abpaHenu caiitoe. @ynkiuu 3a blacklisting u whitelisting;

BxkiroueH Moayn 3a ynpaBieHHE Ha CeCMM 3a OHJIallH OaHKHMpaHe MOCPEACTBOM
Oy0KMpaHe Ha BCUUKW OCTaHalM BXOJSIIM U U3XOSIIM KOHEKIMH (CECUM);

Mopayn 3a 3amuTa cpelly paHchbMyebp M MpeAna3BaHe Ha YyBCTBUTEIHA WHPOpMAIIUs
MOCPEACTBOM Je(MHUPAaHE HA MPUJIOKEHUSATA, KOMUTO UMAT JOCTBI /IO OMpelelieHU
pecypcH Ha KpaiHaTa TO4Ka;

KoHTpon Ha npusoxeHusTa - GJIOKMpaHe U3ITbJIHEHUETO Ha MPUJIOKEHUSI U CKPUITOBE
ChrilacHO npeaeUHUPAHK MPaBUIIA WK TIpaBUiIa, 1eUHUPAHU OT aJMUHKCTPATOPA;
BB3MOKHOCT 3a aBTOMAaTU3UpPAHO LEHTPAIM3UPAaHO OOHOBSIBAaHE HA OMNMEpPALlMOHHUTE
CHCTEMH M MHCTAJIUpaHuTe ,,3rd party mpuioxeHus Ha Besika KpaiiHa TOuKa;

Rollback ¢yHkums 3a Bb3CTaHOBSBaHE HA 3acerHaTH OT paHCBhMyep daiinoBe, B
NPEAUIIHOTO UM KOPEKTHO ChCTOSTHUE;

Bb3MOKHOCT 3a M3MpalliaHe U clie/IeHe Ha CHCTEMHHUTE ChbOMTHS Ha KpaliHUTE TOYKH KbM
cbOuTHsATa 3a curypHoct Ha WithSecure Elements;

BHenpeH W3KyCTBEH HWHTENEKT, AaBaml obOoOiieHa WH(opmauus 3a clIydyusiuTe ce
CHOUTHS 32 CUTYPHOCT.

» 3ammTa 3a (aiinoBu chrpBbpu — WithSecure Elements, EPP for Servers
Premium

ABTOMaTWYHUW WM TIJIAHWPAHU BIACHTH TIPe3 UHTEPHET/UHTPAHET;
CkaHupaHe B peajlHO BpeMe Ha BCUUKHU (pailyioBe Ha CbPBBPA;
BBb3MoOXKHOCT 3a KOH(UTYpUpaHe Ha BIJCUTUTE MPE3 UHTEPHET WK OT JIPYro MSACTO B
Mpexara;
BB3MokHOCT 32 0OHOBSIBaHE Ha MPOAYKTUTE C MOCJIEAHUTE BUPYCHU NePUHULIUYN Ype3
Proxy;
Bb3MoOkHOCT 3a KOHUryprpaHe Ha MpPOAYKTHTE Ja TMpearnpueMar aBTOMATHYHU
JICWCTBUS TIPU 3aceveHa 3arJaxa;
BB3MOKHOCT 3a yrpaBiieHue Ha KapaHTHHATa;
Monyn 3a 3amuTa cpelry paHChbMYyebp U Mpeana3BaHe Ha YyBCTBUTENIHA WHPOpMAIIUs
MOCPECTBOM JeUHUpaHE HA MPUIIOKEHUATA, KOMTO J]a UMaT JIOCTBI 710 ONpe/eeHn
pecypcH Ha KpaifHaTa To4YKa;
KoHTtpon Ha npunoxxeHusra - 6J0KUpaHe U3MbJIHEHUETO Ha MPUJIOKEHUS U CKPUIITOBE
chI1acHO npeAeduHupanu npaBuia Uiu NpaBuia, AepUHUPaAHU OT aAMUHUCTPATOpa;
BB3MOKHOCT 3a aBTOMAaTHM3MPaHO LEHTPATM3UpPaHO OOHOBSBAHE Ha OMEPAlMOHHHMTE
CUCTEMH M MHCTajJupaHuTe ,,3rd party mpuiokKeHus Ha BCEKU ChPBbP;
Rollback ¢yHkus 3a BB3cTaHOBSIBAHE HA 3acerHaTH OT paHChMmyep (aiiore, B
MNPEJULIHOTO UM KOPEKTHO ChCTOSIHUE;
BB3MOKHOCT 32 M3Mnpalliane u cjieieHe Ha CUCTEMHUTE ChOUTHS Ha KpallHUTE TOUKU KbM
cbOuTHsITa 3a curypHoct Ha WithSecure Elements;



v' BHeapeH HW3KyCTBEH HWHTEJEKT, AaBaul 0000IieHa WH(OpMalMs 3a CIyYHIdTe ce
CHOUTHS 32 CUTYPHOCT.

» UenTpasusupano ynpasienue — WithSecure Elements, Management Portal

[TonuTrku, 6a3upaHu Ha JTOTMYECKU IPYIIH;

VYHacnensaBaHe CTpyKTypara Ha akTUBHATA IMPEKTOPUSL;

ABTOMAaTHYHO W LIEHTPaJU3UpaHO OOHOBSIBAaHE HA BUPYCHUTE Ae(PUHULIMH;

LlenTpanu3upanu 0OHOBSIBaHHS Ha BEPCUUTE HA TIPOTYKTUTE;

HaOntonenue Ha MpexaTa: JOKIaau C JeTailiHa (uM3uyepnarenaHa) uHopMauus 3a

W3BECTHSTA, BBPXOBE BBHB BUPYCHUTE HWH(MEKIIMH, TEKyllaTa BepcHs M cTaTyca Ha

CbOTBETHA MALKMHA;

[Tpenedunnpann rpaduuHu MOKIAAW, KOWUTO II€ NMOMOTHAT B JIOKAIM3MPAHETO Ha

HE3alUMTEHU MallMHU U B NPOCJIEASBAHETO HA BUPYCHUTE aTaKku;

BB3MOXKHOCTH 3a M3BECTSIBaHE B ClTydail Ha HOBA 3arJiaxa;

[Tonnpbikka Ha MOBeYe OT €AMH aJIMUHUCTPATOPCKH aKAYHT;

BB3MOXHOCT 3a aBTOMaTHM3MPaHO IEHTPATU3UpPaHO OOHOBSIBAHE Ha OMEpPAIMOHHWTE

cUCTeMH U ,,3rd party” nmpuiokeHusTa, MHCTAIMPaHU Ha 3alllUTEHUTE PECypCH;

v BB3MOKHOCT 3a CBajIsHE HAa OOHOBJIEHHMSATA Ha IIEHTPAJEH ChPBBPEH PeCypc, OT KOUTO
ChIUTE Ja ObJAT pa3npocTpaHsiBaHU B JIOKaTHaTa Mpeka 0e3 J1a HaTOBapBaT UHTEPHET
Tpaduka;

v' Tlogapbxkka Ha Proxy cwpebp (Elements Connector) 3a pasmpocTpaHeHHe Ha
OOHOBSIBAHUSITA.
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4. JIpyru usnckBaHus

CodryepHute nakeru cnenBa JAa c€ MNPEJOCTaBAT OT JMLE, OTOPU3MPAHO OT
NpoMU3BOAUTENSl Ha coTyepa MM OT HEroB oduuuaneH NpeAcTaBUTE] C MpaBoO 3a
paznpocTpaHeHHe U MPeA0oCTaBsiHE Ha MOJIPhKKA Ha MpeAaaranuTe copTyepHH MPOAYKTH Ha
Teputopusata Ha PenyOnuka bwarapus. M3nbanuTenst crnena Jga  npelocTaBu  Ha
Bb3noxurens Konue OT BaMAEH AOKYMEHT 3a OTOPU3aLMs, U3JaJeH OT MPOU3BOAUTENS Ha
coTyepHHUTE NPOJYKTU WJIM OT O(ULMAJTIEH HErOB MPEACTaBUTEIL.



