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REQ.18.        GDPR (General Data Protection Regulation) 
,   ISO/IEC 27001:2022         

SOC 2 Type 2. 
REQ.19.      ,      ,   

    . 
REQ.20.          93%    2023 MITRE 

Engenuity Enterprise Evaluations    :     
  (         ),   

(    -   ). 
REQ.21.       "Strong Performer"  "Leader"     

Forrester Wave For Extended Detection and Response Platforms Q2 2024. 
REQ.22.          Gartner  2024-    

 Endpoint Protection Platforms. 
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 90       . 
REQ.24.           365  , 

       API,       
: SHA256  MD5  , IPv4  IPv6 ,   .  

REQ.25.              365 ,    
   :   ,    , 

   .  
REQ.26.              

:  
Microsoft (Windows 7 SP1, Windows 10 (x86-64  arm64), Server 2008 R2 SP1, Server 2012  2012 
R2, Server 2016  Server Core 2016, Server 2019  Server Core 2019, Server 2022  Server Core 2022.  
Linux: CentOS 6, 7  8; Debian 9,10, 11  12; Oracle Linux 6, 7, 8  9; Red Hat Enterprise Linux 6, 7, 8 

 9; Red Hat Enterprise CoreOS 4; Rocky Linux 8  9; SUSE 11, 12  15; Ubuntu 14, 16, 18, 20  22.  
Apple macOS: macOS Monterey 12; macOS Ventura 13; macOS Sonoma 14. Apple iOS 15.x, 16.x  
17.x; Android 12.x, 13.x  14.x. 

REQ.27.            Windows 7 SP1, 
         . 

REQ.28.         Virtual Desktop Infrastructure (VDI) 
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REQ.29.                
 ,    : MSI  EXE  Microsoft  
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,  Mobile Device Management (MDM)    Apple App Store; Android 
,  MDM    Google Play Store. 
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    *   ,     

REQ.44.           USB : 
1.        (    USB 

),   ,        
    . 

2.      :  , ,   
 (dwg, dxf, idw), ,   ( ),  ,  

 (VDI, VMDK),     (Email, Emailarc, elm, msg, out, pst),  
    (blf, dmp, ese)   (dmglnk).   
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REQ.45.              Windows  

MacOS . 
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* Windows: PowerShell 
* Linux: Bash  
* MacOS: Zsh  

REQ.52.           API    
   ,     .       
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REQ.53.                
   IP . 

REQ.54.              
   . 
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REQ.61.              , 
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REQ.62.              
    API. 
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   . 
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*  10GB     
*      7  
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    1. Palo Alto Networks   
    2. Fortinet   
    3. Proofpoint     
    4. Cisco Secure Email Gateway 
    5. VMware ESXi 
    6. Microsoft Azure    
    7. Microsoft Exchange Online 
    8. Microsoft Graph API 
    9. Vectra AI 
    10. ZScaler 
    11.     Http  
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   . 

REQ.68.              
 ,     man-in-the-middle . 

REQ.69.                
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REQ.78.          Bring Your Own Vulnerable Driver 
(BYOVD)            . 
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1.               
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Learning) 
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REQ.91.           Windows Security Center. 
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