33-00-133/12.12.2024 .

HMHOQOPMALMOHHO
OBCAYXBAHE

Bx.N230-00-361/13.12.2024
Codus

IIpunoxenne Ne 2
KbM paMKkoB orosop Ne 40-00-138 ot 13.12.2022 r.

3asBKa

no pamkoe 002060p Ne 40-00-138/13.12.2022 2.
IMo3umus ot Ne no peo om 18
I11'-2024 r.: 1r
Onucanue Ha
XelHOCT/IPOEKT IIpoovaocasane npaso na noazeéane u NOOOPBLICKA HA peuterue 3a
cnraacho TI: sawyuma u uncnexyus na DNS mpaghuxa
CPV kona 48517000-5
HN3uckBane 3a
AOCTBI 10
kaacuumupana | HE
uHpopManusa
JAA/HE

Croiinoct: (cmoiinocmma cieosa
0a CbOmMBeMCmMEd Ha 3A/10ACeHAMA
6 Ilnan-epagpuxa) 6e3 JJAC

109 180,00 zs.

Cpok 3a nu1amase: (eOHOKpamHo,
Ha Yacmu, nepuooudHo uiu op.)

Eonoxpamuo, crieo noonucearne na npuemo-
npeoageameJie NPOMOKOJL no Y. 6 om 002060pa,
yoocmogepasauy 0CUyps6ane Ha npoObINCABAHE
npagomo Ha noa3eane 1 N0OOOPwLICKA HA peutenue 3d
3awyuma u uncnexyus na DNS mpachuxa u uzoaoena

gaxmypa.
I[lnamane ¢ akpeauTus /
ABaHCOBO 1amaHe (yCJI0BHA) HE
JA/HE
JJoKyMeHTH 3a IuVIalaHe ¢ HE

aKpeauTHB

Cpok Ha m3nbJaHeHue: (om oama
— 00 oama ulu 8 meceyu, axKo He e
008bP3aH ¢ KOHKPemMHA 0ama)

Cpox 3a oocmaska: 00 4 meceya om noonuceame Ha
3asekama

I"'apannuoHeH cpok:

Cwenacno Texnuyeckama cneyughuxayust

OTuurane: (nepuoouuno —
nocousa ce nepuoo, eOHOKpPamHo,
CPOK 3a omuumawre, OMmyemHu
00KyMeHmu)

Eonoxpammno, ¢ noonuceane na npuemo-
npeoasameJier NPOMOKOJL No 4. 6 om 002060pa,
yoocmogepasauy 0cuypA6ane Ha npoovbaICaAGAHe
npaeomo Ha Noi36aHe U NOOOPBLICKA HA peulenue 3d
sawuma u uncnexyusi Ha DNS mpaguxka.

puioxenus: (Hanp: mexnuyecku
napamempu, 06pasyu Ha OMyemHu
O0OKyMeHmu)

Texnuuecka cneyughuxayus

HZICTOﬂlllaTa 3asiBKa A €€ U3IIHJIHU IPHA YCJI0BUATA HA IPUTOKCHUTE Texanueckn

napamMeTpH.




3ASIBKATA e U3BTOTBEHA H CBI JIACYBAHA OT:

KoopannaTop no 3asiBKaTa ot
MuHHCTEPCTBO HA BLHINHATE
padoTn:

PbkoBoauTe HA NPOEKT/AelHOCT
1O 3afBKATA (HAIp: IpeJICTaBHTEI
Ha JHPeKIHATA — 3asBHTEN):

3ASIBKATA e OJJOBPEHA OT:

PbxoBoanTE]I HA JOTOBOPA OT
crpana Ha Bb3JIOKUTEJIA:

CrriacyBaHo C:

OVpeKTop Ha aupekuua ,Biogxet u puHaHcn”

, F1aBeH cHeToBoauTen



3ASIBKATA e ITPUETA 3A U3ITBJIHEHUE OT U3ITBJIHUTEJIA:

Koopaunartop ot
»HAHPpOpMAHOHHO 00cTy)KBaHe
AJl mo 3asiBKaTa

PvroBoauTes1 Ha mpoexT/ieiHOCT
10 3asiBKATA

PbxoBoanTe 1 10 H3NTbJIHEHHETO
Ha /loroBopa ot
»HAHpopManoHHO 00ciTy:KBaHe

ATl

3annyaBaHWATa B fOKYMEHTUTE Ca Ha OCHOBaHWMeE ujl. 4 oT O6WwmA pernameHT OTHOCHO 3alymTaTa
Ha gaHHuTe - Pernament (EC) 2016/679




TEXHWUYECKA CNELMOUKALIUA
3A

MpoabnkaBaHe NpaBo Ha Non3BaHe M NOAAPLXKKA Ha pelueHKe 3a 3aluTa u uHcnekums Ha DNS
Tpadmka 3a HyxauTe Ha MuHucTepcTBO Ha BbHWHUTE paboTu (MBHP)

rp. Cocusa, 2024 r.



I IET

ITpoxsmkaBaHe MPAaBOTO Ha ITONI3BaHe H IMOJAPHIKKA HA PellleHHe 3a 3alIHTa H HHCIeKITHA
Ha DNS Tpaduka

II. OBXBAT

OO6xBaThT Ha ycIyrara BKIIOUBA IPOABDKAaBaHe IIPABOTO HA MOJI3BaHe H MOAIPEHKKA
Ha CIIeTHOTO pellleHHe 3a 3ammTa H HHenekust Ha DNS Tpaduka:

Cneuudukaums — MUHUMaNHU U3UCKBaHUA

CucreMa 3a IpeI0TBpaTsABaHE HAa Pa3rPBINAHETO H aKTHBHPAHETO Ha 3J10BpefieH codTyep
REQ.1 | (malware) u 3ammuTa Ha moTpeOuTeHTe MpH padota ¢ Web mopranu upe3 anamus Ha DNS

TpadHKa.

REQ.2 | Cucremara 1a ocurypsipa 3aniuTa Ha MEHEMYM 750 moTpeGHTeICKH yCcTpOHCTBa.

Jla nogaepika 61okupade Ha DNS pe3omonusaTa KbM onacHH JOMeHHH — obcmyxBanu C2

REQ.3 - .
R (command-and-control), fishing, malware, HoBoBB31a1eHH JOMEHHH H T.H.

Jla moyThprka 6710KHpaHe Ha OIMHTH 3a THPeKTHH [P KOMyHHKaIHH OoT 3710BpesieH codTyep

REQ.4 : =
KBM 06CY)KBaI]IHTe ro C2 Interent XOCTOB€, KOHTO Ca aCOMIHHPAHH C OIIaCHH JOMEHHH.

Jla mouThprka yIpaBisiBaHe Ha JIOCTHIIA Ha IOTpeOHTeIHTe 10 Web chIbpKaHHe upe3
REQ.5 | Brpagena cucreMa 3a Kareropusanus Ha qomeitHuTe B Internet. /[a ce momabpxka puarpamus
Ha HHBO JJOMEeIHH H KaTerOpHsl.

REQ.6 | Jla mogaspka ppuHO qobaBsiHe Ha qoMeifHH B black n white mictn.

Jla moaaeprka mIpHIaraHe Ha pa3IHYHH [TOTHTHKH 3a OJIOKHpaHe H yIpaBleHHe Ha JOCThIIa
REQ.7 | mo kareropusHpaHH JOMeHHH/X0cToBe Ha Oa3a [P mpexn Ha kmnenTHTe, VLAN, SSID H,
Active Directory rpyn H noTpeOHTeIH.

Jla mouThpika yIpaBlIeHHeTO Ha JIOCThIIa Ha nmoTpedurenmnre 10 Web nprmoxenus c

REQ.8 2
H3II0I3BaHeTO Ha 0a3a OT KaTerOpH3HpPaHH JOMeiHHH, aconuupaHu ¢ WEB nprinoxenns.

Jla moThprka 3alIHTa Ha MOTPeOHTEICKH YCTPOCTBA H3BBH MpeJKaTa Ha BEJOMCTBOTO 4pe3
REQ.9 | mHcTamupaHe Ha KIIHeHT, KoiTo momrspka Windows, MacOS, 10S u Android onepanmoHHH
CHCTEMH.

Jla moaabpka aBTOMaTHYHO MIpeHacoYBaHe Ha CeCHATa OoT Opay3epa Ha MOTpeOHTeII KbM
REQ.10 | Brpanen B cucremara WEB noprain, upe3 KoHTO MoTpeOHTENIS ce yBeJOMsBa 3a OJIOKHpaH
JOCTBII IO ThPCEHHTe OT Hero AoMeHH/xocT HiaH Web nprioxkeHHe.

Jla motbpka aBTOMAaTHYHO IIpeHacouBaHe (IPOKCHpaHe) Ha TpadHK, KOHTO € HacoueH KbM
REQ.11 | moxo3putennn goMeiinn/Internet XocToBe, 3a JOMBIHHTEIHA IPOBEPKA KbM BrpajieHH B
CHcTeMaTa Cpe/ICTBA 3a BHPYCHA H malware 3aIIuTH.

Jla momaspika Aexkpuntupade H npoBepka Ha SSL (HTTPS) tpaduk, KoiiTo € HacoueH KbM

REQ.12 -
Q NOJI03pHTENIHH JoMeHHH/Internet XocToBe.

REQ.13 | YopaBnenune u HaOmoaeHne upe3 neHrpaaHa GUI koH307a.

REQ.14 | Buzyamu3upaHe B pealHO BpeMe Ha ChbCTOSTHHeTO Ha 3allHTHTe.

REQ.15 | Joxnaau 3a onpeselneHH epHOAH OT BpeMe.

Cn3gaBaHe Ha JIOKJIATH 3a H,E[eHTH(bH[[HpaHH 3aIuIaxH, 1mo pa6onm CTaHIIHH, uorpeﬁmem{,

REQ.16
JIOKAITHH H T.H.

Hudopmarns 1 penopTH 3a H3MOI3BaHHTe OT NOTpPeOHTeIHTe Ha opraHu3anusata Web

REQ.17
IIPHIIOXKECHH .




Cneundukauma — MUHUMaNHU UUCKBaHUA

ABTOMAaTHYHO CEOHpaHe H BH3yalIH3allHs Ha JeTailTHa HHpopMaIHs 3a JoMeiiHHuTe B Internet
— JIeTailIH 3a perucTpaluATa Ha JoMeifHa, oOcaykBamuTe ro Name cbpBbpH H

REQ.18
Q aCOITHHPAHHTE C TAX JPYTH JOMEITHH, aCOIHHPAHH KbM JJOMeiiHHTe/XocToBeTe (pailiioBe
XemoBe Ha 1mo3HaTH malware, IP cxOHeTH H aBTOHOMHH CHCTeMH, reorpadcka HHpOpMAIIH.

REQ.19 HuTterpanus ¢ Microsoft Active Directory 3a uueHTH(HKAIHA Ha TOTPeOHTETH H IPYIIH H

' IIpHJIaraHe Ha IIOJIHTHKH BEPXY TAX.
REQ.20 | 3ana3Bane Ha 10oroBe oT MHHHMYM 30 qHH.
REQ.21 Brpanen API unrepdetfic 3a aBToMaTH3aIHsg Ha yIIpaBelIeHHeTO H HHTerpanus cbe SIEM

) CHCTEMH H pellleHHs Ha JPYTH IPOH3BOJHTEH 32 KHOep CHIYPHOCT.
REQ.22 JIOCTBII 10 MOPTAI 3a CHPABKH 33 NOTEHIIHATHH NPo0IeMH ChC CHIYPHOCTA Ha 0a3a JoMeiiH,

] IP agpec, aBToHOMHa cuctema, URL, damiioB Xemr, ajgpec 3a eTeKTPOHHA IOINA.

I'apaHnus 1 DOAIPBKKA:

REQ.23 | Cpok Ha TexHHYecKa MMOAIBPIKKA THPEKTHO OT MPOH3BOJUTENS — MHHHMYM 3 (TpH) FOIHHH.
REQ.24 | IloryuaBaHe Ha HOBH BepCHH Ha codTyepa - MHHHMYM 3 (TpH) TOJHHH .
REQ.25 Cpok 3a mpaBoOTO Ha H3MOJI3BaHe Ha YCIIYTHTe HAa CHCTeMarTa, OOHOBsIBaHe HAa CHTHATYPH H

i neHHHIHH - MHHHEMYM 3 (TpH) TOJHHH.

1. HM3UCKBAHUA KbM U3IIBJIHEHHUETO

M3mbpnHUTENAT CcileaBa aa OCHI'YPH coq)TyepHa INOOOpPBKKa Ha TEXHHKAaTa OT JIHIIS,

HAIJICXKHO OTOPH3HPAHO OT IIPOH3BOJHTEII HIIH O(bHIIHaJ'IeH HETOB IIPE€ACTABHTEI 3a

IIPpEeaOoCTaBAHE HA IIPABO Ha ITOJI3BAHE H IIOAAPBHIXKA Ha IIpeIaraHHuTe cochyep}m IIPOAYKTH

Ha TepHTOpHATa Ha Perrybmmka beiarapus.

.

MCTO HA UBIITbJIHEHHE

MsicTOTO Ha H3TBITHEHHE € CrpagaTra Ha Mm{HCTepCTBO Ha BHHIITHHUTE pa6om, HaMHpaIia

ce B rp. Codus, yn. Anexcanasp KenmoB Ne 2.




