


: (  �   
, ,   

,  ) 

: 

        
31.12.2024 . -    -

   . 6  , 
    

  ; 

    01.01.2025 .  30.06.2025 .-  
  -   

 . 6  ,   
    ; 

    01.07.2025 .  10.12.2025 . -  
  -   

 . 6  ,   
    ; 

    11.12.2025 .  31.12.2025 . -  
  -   

 . 6  ,   
     (  

 ). 
: ( :  

,    
) 

  

          
. 

     : 

  

: 

  �  : 

: 

 : 

: 

  /   
 ( :    

 � ): 

: 

   : 

    
  : 

: 

      : 





 

  
 

         DDoS   
 

            
 Distributed Denial of Service (DDoS)        

   ( ). 
     : 

        : . , 
. � � 86. 

    16    . 

        ;  
-       150 Mbps (  ). 
-      �  

�      MTU  1500 . 
-       ,   

  ,     
  . 

-          
     - 100% 

- 100 %    (Upload/Download = 1/1) 
-        
-       - 99,9% 
-         

      : 
-           

 �24x7�. 
-       ,   

   �  �     
 .      , 

     .  
-    -  1     .  
-      -  4     

.  

      Distributed Denial of Service (DDoS)   
      :  

REQ. 1. 
 :         

   DDoS       
. 

REQ. 2. 
   DDoS     3  4,   
  Web DDoS       (WAF)  

  7. 
REQ. 3.    . 
REQ. 4.     DDoS   . 



REQ. 5.    150 Mbps  . 

REQ. 6. 
     flood    , TLS 

,        (threat 
intelligence). 

REQ. 7. 
  -      OWASP Top10 
,   ,         
,    0-day . 

REQ. 8.  

  WAF :       
 ,   API,   ,   , 
-   IP ,      

,      , 
  ERT Active Attackers Feed (EAAF)   . 

REQ. 9.    (SSL) . 

REQ. 10. 
             

(attackers feed),       . 

REQ. 11. 
       

       (defense messaging). 

REQ. 12. 
         

 (baseline)        
  . 

REQ. 13. 

        
       ,   

        ,    
        

 . 

REQ. 14. 

     (      
   pcap     ).  

         
    ,       

 . 

REQ. 15. 
       (forensics) 

  . 

REQ. 16. 

      IT  (network behavioral 
analysis).          

           
 . 

REQ. 17. 
             

IP ,          
    . 

REQ. 18. 
     TCP, TLS  DNS    

challenge-response      . 

REQ. 19. 
  SSL Flood ,         

     . 

REQ. 20. 
        

  (thresholds)  /32 IP      
  . 

REQ. 21. 

    DNS .      
           

       water-torture , DNS 
flood   Amplification . 



REQ. 22.          (0-day ). 
REQ. 23.     burst   botnet . 

REQ. 24. 
       :   

 (PPS),    (TPS). 

REQ. 25. 
       

   . 

REQ. 26. 
    UDP , TCP , DNS ., 

 , ICMP , HTTP . 

REQ. 27. 
      ,  

  : SYN Floods , RST Flood, TCP ECE 
Flood, TCP NULL Flood. 

 
 


