Bx. Ne

MHOOPMAUMOHHO
@OECAY)KBAHE 30-00-321/15.11.2024

Codun
3ASABKA

no pamkoe 0ozogop Ne P/I-06-12 om 10.01.2024 2.
(ex. Ne I10-16-309/10.01.2024 ¢. na ,, Hrghopmanyuorro obcayiceane “ A/)

Ne no
ITo3unus ot R | 7
IIT-2024 r.: 1r
Onucanne HA )
. Ocucypaeane Ha 1ulyeH3u 3a Npaso Ha NON3GAHE U NOOOPHLHCKA HA
JIeHHOCT/IPOeKT - §
i cogpmyepru naxemu 3a 3awguma om eupycu — With Secure 3a M3 u BPB
cpraacuo IIT':
CPV ko 48760000-3
H3ucKBaHe 3a 10CTHI
110 KJIacH(pHOHPAHA HE
HHpopManus
JA/HE

CroHBoCT: (cmotiHocmma cneoea
oa cvromeenicmea Ha 3an0X4ceHama
e IInan-epaghuxa ) 6e3 JJ1C

223 999,00 ns.

Cpok 3a I1aIaHe: (e0HOKpaniHo,
Ha Yyacmit, nepuooutHo U op.)

Eonoxpamuo, cied noonuceane Ha npuemo-npeoagameeH
npomoxon no 1. 6 om dozoeopa, yoocmoeepagauy npuemMare
Ha u3ebpuieHune OeliHoOCH No OCU2YPABAHe HA JUleH3U 3a
npago Ha Non3eaHe U NOOOPLIHCKA HA COpmyepHU nakemi 3a
sawyuma om eupycu — WithSecure 3a M3 u BPFE c¢vc cpox Ha
eanuonocm cveracio Tabnuya 1 om  TexHuueckume
napamempu u pakmypa

IImamane ¢ akpeauras JA/HE

Hee npunoAHCUMO

HOKYMEHTH 3a I1amaHe ¢
AKPEJHTHB

Hee npunoHcUMo

Cpoxk Ha H30bJIHEHHE: (om oama -
00 oama unu e meceiyjil, axko He e
obevp3an ¢ KoHKpemHa oama)

Cpox 3a ocuzypagare Ha auyensume — oo 10 oxu cneo
nooniceare Ha 3aaexama
Cpox Ha eanudnocm Ha auyensume — cvanacvo Tabnuya 1 om
Texnuyeckume napamempi

T'apaHIHOHEH CPOK:

Herwmo.)f(‘uwo

OTtuHTaHe: (nepuoduyto - nocovea
ce nepuoo, eOHOKPamHo, CPOK 3a
omyumarie, on4emnu OOKyMeHm)

Eonokpamro, ¢ noomiceane Ha npuemo-npeoasameneH
npomoxon no 41. 6 om 002080pa, yoocmoeepagauy npuemMane
Ha u3ebpuieHuNe OeliHoCHI No OCU2YyPA8aHe Ha JUleH3U 3d
npago Ha Noa3eaHe U NOOOPLIHCKA HA COpmyepHU nakemiu 3a
sawyuma om eupycu — WithSecure 3a M3 u BPF cvc cpox Ha
eanuoHocm cvenacio Tabnuya 1 om  Texnuueckume
napamempi

Ilpunoxenns: (Hanp.:
mexHu4ecKu napamempu, 06])(13![“
HA om4yemnHu OOK}’MeH"lIl)

Texnuuecxu napamempu

HacTosmara 3asiBKa 1a ce H3I0bJIHH IOPH YCJIOBHATA HA NPHIOKEHHTE TexanueckH

napaMeTpH.

3ASIBKATA e H3TOTBEHA H CBIVIACYBAHA OT:

KOOPZ[KHRTOP oo 3asgBKaTa:

IToonuc:

cip.1ox?

3anuyaBaHuATa B JOKYMEHTUTE Ca Ha OCHOBaHMe ur. 4 oT OOLWus pernameHT OTHOCHO 3awyuTaTa
Ha gaHHuTe — PernameHT (EC) 2016/679.




= IToonuc:
PBKOBOJHTEI HA POEKT/IEHHOCT

[0 3afgBKaTa
(Hanp.: npedcmaeumen Ha
oupexyuama - 3aseumen):

3ASABKATA e OJOBPEHA OT:

IToonuc:

PBKOBOHTEI HA 10T0BOPA OT
crpara Ha BB3JIOJKHUTEJLA:

3ASIBKATA e IPUETA 3A U3IIBJIHEHHE OT U3IIBJIHUTEJLA:

IToonuc:

KoopauHaTop ot
»HAHpOPMaHOHHO
obcayxBane“ AJl mo 3agBKaTa
Iloonuc:
PbKOBOJHTE/I HA HPOEKT/AeHHOCT
10 3afiBKaTa
PbKOBOJHTE 10 H3NL/IHEHHETO Iloonuc:

Ha JloroBopa or
»AH(pOPMaIHOHHO
o0cayxBane“ AJl
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TEXHUYECKU ITAPAMETPH

3A

OCUTI'YPABAHE HA JIMIOEH3U 3A ITPABO HA ITOJI3BBAHE U ITOAJAPBKKA HA
CODPTYEPHU ITAKETHU 3A 3ALLIUTA OT BUPYCH — WITH SECURE
3A M3 1 BPb

2024 r.
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1. BbBejenne

HacTosmmTe TeXHHUECKH MapaMeTpH Ae()HHHPAT H3HCKBAHHATA Ha BB3moXHTEN —
MHHHCTEPCTBO Ha 3/ipaBeona3BaHeTo (M3) BEB Bpb3Ka ¢ OCHI'YpABAaHE HA JIHICH3H 3a IIPaBO
HA MOJI3BaHE H MOJApPHXKKAa Ha cOTyepHH IAKeTH 3a 3amHTa oT BHpycH — WithSecure 3a
Hy)auTe Ha M3 u BPB.

2. Hea

OcHrypsiBaHE Ha JTHICH3H 3a [IPaBO Ha MOI3BAaHE H NOJIPHKKA HAa COPTYEpPHH MAaKEeTH
3a 3ammTa oT BHpycH — WithSecure 3a HyxauTe Ha M3 1 BPB, KakTo cie/Ba:

Ta6mmma 1
. 31 mecena,
1 | cp3m Xlth§ecul§e El.ements EPP for Computers 300 et
PR 29.11.2024 .
. 26 mecena,
2 | w3 7\3th§ecu}r)e El'ements EPP for Computers 150 COHTAHO OT
ervers Fremum 02.05.2025 1.
. 30 Mecena,
3 | P3U Bapua %ﬁh?ecu}r)e Elt_ements EPP for Computers 150 ——
S S 21.12.2024 .
: 31 mecena,
4 | P3U Bpama Fglisgzu;:elifxnts EPP for Computers 90 CTHTAHO OT
06.12.2024 1.
- 31 mecena,
s | PIM Crosm /“gthsecu;e El.ements EPP for Computers 70 cmrrano or
NSRS 20.11.2024 1.
. 31 mecena,
6 | P3M MonTana Xlthéecu;e Elgments EPP for Computers 60 T
O R 20.11.2024 .
. 31 mecena,
7 | P3H Miymen %ﬁh?ecurr: Elgments EPP for Computers 70 e
ST AT 20.11.2024 .
P3H WithSecure Elements EPP for Computers Al o,
. 11 / Servers Premium 2 g
e 16.11.2024 r.
P3H WithSecure Elements EPP for Computers ieceens,
9 K # oo Bies 60 CYHTAHO OT
it FERE 17.12.2024 .
P3H WithSecure Elements EPP for Computers UM,
o Krocrenana / Servers Premium e SR
= 20.12.2024 T.
. 30 mecena,
11 | P3H Pyce Xx;i?:;t;:e]zies:ms EPP for Computers 105 S —
01.01.2025 .
WithSecure Elements EPP for Computers M,
/ Servers Premium e i
28.11.2024r.
2 . . 31 mecena,
12 | HAT grllthSecme Email and Server Security 250 ———
r—— 28.11.2024 .
WithSecure Elements EDR and EPP for A e,
C P 220 CYHTAHO OT
omputers/Servers Premium 28.11.2024 1.
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12

WithSecure Elements EDR and EPP for 30 mecelna,
M3 Computers/Servers Premium 100 CUUTAHO OT
01.01.2025 1.

JlumeH3uTe 3a MpaBOTO HA TOJI3BaHE W MOAIPHKKA TPsAOBa Ja OBAAT Ha MMeTo HAa M3

wnu ¢boTBeTHOTO BPD.
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3. O6xBar Ha ycjayrara

3.1. WithSecure Email and Server Security Premium

» 3ammuta 3a nomeHcku cbpBbpH WithSecure Email and Server Security
Premium
Ckanupane B peasiHo Bpeme Ha SMTP Tpaduka (BKIHOUUTEIHO M CKaHHMpPaHE BBTPE B
apXHBH)
CxaHupaHe Ha TMOIIEHCKNUTE KyTHH
ABTOMAaTHYHA 3al1Ta HA BCUYKA HOBOA0OABEHN MOLIEHCKH Ky THH
Hnenrndumpane Ha U3TOUHUKA Ha 3apasaTa, TUT Ha BUpyca, U JIp.
U3BecTsBaiu cpe/icTBa 3a aIMUHUCTPATOPA, MOAATENS U TOTydaTess
Onuus 3a 3a1mra oT crnam
BB3MOKHOCT 3a M3KITFOUBaHE OT ckaHUpaHe (MMe Ha (aiin, pasmupeHue, TeMa)
BBb3M0OKHOCT 32 MpoBepsiBaHe Ha KapaHTHHUPAHUTE ChOOIICHUS
Bb3MokHOCT 3a noCcThIT upe3 yed uHTepdetic
LlenTpanu3upana KapaHTUHA
BBb3MOKHOCT 32 M3M0I3BaHe Ha MPUIJIOKEHHUE 3a IOCTHIT 10 KapaHTHHATA
BBb3MOXKHOCT 3a aBTOMATM3MpaHO LEHTPAJM3UPaHO OOHOBSBaHE Ha OMEPALMOHHUTE
CUCTEMH W UHCTAJIMpaHuTe ,,3rd party” mpuiokKeHus Ha BCsIKa KpaiiHa TOYKa.

3.2. WithSecure Elements, EPP for Computers / Servers Premium
» 3ammuta 3a padorau cranuun — WithSecure Elements, EPP for Computers
Premium

LentpanusupaHo ynpasieHle 3a HeOrpaHUueH Opoii KpaiiH! TOUKH

[onnpbxka 3a Windows/Linux/Mac onepaliuoHHH cUCTEMU

BBb3MOKHOCT 32 aIMUHUCTPHUpPaHE Ha KOMITIOTPH € Pa3IMuHO MECTOIOJIOKEHHE
ABTOMaTUYHU WM TUTAHUPAHU BIICHTH MTpe3 MHTe PHET/UHTPAHET

Bb3MoKHOCT 3a 0OHOBSIBaHE Ha MPOAYKTUTE C MOCEIHUTE BUPYCHU NeHDUHULIN TIpe3
Proxy

BB3MOKHOCT 3a CKaHMpaHe B peajHO BpeMe, pPbUHO WM MPOrpaMUpaHo

Bb3moskHOCT 3a ckaHupaHe Ha BesikakBy Turoe Hocuren (HDD, FDD, CDROM wu np.)
CkaHupaHe Ha MPEHOCUMM HOCUTEJIM NPH 3apeKaaHe

PekypcuBHO ckaHupaHe Ha BJIOKEHH apXUBH

Bb3MmoskHOCT 32 JeduHUpaHe Ha CIIMCHK 3a M3KJIIOUBaHe OT CKAaHUpaHe Ha HAKOM Marku,
JuckoBe, (haitnose iy QaiinoBu pa3MpeHus

BB3MOKHOCT 3a LIeHTpain3upaHa U30Jalys Ha XOCTOBE B CiTydaili Ha MH(pEKIUs
3ammtHa cteHa (firewall) ¢ BE3MOKHOCT 3a KOHTPOJI Ha TIPUIOKEHUATA, KOHTPOJI Ha
JIOCTHIIA, 3allUTa OT 3710HaMepeH ko (emyranus Ha Windows firewall)

IPS (Intrusion Prevention System) — cricTema cpelily HeOTOPU3HPaH JOCThIT

CpencTBa 3a KOHTPOJI Ha cUcTeMaTa (system control), 3amura Ha perucTpuTe
Anti-spyware ¢ LeHTpaJIu3upaHo OOHOBsIBaHE

YrpaBieHue Ha KapaHTHHA Ha BCSIKa pabOTHA CTaHLIUA

IpoakTuBHa 3alKTa 32 pa3no3HaBaHe Ha HOBOIOSBUIIM CE 3aIliaxu

ctp. Sor7



ASRNEN

ANRNEN

NHIPS/In-the-cloud no3posisiBa 3amura B pamMkure Ha 60 CEKYHAH OT PETUCTPUPAHETO
Ha 3armiaxa

[Irbrux 3a 3ammMTa OT 3J0BPEeIHHM CaWTOBE M OYNKH B CHIYPHOCTTa 3a Opay3bpuTe
Mozilla Firefox, Microsoft Internet Explorer, Google Chrome

KonTpoun Bbpxy npenocumute ycrpoiictsa (USB, CD, DVD u ap.)

Mopyn 3a ckaHHpaHe 3a ySI3BUMOCTH

Briiouen moayn 3a ¢untpupaHe Ha yeO Tpaduka M ynpaBieHHE Ha JOCTbMA [0
3a0paHenwu caiitoBe. @yHkumu 3a blacklisting n whitelisting.

BrotroueH Momyn 3a ympaBlieHHE Ha CeCHMM 3a OHJIAiH OaHKUpaHe TOCPEICTBOM
OJIOKMpaHEe Ha BCUYKHU OCTaHAIN BXOJISIIH U U3XOASIIN KOHEKIIUU (CECUH).

Mopayn 3a 3amura cpelly paHChbMyebp M Mpeana3BaHe Ha YyBCTBUTEIHA MHPOpMaLUs
MocpeicTBOM Je(hMHUpaHe Ha TMPHWIOKEHHWATa, KOUTO MMAaT AOCTHIT JI0 OTpeIesieH!
pecypcHr Ha KpaitHaTa Touka

KonTpos Ha npuioxeHusTa - OJIOKUpaHe U3MbJIHEHUETO HAa MPUIIOKESHUS! U CKPUITOBE
CBIVIACHO MpeleUHUPAHH MTPpaBUIa UK MpaBuia, 1eUHUPaHU OT aIMUHHUCTPATOpa
BBb3MOKHOCT 32 aBTOMAaTH3MPaHO LEHTPAIM3UPAHO OOHOBSIBaHE Ha OMEPaLMOHHUTE
CHUCTeMH W MHCTAJIMpaHuTE ,,3rd party mpuioKeHus Ha BCsAKa KpaliHa Touka

Rollback ¢ynkIms 3a BB3CTAaHOBSBAHE Ha 3acerHaTH OT paHCBEMyep (aitmoe, B
MPEUITHOTO UM KOPEKTHO ChCTOSIHUE

Bb3MoKHOCT 3a U3npaiiiaHe 1 cyiefieHe Ha CUCTEMHHUTE ChOUTHS Ha KPaitHUTE TOYKH KbM
crouTHATa 32 curypHocT Ha WithSecure Elements

BuenpeH W3KyCTBEH WHTENCKT, MaBaml o0oOmeHa HWHpOpMAalNsA 3a CIAYUYWIHTE Ce
CBOUTHS 32 CUTYPHOCT

» 3Bammuta 3a ¢aiijoBu cepebpu — WithSecure Elements, EPP for Servers
Premium

ABTOMaTUYHU WM TUTAHMPAHU BIICHTH Mpe3 MHTe PHET/UHTPAHET
CkaHupaHe B peajlHO BpeMe Ha BCUYKH (aiijioBe Ha ChbpBbpa
Bb3MoxkHOCT 3a KOH(GUTYypHpaHe Ha BIIESHTUTE Mpe3 UHTEPHET WM OT JIPYTO MSCTO B
MpexKaTa
Bb3MokHOCT 3a 0OHOBSIBAaHE Ha MPOAYKTUTE C MOCTEAHNUTE BUPYCHU AePUHUIMK upe3
Proxy
BB3MOKHOCT 3a KOHGUTrypupaHe Ha MPOAYKTUTE Ja MpearnpreMar aBTOMATUYHU
JIeHiCTBHS MPU 3acedeHa 3aruiaxa
BB3MOKHOCT 3a ynpaBjieHHe Ha KapaHTHHATA
Mopyn 3a 3amuTa cpemyy paHChbMyebp W Mpeana3BaHe Ha YyBCTBUTETHA MH(pOpMALIUS
nocpeacTBOM AeprHMpaHe Ha MPUI0KEHUATA, KOUTO JIa UMaT JOCTHI A0 OMpeesieH!
pecypceH Ha KpaiiHaTa TouKa
KonTpon Ha npusoxeHusTa - OJIOKMpaHe W3ITBIHEHUETO Ha TIPUIIOKEHNS U CKPUTITOBE
ChIJIaCHO npeaeUHUpaHU TIpaBWIIa WK NipaBuia, Ae(GpUHUPAHU OT aJIMUHUCTPATOPA.
BBb3MOKHOCT 3a aBTOMATM3MpaHO LEHTPAJM3MpaHo OOHOBSBaHE Ha OMEPALMOHHUTE
CUCTEMH W UHCTAJIMpaHuTE ,,3rd party” npuioKeHUs Ha BCEKU ChPBBP
Rollback ¢yHkumMs 3a BB3CTAaHOBSBaHE Ha 3acerHaTH OT paHCbMyep (aiiioBe, B
MPEUITHOTO UM KOPEKTHO ChCTOSIHUE
BB3MoKHOCT 32 M3Mpatiane v ciiefieHe Ha CUCTEMHHUTE CHOUTHS Ha KPaitHUTE TOYKN KbM
crouTHaTa 3a curypHoct Ha WithSecure Elements
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ANANENENEN

SNENEN

BHeapeH uW3KycTBeH HWHTEJEKT, naBaly oOoOlieHa WHpopManus 3a CIy4YWIUTe ce
CBOUTHS 3a CUTYPHOCT

» LlenTpanuzupano ynpasjenne — WithSecure Elements, Management Portal
[MonuThky, 6a3upaHu Ha JOTMYECKU TPYITH
VHacnensBaHe CTpyKTypaTa Ha akTUBHATA JUPEKTOPHS
ABTOMaTUYHO M LIEHTPAJIM3UPAHO OOHOBSIBAHE HA BUPYCHUTE Je(DUHUIINH
LenTpanusupann oOHOBsBaHMS HA BEPCUHTE HA MPOAYKTHUTE
Habmrogenne Ha MpekaTa: JOKJIAOW ¢ JAeTaiimHa (WM3deprarenHa) wHboOpMamus 3a
W3BECTUATA, BBPXOBE BbB BUPYCHHTE WH(EKIMH, TEKyllaTa BepcHs M CTaTyca Ha
CBHOTBETHA MalIMHA
[Ipenedunnpann rpadudHM NOKIAAW, KOWTO IIe TMOMOTHAT B JIOKAJM3WPAHETO Ha
He3alIUTeH! MAallUHU U B TIPOCJIe/IIBaHETO HA BUPYCHUTE aTaku
BBb3M0KHOCTH 32 M3BeCTsBaHE B CiIyYail HA HOBA 3aruiaxa
[Moxnpexkka Ha TIOBeUE OT €IMH aIMHUHUCTPATOPCKU aKayHT
BB3MOXKHOCT 3a aBTOMAaTH3MpAHO LEHTPAM3UpaHO OOHOBSIBAHE HA OMEPAlMOHHUTE
CHUCTEMHU U ,,3rd party” nmpuaoKeHuATa, MHCTATMPAHU Ha 3alIMTCHUTE PECypPCH.
BB3MoxkHOCT 3a cBalisHe Ha OOHOBIIEHUSITa Ha LIEHTpaJieH ChPBBPEH pecype, OT KOHTO
ChINUTE J1a OBAAT pa3NpocTpaHsIBaHU B JIOKATHATa Mpeka 0e3 Jla HaTOBapBaT UHTEPHET
Tpaduka
IMogmpwxka Ha Proxy cepBbp (Elements Connector) 3a pasmpocTpaHeHHWe Ha
0OHOBsSIBAaHMATA

3.3. IlakeT JINIEeH3H 32 3acHYaHe U peaknus npn nHunAeHTH WithSecure Elements
EDR and EPP for Computers/Servers Premium

Enunen noprain 3a ynpasienne Ha Benuku Mmoayiu — EDR, EPP, Identity Management,
Collaboration Protection for Microsoft 365

Busyanuzaums Ha cbOMTHS 1O 33/1a/I€H MEPHOJT OT BpeMe

[TaTeHTOBaHa TEXHOJOIMA 3a NMOBEJAECHUYECKH aHAIU3, KOSITO OTpa3siBa caMo pejieBaHTHU
CBHOWUTHS M TAXHATA KPUTHIHOCT

[IpenocTtaBs cnuMcbK Ha MHCTATMPAHWTE MPWIOKEHUS C Uesl WAeHTHUdUIHMpaHe Ha
MOTEHUMATHO HEe)KeJIaHW TaKMBa M HETMO3HATH MPEXOBU JAeCTHHALINN

Peakims mpu MHIMAEHTH M HACOKM TPH TIpeATIPUEMaHe Ha OTajeueHn npeaepuHupann
JeicTBUs

Bb3MoKHOCT 3a KOH(pUTYpHpaHe Ha aBTOMAaTUYHO JASHCTBHUE MPH 3acUyaHe Ha 3aruiaxa
BHeapeH M3KyCTBEH HWHTEJEKT, naBanl oOoOiieHa WHGOpMalMs 3a BCEKH 3aceueH
WHIUJICHT.

4. Ipyru n3ucKBAHHA

CodrtyepHure makeTH cjelBa Ja ce MPeJOCTaBiIT OT JIMIE, OTOPUBUPAHO OT

Mpou3BOAMTENsT Ha coTyepa WIM OT HEroB oduuMageH MNpeacTaBuTes] C MpaBo 3a
pa3npocTpaHeHUe U MPeAOoCTaBsHEe Ha MOAAPBKKA Ha MpelularaHuTe coTyepHH NPOAYKTH Ha
Tepuropusita Ha PenmyOnuka bbarapus. M3nbanutensT cieaBa Ja MNpeaocTaBd  Ha
Bb3noskutens konve OT BaIMIAEH NOKYMEHT 3a OTOPHM3alWsA, W3JAaJEH OT MPOU3BOAMTENS HA
coTyepHUTE MPOLYKTU WM OT OpULIMATIEH HETOB MpPeACTaBUTEN.
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