MpunoxeHwue Ne 1.5.

TexHuuecka cneundukauma no obocobeHa nosnums Ned ¢ npegmert:
»[oCTaBKa Ha cOTyepHN NakeTU U XapAayepHU YCTPOWUCTBA 3a AePUHMpPaHe Ha OMOpHa

Mpexa, MpexoBo o6opynBaHe 3a AoCTbN A0 MaCcMBUTE 3a AaHHU, 3alUTHU CTEHU 3a MHTEePHeT

TpaduK U eneKTPOHHaA NoLua 1 3a nokKanHa mpexa“

1. CodptyepHo AechMHMpaHa onopHa Mpexa 3a NPEHOC Ha faHHU

061wwu usncksaHus

REQ.1. Bcuyku yeTpoiictea TpsibBa 4a N03BONSABAT AMPEKTEH MOHTaX B 19 Wwkad.
Beuuku yetporctea TpsibBa da MMaT MUHUMYM [iBa TOKO3axpaHBaLLy Mogyna, paboTeLlm B pexum ¢
REQ.2.
MbIHO pesepaupaHe. [la nogabpxat 3axpansaHe o1 220-240v AC, 50Hz.
REQ.3 Bcuuku yeTpoictea Tpsibea fa umat MuHumym eaumH 10/100/1000BASE-T v eauH cepueH nHtepdeic
o (koH3ona) 3a ynpasnerue (OOB).
REQ.4. Bcuukm yeTpoiictea Tpsiba a umat MuHumym eanH USB nopr.
MpeanoxeHoTto peweHne 3a SDN (Software Defined Network) TpsibBa aa BknmouBa cnegHute
KOMMOHEHT!:
e PesepsupaH KITbCTEP OT MUHUMYM TPK KOHTPONEpa.
o ®abpwuka ot aBa onopHu (Spine) komyTaTopa 1 ABaHageceT kpanHu (Leaf) komyTaTopa.
REQ.S. e OnopHute komyTtatopu TpsbBa umat MuHuMym TpugeceT w gsa 40/100 Gbit's QSFP28
UHTepdeica.
o [IBa OT KpanHuTe KomyTaTopu (Tvn 1) TpsibBa Aa MMaT MUHUMYM YeTupeaeceT u ocem 1/10/25
Gbit/s SFP+ n wect 40/100 Gbit/s QSFP28 nHtepdeica.
e [leceT OT kpaiHUTe KomyTaTopyn (Tun 2) TpsibBa 4a UMAT MUHUMYM YETMPEOECeT M OCEM
100M/1/10GBASE-T u wect 40/100 Gbit/s QSFP28 nntepdeinca.
REQ.6. Bcuuku xapayepHn 1 codhTyepH KOMMOHEHTM Ha peLLeHneTo TpsibBa Aa ca OT e4uH NPoM3BOANTEN.
REQ.7. Bcuukn komyTatopy TpsibBa Aa umat Hebnokupyema apxuTekTypa.
REQ.8. KomyTatopute TpsibBa aa nogabpxat Spine/Leaf Tononorus Ha age HuBa.
MpeanoxeHOTO pelleHne TpsbBa f4a e HambHO pesepBupaHo. PaboTta Ha cuctemata TpsbBa Aa
REQ.9. NPOObIDKM MpK OTNadaHe Ha KOMTO M Ja € edMHUMYEH KOMMOHEHT kaTo npeanara 6bp3o
Bb3CTaHOBSIBAHe.
REQ.10 MpeanoxeHoTo pelleHne TpsbBa Ja N03BONsiBa ABOVWHO pasLwmpeHne Ypes aobassHe camo Ha Leaf
"~ |komyTaTopu. SDN koHTponepuTe 1 Spine KomyTaTopute TpsiGBa Aa ca npeaBapuUTENHO Opa3MepEHM.
OtnapaHeTo unu pgobaBsHe Ha KOHTponep He TpsbBa Aa Hapywasa paboTaTa Ha cucTemarta.
REQ.11.  |OTnagaHeTo oopu Ha BCUYKM KOHTpONepW He TpsibBa fa cnvpa paboTtaTta Ha Beye NPOBU3MPaHUTe
ycnyru.
REQ.12. |Pewenveto Tpsibea aa noaabpxa IPv4 un [Pv6.
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OnopH1TE KOMYTaTOPM U ONTUYHUTE KParHU KOMyTaTopu (TUn 1) TpsIbBa Aa NOALbPXKAT AUPEKTHO UMK

REQ.13. |upes ponmbnHuTeneH nuueHs |EEE 802.1ae (MACSEC). PeleHveto TpsibBa Aa no3Bonsiea
KpUNTUPaHW BPBH3KM KbM ApYrit LEHTPOBE 3a AaHHM cbe ckopocTh oT 10/40/100 Gbit/s.
OnTtuyHKTe KpanHu komyTaTopy (Tun 1) TpsbBa ga noaabpXaT AMPEKTHO WK Ype3 LOMbIHUTENEH
REQ.14. .
nuuens FC/FCoE cbe ckopocTtn o1 16 Gbit/s FC.
Bceku kpaeH komyTaTop TpsibBa Aia e 3akayeH KbM BCEKW OT ABaTa OMOPHM KOMyTaTopa NOCPeACcTBOM
REQ.15 40GBASE-SR-BiDi # wmyntumogeH kaben ¢ gBe BnakHa. [la ce npegsuaat Heobxoaumute
"~ |TpaHcuBepu. TpsbGea ga ce nogabpxat pasctosHus ot 100 metpa 3a OM3 u 150 metpa 3a OM4
MyNTUMOZLEH Kaben.
REQ.16 MpeanoxeHOTO pelleHne TpsbBa [ha NO3BOMSBA YBENMYaBaHE Ha NPOM3BOAMTENHOCTTA 4pes3
" | noGaBsHe Ha Spine komyTaTopy (00 LWecT Gposi 06LLO).
REQ17 MpeanoxeHOTO pelleHre TpsbBa Aa No3BosSBa yBennyaBaHe Ha NPOM3BOAUTENHOCTTA YPE3 3aMsHa
" |Ha Bpb3KUTE Mexy komyTaTopute cbe 100 Ghit/s.
REQ.18 lMpeanoxeHoTo peleHne TpsbBa Aa no3sonsBa fobaBaHe WM NpeMaxBaHe Ha KOMMOHEHTU OT
"~ |dabpukata (kHOTponepu, koMyTaTopu) 6e3 NpekbCBaHe Ha ycnyruTe.
REQ.19. |MpeanoxeHoTo pelleHe TpsIOBa Aa NOAAbPXKA TEXHOMNOMS 3a BUPTyann3aLus Ha Mpexata - VXLAN.,
MpeanoxeHoTo pelleHne Tpsbea fa nogabpxa TEXHONorus 3a pasrernsHe Ha Layer 2 VLAN mpexm
REQ.20. |mexmy ABa 1 noBeye LieHTbpa 3a AaHHW, NO3BONSBaKA MUrPaLMst Ha CbpPBbPU U BUPTYaNHO MalLUHW
6e3 npomsiHa Ha agpecHaTa UM cxema.
REQ.21 MpexoBaTta apxutekTypa TpsibBa fa e nogabpxa "VXLAN overlay" B xapgyepa 3a ga ocurypsisa
"~ | norudecku Tononorm u abeTpakums Ha xapayepa Ges 3ary6a Ha npou3BOANUTENHOCT.
Pewenveto Tpsbea ga nogabpxa "multi-home" u "multi-pathing” npu Gbgewo paswwupexne Kbm
REQ.22. | ponbnHUTENHM LEHTPOBE 3a [JaHHM 3a ePEKTUBHO M3MON3BaHe Ha KanauuteTa Ha BCUYKW aKTUBHM
BPB3KN.
REQ.23 PelwenveTo Tpsabea fa nogabpxa oTaaneyeHmn kpanHu komytatopu npes IP cebpaaHocT. Tpsibea aa
" |ce nogawbpxaT 40 Net nofobHU MHCTanauuy.
REQ.24 PelueHuneTo TpsibBa fa no3B0ONsBa paswmpeHre 40 TpW LeHTbpa 3a AaHHu ¢ fobaBsiHe €AMHCTBEHO
"~ |Ha komyTaTopy 1 6e3 AOMbIHUTENHA MHBECTULMS 3a KOHTPOMEPY.
REQ.25 Pelwenneto Tpsba Aa no3sonsBa AMPEKTHO WM Ype3 AOMbAHUTENEH NMULEH3 Bpb3ka KbM Apyru
| haBpukn/KITbCTEpH C Bb3MOXHOCT 3a LIEHTPan3npaHo ynpasneHue.
REQ.26 PewweHnveto TpsibBa aa nputexasa cpeactBa 3a koHTpon Ha BUM (broadcast, unknown unicast,
"~ |multicast) Tpachuka.
REQ.27 Pelwenveto Tpsba aa nos3sonsBa WHTerpauus ¢ L4-7 yctponctsa (3awutHu ctenu, IPS/IDS-u,
" |loadbalancer-).
REQ.28 PelweHneTo TpsibBa ga no3BonsiBa MHTErpaunst CbC 3alUMTHU CTeHu B ftransparent” unu routed”
" | pexum U3MbIHEHW KaKTO CbC Xapyep Taka v BUPTYarHu.
REQ.29. |PeweHnueTo TpsibBa Aa No3BONsIBa MHTErpaLys ¢ xunepeaitzopu Ha Vmware, Microsoft n Redhat.
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REQ.30. | Tpadwmka OT BUPTyanHM MalLMHK 1 pr3n4eckn CbpBbpK TPSIOBA Aa NOANEXN HA MOEHTUYEH KOTPOT.

REQ.31.  |PeweHnueTo TpsibBa Aa noaabpxa uHTerpaums MuHuMym c net Vmware vCenter gomeitHa.

REQ32. PelueHuneTo Tpsbea Aa noaabpxa NpoBu3npaHe 1 HabnoaeHne Ha nopT rpyni Ha BUPTYariHU MaLLUHW
Ha pa3nuyHu xunepaunsopm (Vmware ESXi, Microsoft HyperV).

REQ.33. PelwueHneTo Tpsabea Aa nogabpa NpeMecTBaHe Ha BUPTYarHM MaLUUHK Ha Pa3fnyHi NPOM3BOANTENN
(Vmware, Microsoft, Redhat) mexay npou3sonHm Touku oT chabpukara.

REQ.34. | PewweHneTo TpsibBa fa Habnoaasa 1 BU3yanuaupa Ype3 KOHTponepa 3arybn Ha NakeTv 1 3aKbCHEHS!.

REQ.35. ®abpukaTta TpsibBa Aa 6anaHcupa aBTOMaTUYHO Tpadmka ¢ NpeHaco4BaHe KbM no-crnabo HaToBapeHM
BPB3KW NPpY 3a4pbCTBAHE.

REQ.36. |®abpukata TpsibBa Aa NproTM3Mpa No-nekuTe NoToLm OT MHOPMALMS 3a CMETKa Ha NO-TEXKMUTE.
PelweHnveto TpsibBa ga nogabpxka AnctpubyTupaH L3 no nogpasbupaxe (default gateway) Ha

REQ.37. |Bceku kpaeH komyTtaTop. AKO € Heobxoauma MapLupyTu3auus Ts TpsibBa Aa ce M3BbpLUBA OLle Ha
MbPBUST KOMYTATOP OT (habpukaTta KbaeTo BnM3a Tpadmka.
PelweHneTo TpsbBa oa nogabpxa MHOXECTBO BPb3KM KbM BbHLUHM MPEXu C Noaapbxka Ha BGP,

REQ.38. |OSPF u cTatyHa mapLpyTusaums. Tpsibea ga ce noaabpxat Guntpu (Mpedmke NUCTi) BXOAALLO U
“3xoasLwo ot habpukaTa.

REQ.39. HayyaBarneto Ha MAC, IP, VTEP ID, TpsibBa ga ctaBa xapayepa Ha ¢abpukata ¢ uen no-gobpa
NPOM3BOANUTENHOCT.

REQ.40. |Pewenueto Tpsibea aa nogabpxa DHCP relay.

REQ.41. PelwueHuneTo Tpsbea fa noaabpxa 13onaums Ha CbpBbPY B €AMH MPEXOB CErMEHT HE3aBMCUMO Lasi
ca (hU3NYECKN UK BUPTYaITHU.

REQ.42. PelwenveTo Tpsbea a noaabpka cnncbuy 3a KOHTpon Ha goctbna (ACL) Mexay CbpBbpy Unu rpyna
HE3aBMCMMO Jani ca U3NYECKN UK BUPTYaIHM.

REQ.43. PelueHneTo Tpﬂ6§a na ngnnbpma XOCTOBE 3aKayeHu KbM [Ba pas3nuyHi KOMyTaTopa 3a pe3epsupaHe
ype3 MCEC (Multi-chassis etherchannel) TexHonorus. Tpsbea ga ce nogabpxa LACP npoTokon.

YnpaBneHue u HabnogeHue

REQ.44. |LsanaTa chabpuka TpsibBa ce fe MeHaxmpa kaTo €[uH NOruYeckn KOMMOHEHT.

REQ.45. KnbcTepa oT koHTponepu Tpsibea a ce CUHXPOHU3Mpa aBToMaTUYHO. TpsibBa fa npuTexasa peLleHne
npu eBeHTyaneH ,split-brain” cueHapun.
Pelwenneto TpsbBa [a no3BONsiBa IOTMYECKO pA3AEreHne Ha cuctemata Mexay pasfnyHu

REQ.46. |nonsoBatenu (multi-teanancy) cbC HaMbIHO CaMOCTOSTENHA MOMMTUKA. Tpadvk MEXIY PasnnyHu
nonsosatenu (tenants) Tpsi6Ba Aa € Bb3MOXEH CamMO MO KHOHTOMMUPAH MbT NPE3 3aLUTHUA CTEHM.

REQ.47. |PeweHueTo TpsibBa fa No3BonsiBa aBTOMaTHU3MpaHo (zero-touch) npoBuanpaHe Ha KOMyTaTOpK.

REQ.48. PelweHneTo TpsibBa Aa Noaabpxa aBTOMaTUYHO OTKPUBAHE Ha Tononoruata Ha dabpukata no LLDP

1 BU3YyalnM3mpaHeTo 1 Npe3 KOHTponepuTe.
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PelwenneTo Tpsabea ga e nporpammpyemMo CbC Bb3MOXHOCT 3@ MPOMEHM Npe3 OTBOPEH MpOrpameH
nutepdeiic (API). Joctbna go API Tpsibea fa e orpaHnyeH eQuMHCTBEHO Npe3 efHa Touka (Kmbetepa

REQ.49.
OT KOHTponepw). TpsibBa Aa moraT Aa ce NMOAABbPXAT OPKeCTpaTopu U CUCTEMU 3a yNpaBreHne Ha
OpYrv NPON3BOAUTENN.

REQ.50. PelweHuneTo TpsbBa Aa noaabpxa PyHKLUMW 3a aHanu3 Ha Tpadmka, TpauiHu CTaTUCTUKK, YNaBsHe
Ha nakeTu.

REQ.51. | PelweHnuneTo Tpsiba Aa No3BonsiBa [OKNaaun 3a CbCTOSHUETO Ha cucTEMATA.

REQ.52. |PewweHueTo Tpsibea ga nogabpxa SNMP npoTokon.

REQ53. Pewwenveto Tpsbea aa nogabpxa TACACS+, RADIUS, LDAP 1 nokanHa aBTeHTUKauust. PelueHneto
TpsbBa Aa MOXe fa Ce MHTErpupa C akTuBHa aupektopusi nocpeactsom LDAP npoTokon.

REQ54. PelwueHneTo TpsibBa fa nogabpka pornu orpaHuyaBally JoCTbha Ha noTpebutennte Ha cuctemata
caMmo [0 onpegenern yHKLUN.

REQ.55.  |PewweHnueTo Tpsibea aa noambpka ABYaKTOpHa aBTEHTUKALMS.

REQ56. PelueHneTo Tpsbea fa OTKpuBa aHOManuu Ha Gasa TenemMeTpuyHu LaHHM C KOeTo Aa nomara 3a
6bp30TO OTKPMBAHE M peluaBaHe Ha npobnemu ¢ ,control-plane Tpadmka.

REQ.57. PewweHneto TpsbBa fa MOXe Aa MOHWTOpMpa pecypcute Ha cabpukaTta, 4a Noka3Ba TEHAEHLMH,
KaKTO W i OTKpPMBA KOMMOHEHTU C BUCOKO HaTOBapBaHe.

REQ58. PelwueHneTo TpsbBa Aa MOXe Aa OTKpWUBA aHOMarnuu B xapayepHu KOMMoHeHTH kato CPU, namer,
Temnepatypa, 060poTH Ha BEHTUNATOPUTE.

REQ.59 PelwenveTo Tpsbea fa noaabpxa aBToMaTyHO nposusnpaHe Ha ycyru npe3 RESTful APl B JSON u
XML cpopmar.

REQ.60. O®abpukata TpsbBa Aa noaabpKa pasnMuHKM onuun 3a nporpamupyemoct:python, bash, netconf,
xml/json.

REQ.61. [loctaBunkbT TpsibBa aa ocurypu 6e3nnartHo cumynaTtop Ha codTyepa Ha KOHTponepa (BMpTyanHa
MallMHa UK xapayep) KONTo MOXe Aa Ce M3nonaBa 3a TECTOBE M 0Dy4eHue.

REQ62. KoHTponepsT Tpsibea ga nogabpxa CLI uHTEpdenc 3a LsanocTHO KoHdMrypupaHe Ha habpukata.
KoHdomrypauusita Tpsibea ga ce cunxponusmupa ¢ GUI nitepdoeiica.

REQ.63. |KomyTaTopute TpsibBa fa noaabpxat CLI uHTepdeinc 3a MOHUTOPUHT 1 OTKPKUBAHe Ha npobnemy.

REQ64. KoHTponepsbT TpsibBa fa 3ana3sa KOH(UrypauusTa Ha perynsipHi UHTepBanu Unu npu kKoMaHaa 1 aa
MOXe [1a Bb3CTaHOBSBA CTapa Takasa npy HeobxogumocT.

lapaHums v nopapbXKa:

REQ.65. | Cpok Ha xapayepHaTta rapaHuus - MUHUMYM 5 (NET) FToauHN.

REQ.66. |Cpok Ha TexHU4ecka NOAAbPXKKA — MUHUMYM 5 (NET) roaunHM.

REQ.67. |MonyyaBaHe Ha HOBM BEpCUM Ha codpTyepa - MUHUMYM 5 (NeT) roguHw.
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2. MpexoBo o6opyaBaHe 3a OCTLN [0 MacUBMUTe 3a JaHHN — 2 Gpos

06wu usncksaHus

REQ.68. |Twn Ha kyTusiTa/lwacuTo - 3a AMpeKTeH MOHTax B 19 Wwkad.

REQ.69. 3axpaHBaHe — MUHIUMYM [Ba TOKO3axpaHBally Mogyna, paboTelun B peXnUM C MbIHO pesepBupaHe.
[a nogabpxart 3axpaneaHe o1 220-240v AC, 50Hz.

REQ.70. |[dauma muHumym pesetaeceT U wecT Fibre Channel nopra.

REQTA. KomyTaTopbT oa 6bae aoctaBeH ¢ aesetaeceT u wect 4/8/16 Gbhit/'s SFP moayna 3a pabota Ha
pasctosHue fo 100 metpa Bbpxy OM3/OM4 mynTumop kaben (aBe BnakHa).

REQ.72. KomyTtatopbT TpsibBa Aa nogabpxa Bb3MOXHOCT 3a OrpaHu4aBaHe Ha JocTbna Ao WHTepdelica 3a
ynpaeneHue upes IPv4/IPv6 npasuna 3a goctbn (ACLS).

REQ.73.  |KomyTaTopbT TpsibBa ga noaabpa nporpameH uHtepdeiic (RESTful API) Ha camoTo yCTPOMCTRO.

REQ.74.  |MopToBeTe Ha KomyTaTopbT Aa noaabpxart cneaHute ckopocty : 2,4,8,10, 16Gbit/s.

REQ.75. | ApxutekTypaTta Ha KomyTatopbT a no3Bosnisiea paboTtaTta My Ha MbiiHa CKOPOCT Ha BCUYKM NOPTOBE.

REQ.76. |KomyTaTopbT Aa He e no-ronsim ot 2RU.

REQ77. KomyTtatopbT da nogabpxa Bb3MOXHOCT 3a OOHOBSIBaHe Ha codbTyepa, 6e3 ToBa Aa Mpekbesa
paboTaTa Ha yCTpPOMCTBOTO.

REQ.78. KomyTaTopbT ga noaabpxa aBToMatu3auus Ha OOHOBSBAHETO Ha OnepauuoHHaTa cuctemara w
WHCTanauusTa Ha KOH(UrypaLMoHHNS dhailn Npyu MNIEMEHTaLUMsaTa Ha HOB KOMyTaTop.

REQ.79.  |KomyTaTopbT Aa noaabpxa uarpaxaaHeTo Ha ISL ot rpyna oT nopTose.

REQ.80. |KomyTaTopbT Aa nopmbpka U3Non3BaHETo Ha noHe 16 nopTa B Takasa ISL rpyna.

REQ.81 KomytatopbT fOa nogabpka pasgensHeTto Ha abpukata Ha otaenHu BuptyanHu  SAN
Mpexu/dabpukn.

REQ.82. |KomyTaTopbT Aa noaabpa MapLupyTuaupaHe mexay BuptyanHute SAN mpex.

REQ.83. |KomytaTopsT aa nogabpxa NPV (N_Port Virtualization).

REQ.84. |KomyTaTopbT Aa 6bae AoCTaBeH C Bb3MOXHOCT 3a AocturaHe Ha 4000 6ydep kpeauTa Ha nopr.

REQ.85. KomyTtatopbT Aa nossonsea 3agensHe Ha 4000 6ydep kpeauta 3a BCska rpyna oT nopToBe(He no-
ronsma ot 4 nopta)

REQ.86. KomyTaTopbT TpsibBa Aa Ma Bb3MOXHOCT 4a OTCTpaHsiBaHe Ha NoBpeaeHun dpeitMoBe Ha 6asata Ha
CRC nposepka.

REQ.87. |KomyTtaTopbT Aa noAAbpxa pectapTpaHe Ha NpoLEec Cbe 3anasBaHe Ha CbCTOSHUETO.

REQ.88. |KomyTatopsT fa nogabpxa SSH.

lapaHuusa u nogapbLXKKa:

REQ.89. |Cpok Ha xapayepHaTa rapaHuus - MUHUMYM 5 (NEeT) roamHy.

REQ.90. |Cpok Ha TexHu4ecka Noaabpxka — MUHUMYM 5 (NeT) roauHw.

REQ.91.  |MonyyaBaHe Ha HOBM BEpCUM Ha codhTyEpa - MUHUMYM 5 (NeT) roamnHw.
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3. KomyTatopu 3a goctsbn — 32 6pos, 24 noptosu, Layer 3 ¢ PoE

06wu usncksaHus

REQ.92. | Tun Ha KyTusTa/lacuTo - 3a MoHTax B 19 wkad
3axpaHBaHe — MOZYMHO, C MUHUMYM [Ba TOKO3axXpaHBaluu Mogyna 3a pesepaupaHe, 220-240v AC,
REQ.93. 50Hz
REQ.94. |MuHumym 24 nopta 100/1000BASE-T
REQ.95. |MuHumym fgBa nopta nopabpxawyy SFP+u SFP28 mogynm 3a 10GE n 25GE
YCTpOWCTBOTO Aa MMa BrpageH NopT 3a CTEKOBO CBbp3BaHE C MPOM3BOAMTENHOCT OT MUHUMYM
REQ.96.
400Gbps
REQ.97. |YcTpoWcTBOTO Aa NO3BONSABA U3rpaxaaHe Ha CTek C MUHUMYM 8 yCTpoicTBa
REQ.98. yCTpO?ICTBOTO [a MMa Bb3MOXHOCT 3a U3rpaxgaHe Ha oblia 3axpaHBalya WiHa Mexay MUHUMYM 4
yCTpOHCTBa
REQ.99. |[anogabpxa 802.3af n 802.3at PoE
REQ.100. [[a uma munnmym 720W PoE moLwHoCT 3a Lenus komyTtaTtop
REQ.101. |Bpoit USB noptose - MuHUMYM 1
REQ.102. |CepueH KOH30MEH NOPT - MAUHUMYM 1
REQ.103. |[a nogabpxa usonupaHe Ha notpebutenure ot eaunH u coly VLAN
REQ.104. |[a nogabpxa 802.1X Ha BCUuKW nMopToBe
REQ.105. |Ha nogabpxa 802.1x maeHTudmkaums n otopusaums ¢ npunaradeto Ha anHammnynm VLAN n ACL.
REQ.106. |[a nogabpxa uoeHtudukaums Ha 6asa MAC agpecy
REQ.107. |[a nopabpxa uoeHtudukaums ypes srpageH Web nopran
[la nopabpxa KoMOMHMpaHe Ha MeToauTe uaeHTudMKaums Ha eguH nopt — 802.1x, MAC agpec, WEB
REQ.108. naeHTUMKaLms.
REQ.109. |Ha nogabpxa RADIUS CoA
[a nopabpxa xapayepHO peanuaupaHn nuctM 3a unTpupaHe Ha Tpadwuka Ha 6asa
REQ.110. |[source/destination IP agpecw, source/destination MAC agpecu, npotokonu u Layer 4 TCP/UDP
HOMepa Ha nopToBe
REQ.111. |Ha nogabpxa 802.1AE 256 61UTOBO KpunTMpaHe Ha BCUYKW NOPTOBE
[a nogabpxa aBTomMaTYHO UHcnekTupaHe Ha DHCP Tpadmka cbe crnegHute yHKUMN:
e 6GnokupaHe Ha DHCP 3asiBku ¢ pasnuka B MAC agpeca Ha Ethernet dopeiima n MAC agpeca
B DHCP 3asBkata.
REQ.112.
e OnokupaHe Ha DHCP nakeTu 3a ocBo60XaaBaHe Ha adpec Unn 0Tkas, KOWTO uaBaT OT NopT
pasfnnyeH OT To3W, Npes KowTo e nonyyeH IP agpeca.
e 3awwura ot IP Spoofing
REQ.113 [la nogabxa aBTOMAaTUYHO 3amameTsiBaHe Ha M3nonaBaHus OT knneHTckoTo y-80 MAC agpec u aa
© 7" |6nokupa MpeXoBMS 4OCTHMN 3a ApYrv YCTPONCTBA CBb3BAHN KbM ChLUMS MOPT
REQ.114. |[a nogppwbxa urHopupare Ha BPDU nakeTu nosiy4aBaHu OT KIIMEHTCKM NOPTOBE
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REQ.115.

[la nogbpxa Bb3MOXHOCT 3a urHopupare Ha STP root bridge MHdopmMaLuums npes HeoTOpU3MpaHu
nopTose

REQ.116.

[a noaabpxa KpVII'ITOFpa(*)CKI/I MeTO[ 3a NpoBepKa Ha aBTEHTUHOCTTa Ha U3MoJ13BaHUA cochyep

REQ.117.

XapayepHo mapLuyputusnpaHe 3a IPv4 n IPv6 cbe cregHuTe napameTpu, Kato MUHUMYM:
o [lpounssogutenHocT - 200Gbps
e Forwarding — 150Mpps
e bBpoit IPv4 u IPv6 mappyTta — 16000
e Multicast mapwpytu — 5000
e SVl unHtepdency — 1000
e [laketHn Bycdepu — 16MB

REQ.118.

DRAM - mutumym 8GB DRAM

REQ.119.

[a nopabpxa Statefull Switch Over (SSO) mexay komyTaTopu B e4uH CTeK 3a MUHUMYM CrieaHUTE
PYHKLMM:

e MapuwpyTusmpaHe

e STP

o 802.3ad

REQ.120.

[la nogabpxa HenpekbLCHATO KOMYTUpaHe Npu u3BbpLBaHe Ha SSO

REQ.121.

MAC agpecv — muHumym 32000

REQ.122.

[a nogabpxa Jumbo frames ot noHe 9198 6aiTa

REQ.123.

[a nogabpxamuaumym 4000 802.1Q VLAN

REQ.124.

[a nogabpxa eHkancynauus Ha tpadgmka b VXLAN

REQ.125.

Spanning Tree — IEEE 802.1d, 802.1w 1 802.1w

REQ.126.

[la nogabpxa cnegHuTe NPOTOKONM 3a MapLUpyTM3aLms:
e CraTyHo mappyTtusupaHe 3a IPv4 u IPv6
e RIPv1, RIPv2, RIP-NG
e OSPFv2 n OSPFv3
e BGPV4
e [S-ISv4
e IGMPv2 1 IGMPv3 snooping
e MynTukac mapwupytusupare ¢ PIM-SM n PIM-SSM
e MapuwpyTusmpare Ha 6aza NONUTUKK
e BupTyanusauus Ha MawwpyTusupawimuTe Tabauum n NpoToKou
e VRRP

REQ.127.

[a nogabpxa IEEE 802.3ad LACP npotokon

REQ.128.

[a nogobpxa |EEE 802.3ad rpynu ¢ nopToBe OT pasnuyHn KOMyTaTopy B €4uH CTeK

REQ.129.

[a nogabpxa LLDP n LLDP-MED

REQ.130.

[la nopabpxa KnacudmumpaHe Ha TpaduyHUTE NOTOLM Ha HUBO annuKaLu1Te NOCPeACTBOM BrpageHa
DPI cuctema

REQ.131.

[la nogabpxa QoS cbe crnegHnTe YHKLWK, KATO MUHUMYM:




MpunoxeHwue Ne 1.5.

e MuHnMyM 8 13XOASALLM NAKETHW ONALLKW Ha BCEKU NOPT.

e [pynupaHe Ha Tpaduka B TpathmyHM Knacose Ha 6asa Npoun3BonHM kombuHauum ot Layer2,
Layer 3, Layer 4 v Layer 7 Tpaduynn napameTpu, 802.1p u DCSP mapkupoBka

o Traffic policing Ha 6a3a TpadnyHu knacose

o Traffic policing 3a BxoasLy, 1 u3xogsw, Tpaduk ¢ Bb3MOXHOCT 3a 3agaBaHe Ha CIR PIR u
Commited Burst napametpw.

o Traffic shaping Ha 6a3a TpachuyHm knacose

e YnpaBneHMe Ha MaKeTHUTE OMalkW 4pe3 3ajaBaHe Ha MWHUMANHO rapaHTMpaHa
nponyckaTenHa crnocobHOCT 3a BCsAKa Onallka, KaTo MPOLEHT OT nponyckaTenHara
CMocoBbHOCT Ha MHTepenca

e YnpaBneHWe Ha NakeTHWUTE OMNaLLKK Ype3 3ajaBaHe Ha MUHUMAITHO rapaHTMpaHa cCKopoCT 3a
BCSiKa onaLuka.

e [lopapbxka Ha npuopuTeTHa onaluka (PQ)

o [logapbxka Ha Weighted Tail Drop (WTD) anropuTsM 3a npesoTepatsiBaHe Ha 3aApbCTBaHUS

e DSCP 1 802.1p mapkupaHe 1 npemapkupaHe Ha Tpaduka Ha 6asa TpatuyH NOAUTUKM

REQ.132. |Ha nogabpxa MPLS
REQ.133. |Ha noaabpxa L2 n L3 MPLS VPN
REQ.134. |[anogabpxa BGP EVPN
REQ.135. |[a noaabpxa pabota kato Multicast DNS wnto3
REQ.136. |[a nogabpxa usrpaxaaHeTo Ha copTyepHo ynpaenssaHu BupTyanHu mpexu (SDN Overlays)
[a nogabpxa nsrpaxaaHeto Ha SDN Overlay ¢ usnonssate Ha BGP EVPN, MPLS, LISP unn nogo6eH
REQ137. KOHTPOMNEH NPOTOKOS
[a nopabpxa uarpaxgaHeto Ha SDN Overlay ¢ n3nonssaHe Ha GRE, VXLAN, MPLS, LISP wnu
REQ.138. nogobeH NPOTOKON 3a EHKancynauus Ha Tpaduka
REQ.139. |[a nogabpxa opkecTpaums n HabnogeHue Ha mpexosata oT SDN koHTponepa B ToBa 3agaHue
[la nopabpxa OMHAaMWYHA CermeHTauus Ha notpebutenute Ha 6asa muHumym MAC appecw,
REQ.140. npocunupaHe Ha noTpebutenckoto yctpoiictaa 1 802.1x yaocToBepsiBaHe Ha UOAEHTUYHOCT
[la nogabpxa MUHUMYM CNeaHUTE METOAM 3a YNpaBrieHne 1 HabnaeHue:
e YnpaeneHue 4pe3 koHsona u GUI
e RMON.
e |PV4/v6 ping
e DNS
e TFTP
REQ.141. . FTP

e NTP KnueHT 1 cbpBBP

e SSHv2 n SNMPv3

e EkcnopTtupaHe Ha TpadmyHa nHdopmaums 3a MuHrumym 64000 TpadmyHm noToka vpes IPFIX,
Netflow, JFlow nnu nogobeH npoTokon KbM BbHLUHA CUCTEMA 3a TpaduyeH aHann3

e BrpageH DHCP cbpBbp C Bb3MOXHOCT 3@ M3N0N3BaHe B MHOXECTBO |P Mpexu
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e KoH(urypaums B OTAeNeH KoHdUrypaunoHeH ann, KonTo nos3sonsBa 6bp30 W NecHo
NpemMecTBaHe Ha KOHUrypawumsTa Bbpxy HOBO Y-BO

e 3agaBaHe HWMBO Ha AOCTBN [0 cMCTEMaTa 3a BCEKM agMUHUCTPATOp.

e Pabota Cc BbHLWHA cuCTeMa 3a CbXpaHsBaHE Ha W3MbSIHEHUTE OT BCEKW afMUHUCTpaTop
KOMaHau

o Traffic policing 3a koHTpoONMpaHe Ha Tpaduka A0 KOHTPONHATa CMCTEMa Ha KoMyTaTopa

e WpeHTngukaums Ha agmuHuctpatpute ype3 BbHWHU RADIUS n TACACS+ cuctemu.

e OtpeneH Ethernet nopt 3a out of band ynpaBenexne n HabntoaeHWe Ha YCTPOMCTBOTO

e [lanogabpxa NETCONF/YANG uHTepgeic

e [la nogabpxa Bb3MOXHOCT 3a paboTa C KOHTEMHEPU

e [lanogabpka ysenuyasaHe Ha obema 3a CbXxpaHeHWe Ha AaHHU Ypes BKMNKYBAHE Ha BbHLUEH
USB awck npe3 muHumym eauH USB 3.0 nHtepdeiic

e [la noagbpxa CTPMAMMHT Ha TenemeTpus Ha 6aza YANG moaenute

YCTDOVICTBOTO Ja € OKOMMJIEKTOBAaHO CbC CbOTBETHUTE JIMLEH3N W MpaBa 3a U3NOJ13BaHE crnopen

REQ.142.

yCroBusTa Ha NPON3BOANTENS

YCTPOWCTBOTO Aa € OKOMMMEKTOBAHO C HeobxoauMuTe NnaHku 3a MoHTax B 19 wkad, cTekosw
REQ.143. MoZynu u kabenu, 3axpaHealum kaben

lapaHumsa u noaapbXxKa:
REQ.144. | Cpok Ha xapayepHaTta rapaHuusi - MUHUMYM 5 (NET) roauHN.
REQ.145. |Cpok Ha TexHu4ecka noaabpxka — MUHUMYM 5 (NET) roauHy.
REQ.146. |MonyyaBaHe Ha HOBW BEpCUM Ha COPTyepa - MUHUMYM 5 (NeT) roanHm.
4. Arperupalwm komytatopu — 2 6pos, 24 noptosu, 25GE, Layer 3
O0wwm n3nckBaHua

REQ.147. |Tun Ha KyTusTa/lacuTo - 3a MoHTax B 19 wkad

3axpaHBaHe — MOZYMHO, C MUHUMYM [Ba TOKO3aXpaHBaluu Mogyna 3a pesepaupaHe, 220-240v AC,
REQ.148.

50Hz
REQ.149. |MogynHu BeHTUnIaTopm
REQ.150. |MuHumym 24 nopta nopgbpxawm 1GE, 10GE n 25GE upes SFP, SFP+ u SFP28 moaynu
REQ.151. |MuHumym 4 nopTa nogabpxatym 40GE n 100GE upes QSFP n QSFP28 moaynu
REQ.152. |Bpoit USB nopToBe - MUHUMYM 1
REQ.153. |[a nogabpxa usonupaxe Ha notpebutenure ot eaunH u coly VLAN
REQ.154. |Ha nogabpxa 802.1X Ha BCUYKM NOPTOBE
REQ.155. |[a nogabpxa 802.1x ngeHtudukaums u otopusaums ¢ npunaraHeto Ha gnHammyHn VLAN n ACL.
REQ.156. |[a nogabpxa uaeHtudukaums Ha 6asa MAC agpecy
REQ.157. |[a nogabpxa ugeHtndmkaums ypes srpageH Web noptan
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[la nopabpxa KOMOMHMPaHe Ha MeToauTe uaeHTudMKaums Ha eauH nopt — 802.1x, MAC agpec, WEB

REQ.158.
noeHTumKalms.
REQ.159. |[Ha nogabpxa RADIUS CoA
[a nogobpxa XapayepHO peanuavpaHuM nMCTW 3a (UATpUpaHe Ha Tpadwka Ha 6asa
REQ.160. |source/destination IP agpecu, source/destination MAC apgpecu, npotokoru u Layer 4 TCP/UDP
HOMepa Ha nopToBe
REQ.161. |Ha noaabpxa 802.1AE 256 61UTOBO KpUNTUPAHE Ha BCUYKY NOPTOBE
[a nogabpxa aBToMaTYHO UHcnekTupaHe Ha DHCP Tpaduka cbe criegHuTe yHKLMN:
e 6BnokupaHe Ha DHCP 3asBku ¢ pa3nuka B MAC agpeca Ha Ethernet dpeitma n MAC agpeca
B DHCP 3asBkara.
REQ.162.
e OnokupaHe Ha DHCP nakeTu 3a ocBob0oxaaBaHe Ha agpec Mnu 0Tkas, KOUTO UagaT oOT MopT
pasfnnyeH OT To3u, Npes KowTo e nonyyeH IP agpeca.
e 3awwra ot IP Spoofing
[la nogabxa aBTOMAaTUYHO 3anaMeTsiBaHe Ha M3Non3BaHMs OT knneHTckoTo y-8o MAC agpec 1 aa
REQ.163. Briokupa MpexoBus BOCTbI 3a APYru YCTPOCTBA CBB3BAHM KbM ChLLWS NOPT
REQ.164. |[a nogapbxa urHopupare Ha BPDU nakeTu nosy4aBaHu OT KIIMEHTCKM NOPTOBE
[la nogbpxa Bb3MOXHOCT 3a UrHopupaHe Ha STP root bridge nHdopmauus npe3 HeoTopuanpaHi
REQ.165. nopToBe
REQ.166. |[a nogabpxa kpunrtorpadhcky MeTod 3a NpoBepka Ha aBTEHTUHOCTTA Ha M3NOJ3BaHUS CoTyep
XapayepHo mapLuyputusupaHe 3a IPv4 u IPv6 cbe cnegHute napameTpu, KaTto MUHUMYM:
o [IpoussogutenHocT - 1900Gbps
e Forwarding — 1400Mpps
REQ.167. e bpoi IPv4 n IPv6 mapwpyta — 200000
e Multicast mapwupyTn - 30000
e SVl uHtepdency - 1000
e [lakeTHu Bychepu — 36MB
REQ.168. |DRAM - MuHumym 16GB DRAM
[la nogabpa CTeKoBe CBbP3BaHe Mexay MUHUMYM ABE YCTPOWCTBA Ype3 U3MNON3BaHE Ha BrpageHuTe
REQ.169. —
[a nopabpxa Statefull Switch Over (SSO) mexay komyTaTtopu B eauH CTek 38 MUHUMYM CreaHuTe
YHKUMK:
REQ.170. e MapLpyTusmpaHe
o STP
e 802.3ad
REQ.171. |MAC agpecu — muHumym 32000
REQ.172. |Ha nogabpxa Jumbo frames ot noHe 9198 6anta
REQ.173. |Ha nogabpxamuiumym 4000 802.1Q VLAN
REQ.174. |[a nogabpxa eHkancynauus Ha Tpadgwmka BbB VXLAN
REQ.175. |Spanning Tree — IEEE 802.1d, 802.1w n 802.1w
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REQ.176.

[la nopabpxa cnegHUTe NPOTOKOMNM 3@ MapLUpYTU3aLUS:
e (CraTyHo mapLpyTtuanpaHe 3a IPv4 u IPv6
e RIPv1, RIPv2, RIP-NG
e OSPFv2 n OSPFv3
e BGPv4
o [S-ISv4
e IGMPv2 1 IGMPv3 snooping
e MynTukac mapwpytusupare ¢ PIM-SM n PIM-SSM
e MapuwpyTusmpare Ha 6aza noONUTUKK
e Buptyanusauus Ha mawwpyTusmpaLmuTe Tabnuum 1 NPOTOKONM
e VRRP

REQ.177.

[a nogabpxa IEEE 802.3ad LACP npoTokon

REQ.178.

[a nogabpxa |EEE 802.3ad rpynu ¢ nopToBe OT pasnnyHM KOMyTaTopu B €AMH CTEK

REQ.179.

[a nogabpxa LLDP

REQ.180.

[la nopgabpxa knacuguumpare Ha TpauyHUTE NOTOLM HA HUBO anmukauumUTe NOCPeaCTBOM BrpageHa
DPI cuctema

REQ.181.

[a nogabpxa QoS cbe criegHUTe PYHKLWW, KATO MUHUMYM:

e MuHUMYM 8 13X0LALLM NAKETHM ONaLLKK HA BCEKW NOPT.

e [pynupaHe Ha Tpaduka B TpadmyHM Knacose Ha 6asa NPoW3BONHW KoMBUHauuK oT Layer2,
Layer 3, Layer 4 v Layer 7 Tpaduynn napameTpu, 802.1p u DCSP mapkupoBka

o Traffic policing Ha 6a3a TpadnyHu knacose

o Traffic policing 3a BxoasLy, 1 13xogsLy Tpaduk ¢ Bb3MOXHOCT 3a 3agaeaHe Ha CIR PIR u
Commited Burst napameTpw.

o Traffic shaping Ha 6a3a TpadnyHu knacose

e YnpaBneHWe Ha MNaKeTHUTE OnalKkW uYpe3 3afgaBaHe Ha MWHWMANHO rapaHTUpaHa
nponyckaTenHa crnocobHOCT 3a BCsKa Onallka, KaTo MPOLEHT OT nponyckaTenHarta
CMocobHOCT Ha uHTepdenca

e YnpaBneHWe Ha nakeTHWUTE OMaLlUKK Ype3 3aJaBaHe Ha MUHUMATTHO rapaHTMpaHa cKopoCT 3a
BCSiKa onaLuka.

e [logapbxka Ha npuopuTeTHa onaluka (PQ)

o [logapbxka Ha Weighted Tail Drop (WTD) anropuTbM 3a npeoTepatsisaHe Ha 3apbCTBaHUS

e DSCP 1 802.1p mapkupaHe 1 npemapkupaHe Ha Tpaduka Ha 6a3a TpachuyH1 NONUTYKM

REQ.182.

[a nogabpxa MPLS

REQ.183.

[a nogabpxa L2 m L3 MPLS VPN

REQ.184.

[a nogobpxa BGP EVPN

REQ.185.

[a nogobpxa pabota kato Multicast DNS wnto3

REQ.186.

[la nogabpxa usrpaxgaHeTo Ha copTyepHo ynpasnssaHu BupTyanHn mpexu (SDN Overlays)

REQ.187.

[a nogabpxa narpaxgaHeto Ha SDN Overlay ¢ uanonssaxe Ha BGP EVPN, MPLS, LISP unu nogobeH
KOHTPOMEH NPOTOKON
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[a nopabpxa usrpaxgaHeto Ha SDN Overlay ¢ usnonssaHe Ha GRE, VXLAN, MPLS, LISP wnu

REQ.188.
nopobeH NPOTOKON 3a eHKancynauus Ha Tpadmka
REQ.189. |[a noaabpxa opkecTpaums n HabnoaeHue Ha mpexosata oT SDN koHTponepa B TOBa 3afaHue
[la nopobpka AWHamuyHa cermMeHTaums Ha noTtpebutenute Ha Gasa muHumym MAC agpecw,
REQ.190. npodunmpaHe Ha notpedutenckoTo ycTpoircTea 1 802.1x yaocToBepsiBaHe Ha UOEHTUYHOCT
[la nogabpxa MUHUMYM CRegHUTe METOAM 3a ynpaBneHue n HabntoaeHue:
e YnpaeneHue ypes koHona n GUI
e RMON.
o |Pv4/v6 ping
e DNS
e TFTP
o FTP
e NTP KnneHT 1 CbpBbP
e SSHv2 n SNMPv3
e EkcnoptupaHe Ha TpadwmyHa uHopMmaums 3a MuHumym 128000 TpaduyHu noToka upes
IPFIX, Netflow, JFlow nunn nogobeH npoTokon KbM BbHLUHA CUCTEMA 3a TpadMyeH aHanms
REQ91 e KoH(urypaums B OTAENEH KOHGUrypaumoHeH (hainn, KOWTo no3sonsiBa 6bp30 M NECHO
NPEMeCTBaHe Ha KOHUrypaumsTa BbpXy HOBO y-BO
e 3agaBaHe HVBO Ha AOCTHN A0 cMCTEMATa 3a BCEKM agMUHUCTpaTOp.
e PaboTa C BbHWHA cUCTEMA 3a CbXpaHsBaHe Ha W3MbIIHEHUTE OT BCEKW afMMUHUCTPaTOp
KOMaHau
o Traffic policing 3a koHTpoNMpaHe Ha Tpadmka A0 KOHTPONHATa CUCTEMA Ha KOMyTaTopa
e WpeHTndukaums Ha agmuHucTpatpute ypes BbHWHU RADIUS n TACACS+ cuctemu.
e OtpeneH Ethernet nopt 3a out of band ynpaBenexve n HabntoaeHWe Ha YCTPOMCTBOTO
o [lanogabpxa NETCONF/YANG uHTepdgeiic
e [la nogabpxa Bb3MOXHOCT 3a paboTa ¢ KOHTEMHEpU
e [lanopabpxa yBennyaeaHe Ha obema 3a CbxpaHeHne Ha JaHHW Ype3 BKTHOYBAHE Ha BBbHLLEH
USB awck npe3 muHumym eaguH USB 3.0 nHtepdeiic
e [la noagbpxa CTPMAMUHT Ha TenemeTpus Ha 6aza YANG mogenute
YCTPOMCTBOTO Ja € OKOMMIIEKTOBAHO CbC CbOTBETHWUTE NULEH3N U NpaBa 3a M3MNON3BaHe Cropes
REQ.192. yCInoBusATa Ha Npon3BoaMTENS
YCTPOWCTBOTO Aa € OKOMMNEKTOBAHO C HeobxoaumuTe NnaHku 3a MoHTax B 19 wkad, cTekosw
REQ.193. MoZynu u kabenu, 3axpaHeaLLm kaben
lapaHuus u noaapbxKa:
REQ.194. |Cpok Ha xapayepHaTta rapaHuusi - MUHUMYM 5 (NET) roauHN.
REQ.195. |Cpok Ha TexHu4ecka noaabpxka — MUHUMYM 5 (NeT) roamHy.
REQ.196. |MonyyaBaHe Ha HOBM BEpCUM Ha codpTyepa - MUHUMYM 5 (NeT) roguHw.
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5. OntnyHm WAN komyTaTopm — 2 6pos, 24 noptoBu, Layer 3

06wu usncksaHus

REQ.197. |Tun Ha KyTusTa/lwacuTo - 3a MoHTax B 19 wkad
3axpaHBaHe — MOZYMHO, C MUHUMYM [Ba TOKO3axXpaHBaluu Mogyna 3a pesepaupaHe, 220-240v AC,
REQ.198.
50Hz
REQ.199. |Munumym 24 nopta SFP, kouto nogabpxat 1GE n 100ME SFP moaynu
REQ.200. |MuHumym ocem SFP+ nopta, kouto nogabpxat 1GE n 10GE SFP u SFP+ mogynu
YCTpOWCTBOTO [j@a UMa BrpafieH NopT 3a CTEKOBO CBbP3BAHE C NPOW3BOAMTENHOCT OT MUHUMYM
REQ.201. 400Gbps
REQ.202. |YcTpoicTBOTO A4 NO3BONSBA U3rpaxaHe Ha CTeK C MUHUMYM 8 yCTpoiicTBa
REQ.203. YCTDO?ICTBOTO [ia MMa Bb3MOXHOCT 3a U3rpaxgaHe Ha oblia 3axpaHBalya WiHa Mexay MUHUMYM 4
YCTPOMUCTBA
REQ.204. |Bpoit USB noptoBe - MUHUMYM 1
REQ.205. |CepueH KOH30MeH nopT - MUHUMYM 1
REQ.206. |[a nogabpxa usonupaHe Ha notpebutenure ot eaunH u coly VLAN
REQ.207. |Ha nogabpxa 802.1X Ha BCUYKM NOPTOBE
REQ.208. |[a nogabpxa 802.1x ngeHTuukaums 1 otopusaums ¢ npunaraHeTo Ha auHammynm VLAN n ACL.
REQ.209. |[a nogabpxa uaeHtudukaums Ha 6asa MAC agpecy
REQ.210. |[a nogabpxa uaeHtudukaums ypes srpageH Web noptan
[la nopabpka KoMOMHMpaHe Ha MeToauTe uaeHTudMKauma Ha eguH nopt — 802.1x, MAC agpec, WEB
REQ211. noeHTUmKalms.
REQ.212. |Ha nogabpxa RADIUS CoA
[a nopabpxa xapayepHO peanuauMpaHn nuctM 3a uNTpupaHe Ha Tpadwmka Ha 6asa
REQ.213. |source/destination IP agpecw, source/destination MAC agpecu, npotokonu u Layer 4 TCP/UDP
HOMepa Ha nopToBe
REQ.214. |Ha noaabpxa 802.1AE 256 61TOBO KpUnTUpaHE Ha BCUYKM NOPTOBE
[a nogabpxa aBTomMaTyHo HenektupaHe Ha DHCP Tpaduka cbe cnegHute yHKUmN:
e 6GnokupaHe Ha DHCP 3asiBku ¢ pasnuka B MAC agpeca Ha Ethernet dopeiima n MAC agpeca
B DHCP 3asBkara.
REQ.215.
e 6GnokupaHe Ha DHCP nakeTu 3a ocBob0XgaBaHe Ha agpec Unu oTkas, KOUTo 1aBaT OT NOpT
pasfnnyeH OT TO3W, Npes KOUTO e nosnyyeH IP agpeca.
e 3awwra ot IP Spoofing
[la nogabxa aBTOMAaTMYHO 3anameTsiBaHe Ha M3Non3BaHus OT knneHTckoTo y-80 MAC agpec 1 aa
REQ216. Brokupa MpexoBus OCTbN 3a APYrU YCTPOCTBA CBB3BAHM KbM CbLLWS NOPT
REQ.217. |[a nogapbxa urHopupare Ha BPDU nakeTu nomnyyaBaHu OT KIIMEHTCKM NOPTOBE
REQ.218. [la nogbpka Bb3MOXHOCT 3a urHopupaHe Ha STP root bridge nHdopmaums npes HeoTopU3NpaHu
nopTose
REQ.219. |[a nogabpxa kpuntorpadhcky MeToq 3a NpoBepka Ha aBTEHTUHOCTTA Ha M3NOS3BaHUs CopTyep
REQ.220. |XapayepHo MapLuyputusupare 3a IPv4 n IPv6 cbe cnegHuTe napameTpu, Kato MUHUMYM:
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o [lpounssogutenHocT - 200Gbps

e Forwarding — 150Mpps

e bBpoit IPv4 u IPv6 mappyTta — 16000
e Multicast mapwpytut - 5000

e SVl uHtepdency - 1000

e [laketHn Bycepu — 16MB

REQ.221. |DRAM - muHumym 8GB DRAM
[a nopabpxa Statefull Switch Over (SSO) mexay komyTaTopy B €4MH CTEK 32 MAHUMYM CReaHuTe
PYHKLMM:
REQ.222. e MapwpyTusmpaHe
o STP
o 802.3ad
REQ.223. |[a nopabpxa HenpekbCHAToO KOMyTUpaHe npy u3sbpLuBaHe Ha SSO
REQ.224. |MAC agpecu — muHumym 32000
REQ.225. |[a nogabpxa Jumbo frames ot noHe 9198 6aitTa
REQ.226. |[a noaabpxamuHumym 4000 802.1Q VLAN
REQ.227. |Ha noaabpxa eHkancynaums Ha Tpaduka b VXLAN
REQ.228. |Spanning Tree — IEEE 802.1d, 802.1w n 802.1w
[la nogabpxa cneaHuTe NPOTOKOMM 3@ MapLUpYTU3aLms:
e CratyHo mapLpyTtuanpaHe 3a IPv4 u IPv6
e RIPv1, RIPv2, RIP-NG
e (OSPFv2 n OSPFv3
e BGPv4
REQ.229. e [S-ISv4
e IGMPv2 1 IGMPv3 snooping
e MynTukac mapwpytusupare ¢ PIM-SM n PIM-SSM
e MapuwpyTusmpare Ha 6aza NONUTUKK
e Buptyanusauus Ha mawwpyTMsMpaLmuTe Tabnuum 1 NPOTOKOMM
e VRRP
REQ.230. |Ha noaabpxa IEEE 802.3ad LACP npotokon
REQ.231. |Hanoppbpxa |EEE 802.3ad rpynu ¢ nopToBe OT pa3nnyHu KOMyTaTopu B €AMH CTEK
REQ.232. |Hanopabpxa LLDP
[la noaabpka knacuuumpare Ha TpaduyHUTE NOTOLM HA HUBO annvKaLuMTe NOCPELCTBOM BrpajeHa
REQ.233.
DPI cucrema
[la nogabpxa QoS cbe crnegHnTe yHKLWK, KATO MUHUMYM:
e MuHuMyMm 8 13XOASALLM NAKETHI ONALLKW Ha BCEKW NOPT.
REQ.234. e [pynupaHe Ha Tpaduka B TpadnyHM Knacose Ha 6a3a Npom3BOMHM KOMBMHaLWK oT Layer2,

Layer 3, Layer 4 n Layer 7 TpadpnuHu napametpu, 802.1p n DCSP mapkuposka
o Traffic policing Ha 6a3a TpachuyHM Knacose
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Traffic policing 3a BxogsLw, 1 u3xogswy Tpacduk ¢ BbaMOXHOCT 3a 3agaBaHe Ha CIR PIR u
Commited Burst napametpw.

Traffic shaping Ha 6a3a TpadmyHm knacose

YnpaBrneHne Ha NakeTHUTE OnalkyM Ype3 3adaBaHe Ha MUHUMANHO rapaHTUpaHa
nponyckaTenHa crnocobHOCT 3a BCsKa Onallka, KaTo MPOLEHT OT nponyckaTenHara
CnocobHOCT Ha uHTepdenca

YnpaBreHue Ha nakeTHUTE onaLlku Ype3 3agaBaHe Ha MUHUMAnHO rapaHT1paHa ckopocT 3a
BCSKa onalLka.

Mooapbkka Ha npuopuTeTHa onawwka (PQ)

Mooppbxka Ha Weighted Tail Drop (WTD) anroputbm 3a npefoTBpaTsBaHe Ha 3a4pbCTBaHMs
DSCP 1 802.1p mapkupaHe 1 npemapkupaHe Ha Tpadvka Ha 6asa TpadmyHu NONUTUKN

REQ.235.

[a nogabpxa MPLS

REQ.236.

[a nogabpxa L2 n L3 MPLS VPN

REQ.237.

[a nogabpxa BGP EVPN

REQ.238.

[a nogabpxa pabota kato Multicast DNS wwnto3

REQ.239.

)J,a nogabpxa MMHUMYM CneaHnTe MeTodun 3a ynpasnexHne u Habnoaexve:

YnpaeneHue ypes koHona n GUI

RMON.

IPv4/v6 ping

DNS

TFTP

FTP

NTP Knu1eHT 1 cbpBbp

SSHv2 n SNMPv3

EkcnopTupare Ha TpaduyHa nHopmaums 3a MuHumym 64000 TpadpmyHu noToka ypes IPFIX,
Netflow, JFlow unm nogobeH npoTokon KbM BbHLUHA cMCTEMa 3a TpaduyeH aHanms

Brpaget DHCP cbpBbp € Bb3MOXHOCT 3a U3M0SI3BaHe B MHOXeCTBO |P Mpexu
KoHdomrypauuss B oTaeneH KOHMrypalMoHeH haiin, KOWTO no3sonsisa 6bp30 M NecHo
NPeMeCTBaHe Ha KOHUrypaumsTa Bbpxy HOBO y-BO

3ajaBaHe HWBO Ha JOCTHN O cuUcTeMaTa 3a BCEKM agMUHUCTPATOp.

PaboTa C BbHLIHA CUCTEMA 3a CbXpaHsIBaHe Ha U3MbIHEHUTE OT BCEKW agMUHWCTPaTOp
KoMaHay

Traffic policing 3a kOHTpoNMpaHe Ha Tpaduka A0 KOHTPONHATa CUCTEMA Ha KOMyTaTopa
WoeHTudmkaums Ha agMuHucTpatpute Ypes BbHWHM RADIUS n TACACS+ cuctemu.
Otgenen Ethernet nopt 3a out of band ynpasenexve n HabniogeHue Ha yCTPOMCTBOTO

[a nogabpxa NETCONF/YANG uHTepdeiic

[la nogabpxa Bb3MOXHOCT 3a paboTa C KOHTENHEpH

[la nogabpxa yBenuyasaHe Ha 06ema 3a CbXpaHeHue Ha JaHHW Ype3 BKITOYBAHE HA BbHLUEH
USB auck npe3 muHumym eanH USB 3.0 nHtepdeic
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MpunoxeHwue Ne 1.5.

e [lanoagbpxa CTPUUMUHT Ha TenemeTpusi Ha 6asa YANG mogenute

YCTPOICTBOTO @ & OKOMMNIEKTOBAHO CbC CbOTBETHUTE NULIEH3M W MpaBa 3a M3NOM3BaHe criopen

REQ.240.

yCroBWSITa Ha NPOM3BOANTENS

YCTPOMCTBOTO Aa € OKOMMIEKTOBAHO C HEOOXoAMMUTE MAaHKu 3a MOHTax B 19% wkad, CTekosn K
REQ.241. 3axpaHBaLLm kabenu

lapaHuusa u nogapbXKa:
REQ.242. |Cpok Ha xapayepHara rapaHuust - MUHUMYM 5 (NeT) roguHm.
REQ.243. |Cpok Ha TexH14ecka noaabpKka — MUHUMYM 5 (NeT) roauHu.
REQ.244. |lNonyyaBaHe Ha HOBW BEpCUN Ha COdTyepa - MUHUMYM S (NeT) roanHu.
6. WAN komyTaTtopu - 7 6posi, 48 noptoBu, Layer 3
06w n3ncksaHus

REQ.245. |Tun Ha KyTusTa/lwacuTo - 3a MoHTax B 19 wkad

3axpaHBaHe — MOZYMHO, C MUHUMYM [Ba TOKO3aXpaHBaluM Mogyna 3a pesepaupaHe, 220-240v AC,
REQ.246.

50Hz
REQ.247. |Munumym 48 nopta 100/1000BASE-T
REQ.248. |Munumym ocem SFP+ nopta, kouto nogabpxat 1GE n 10GE SFP n SFP+ moaynu

YCTpOWCTBOTO fa UMa BrpafieH NopT 3a CTEKOBO CBbP3BAHE C NPOW3BOAMTEMHOCT OT MUHUMYM
REQ.249.

400Gbps
REQ.250. |YCTpoWCTBOTO Aa NO3BOISABA U3rpaxaaHe Ha CTek C MUHUMYM 8 yCTpoicTBa

YCTPOMCTBOTO fa Ma Bb3MOXHOCT 3a M3rpaxaaHe Ha oblia 3axpaHBalla LWHa Mexay MUHUMYM 4
REQ.251. yCTpOMCTRA
REQ.252. |Bpoit USB nopToBe - MUHUMYM 1
REQ.253. |CepueH KOH30MeH NopT - MUHUMYM 1
REQ.254. |[a nogabpxa usonupaxe Ha notpebutenure ot eaunH u couy VLAN
REQ.255. |Ha nogabpxa 802.1X Ha BCUYKM NOPTOBE
REQ.256. |[a nogabpxa 802.1x ugeHtugukaums n otopusaums ¢ npunaraHeto Ha anHamuyHn VLAN n ACL.
REQ.257. |[a nogabpxa uaeHtudukaums Ha 6asa MAC agpecy
REQ.258. |[a noaabpxa noeHtudukaums ypes srpageH Web nopran

[a nopabpka KoMOMHMpaHe Ha MeToauTe uaeHTudMKaums Ha egut nopt — 802.1x, MAC agpec, WEB
REQ.259. naeHTUmMKaLms.
REQ.260. |Ha nogabpxa RADIUS CoA

[a nopabpxa xapOyepHO peanuaupaHn nuctM 3a  uATpupaHe Ha Tpadmka Ha 6asa
REQ.261. |[source/destination IP agpecw, source/destination MAC agpecu, npotokonu u Layer 4 TCP/UDP

HOMepa Ha nopToBe
REQ.262. |[a nogobpxa 802.1AE 256 61TOBO KpUnTUpaHe Ha BCUYKY NOPTOBE

[la nogabpxa aBToMaTMYHO MHenekTupaHe Ha DHCP Tpadvka cbe cnegHute dyHKumm:
REQ.263. e 6GnokupaHe Ha DHCP 3asiBku ¢ pasnuka B MAC agpeca Ha Ethernet dopenma n MAC agpeca

B DHCP 3agBkarTa.
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MpunoxeHwue Ne 1.5.

e OBnokupaHe Ha DHCP nakeTu 3a ocBoboxaaBaHe Ha afgpec unu 0Tkas, KOUTO uagat oT nopT
pasnuyeH 0T TO3K, Npe3 KOUTO e nosyyeH IP agpeca.
e 3awwura ot IP Spoofing

[la nogabxa aBTOMaTUYHO 3anameTsiBaHe Ha U3MOMN3BaHWS OT KIIMEHTCKOTO y-BO MAC agpec n aa

REQ.264. Briok1pa MpexoBKs OCTHN 3a ApYrv YCTPOMCTBA CBH3BAHW KbM ChLLUS NOPT
REQ.265. |[a nopapbxa urHopupaHe Ha BPDU nakeTu nonyvaBaHu OT KNWEHTCKU NOPTOBE
REQ.266. [la nogbpxa BL3MOXHOCT 3a urHopupaHe Ha STP root bridge nHdopmaums npes HeoTopUsnpaHu
nopTose
REQ.267. |Ha nogabpxa kpuntorpadckun METOA 3a NPOBEPKa Ha aBTEHTUHOCTTA Ha U3MOI3BaHNS codTyep
XapayepHo MapLuyputusupare 3a IPv4 n IPv6 cbe crnegHuTe napameTpu, Kato MUHUMYM:
o [lpounsBogutenHocT - 250Gbps
e Forwarding — 190Mpps
REQ.268. e bpon IPv4 n IPv6 mappyta — 16000
e Multicast mapwpytut - 5000
e SVl uHtepdency - 1000
e [laketHn Bycepu — 16MB
REQ.269. |DRAM - muHumym 8GB DRAM
[a nopabpxa Statefull Switch Over (SSO) mexay komyTaTopu B €41H CTEK 32 MAHUMYM CrieaHMTE
PYHKLMM:
REQ.270. e MapwpyTusmpaHe
e STP
o 802.3ad
REQ.271. |[a nopabpxa HenpekbCHATO KOMyTUpaHe npy u3sbpLuBaHe Ha SSO
REQ.272. |MAC agpecu — muHumym 32000
REQ.273. |[a nogabpxa Jumbo frames ot noHe 9198 6aitTa
REQ.274. |Ha nogabpxamuHumym 4000 802.1Q VLAN
REQ.275. |Ha nopabpxa eHkancynaums Ha Tpadmka b VXLAN
REQ.276. |Spanning Tree — IEEE 802.1d, 802.1w n 802.1w
[la nogabpxa cnegHuTe NPOTOKONM 3a MapLUpyTM3aLms:
e CratnyHo mapLpyTtuanpaHe 3a IPv4 u IPv6
e RIPv1, RIPv2, RIP-NG
e OSPFv2 n OSPFv3
e BGPV4
REQ.277. o [S-ISv4

e IGMPv2 1 IGMPv3 snooping

e MynTukac mapwpytusupare ¢ PIM-SM n PIM-SSM

e MapuwpyTusmpare Ha 6a3a nONUTUKK

e Buptyanusauus Ha mawwpyTusmpalmuTe Tabnuum 1 NPOTOKOMM
e VRRP
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MpunoxeHwue Ne 1.5.

REQ.278. |Ha nopabpxa IEEE 802.3ad LACP npotokon
REQ.279. |Hanogabpxa |EEE 802.3ad rpynu ¢ nopToBe OT pasnunyHu KOMyTaTopu B €4MH CTEK
REQ.280. |Ha nogabpxa LLDP
REQ.281 [la nopabpxa knacuuLmpare Ha TpaduyHUTE NOTOLM HA HUBO anuKaLuMTe NOCpPeLCTBOM BrpajeHa
“~"" |DPI cucrema
[a nogabpxa QoS cbe cregHnTe YHKLUK, KATO MUHUMYM:
e MuHnMym 8 13XOASALLM NAKETHI ONALLKW Ha BCEKW NOPT.
e [pynupaHe Ha Tpadmka B TpaghuyHmM Knacoee Ha 6a3a Npoun3BonHM kKombuHauum ot Layer2,
Layer 3, Layer 4 v Layer 7 Tpaduunn napameTpu, 802.1p u DCSP mapkupoBka
e Traffic policing Ha 6a3a TpadnyHu knacose
o Traffic policing 3a BxogsLy, 1 u3xogsLy Tpaduk ¢ Bb3MOXHOCT 3a 3agaeaHe Ha CIR PIR u
Commited Burst napametpw.
REQ.282 o Traffic shaping Ha 6a3a TpadnyHu knacose
T e YrpaBneHMe Ha MaKeTHUTE OMalKW 4pe3 3afaBaHe Ha MWHWMANHO rapaHTMpaHa
nponyckaTenHa crnocobHOCT 3a BCsKa Onallka, KaTo MPOLEHT OT nponyckaTenHarta
CMocobHOCT Ha MHTepdenca
e YnpaBneHWe Ha nakeTHWUTE OMaLLKK Ype3 3aJaBaHe Ha MUHUMAITHO rapaHTMpaHa cKopocCT 3a
BCSiKa onaLuka.
e [logapbxka Ha npuopuTeTHa onaluka (PQ)
o [logapbxka Ha Weighted Tail Drop (WTD) anropuTbM 3a npefoTepatsiBaHe Ha 3apbCTBaHUS
e DSCP 1 802.1p mapkupaHe 1 npemapkupaHe Ha Tpaduka Ha 6a3a TpachuyH NOMMTHKM
REQ.283. |[Ha nogabpxa MPLS
REQ.284. |Hanopabpxa L2 n L3 MPLS VPN
REQ.285. |Ha nogabpxa BGP EVPN
REQ.286. |[a nogabpxa pabota kato Multicast DNS wnto3
[la nogabpxa MUHUMYM CRegHUTe METOAM 3a ynpaBneHue u HabntoaeHue:
e YnpaeneHue 4pe3 koHsona u GUI
e RMON.
e |PV4/v6 ping
e DNS
e TFTP
reqosr. | ° TP

e NTP KnueHT n CbpBBP

e SSHv2 n SNMPv3

e EkcnopTtupaHe Ha TpathmyHa nHdopmaums 3a MuHuMym 64000 Tpaduunm notoka upes IPFIX,
Netflow, JFlow nnu nogobeH npoTokon KbM BbHLUHA CUCTEMA 3a TpaduyeH aHanm3

e BrpageH DHCP cbpBbp C Bb3MOXHOCT 3a M3N0N3BaHe B MHOXECTBO IP Mpexu

e KoH(urypaums B OTAENeH KOH(UrypaumoHeH (ann, KoWTo no3sonsisa 6bp30 M NECHO
npemMecTBaHe Ha KOHGMrypawuumsta Bbpxy HOBO y-BO

18




MpunoxeHwue Ne 1.5.

e 3apjaBaHe HWBO Ha JOCTbHMN 40 CUCTEMATA 3@ BCEKM aAMUHICTPATOP.

e Paborta Cc BbHLWHA cuMCTeMa 3a CbXpaHsBaHE Ha W3MbIHEHUTE OT BCEKM aaMUHUCTPATOP
KoMaHau

o Traffic policing 3a koHTpoONMpaHe Ha Tpadmka A0 KOHTPOHATa CUCTEMA Ha KOMyTaTopa

e WpeHTngukaums Ha agmuHuctpatpute ype3 BbHWHU RADIUS n TACACS+ cuctemu.

e Ortpgenen Ethernet nopt 3a out of band ynpasenexve n HabnogeHne Ha yCTPONCTBOTO

o [lanogabpxa NETCONF/YANG uHTepdgeiic

e [la nogabpxa Bb3MOXHOCT 3a paboTa ¢ KOHTeNHepu

e [lanogabpka ysenuyasaHe Ha obema 3a CbxpaHeHWe Ha AiaHHU Ypes BKMNIOYBAHE Ha BbHLUEH
USB auck npe3 muHumym eguH USB 3.0 nHTepdeitc

e [lanogabpxa CTPUAMUHE Ha TenemeTpus Ha 6aza YANG mogenute

YCTPOICTBOTO @ & OKOMMNIEKTOBAHO CbC CbOTBETHUTE NULIEH3M W MpaBa 3a U3NOMaBaHe criopen

REQ.288.

YCroBWSITa Ha NPOM3BOANTENS

YCTPOMCTBOTO Aa € OKOMMNEKTOBAHO C HEOBXOAMMWTE NnaHkM 3a MOHTax B 19 wkad), CTekoBm
REQ.285. MoZynu u kabenu, 3axpaHBeaLuy kaben

lapaHums U nopapbXKa:
REQ.290. |Cpok Ha xapayepHara rapaHuus - MUHUMYM 5 (NeT) roguHum.
REQ.291. |Cpok Ha TexH1Yecka nogabpxka — MUHUMYM 5 (MeT) roauHw.
REQ.292. |lMonyyaBaHe Ha HOBM BepCUK HA copTyepa - MUHUMYM 5 (NeT) roauHu.
7. OnopHu KomyTaTopu — 2 Gpos, MoaynHm, Layer 3
06w n3ncksaHus

REQ.293. |MopyneH, waacu 6asupaH komyTtaTaTop
REQ.294. |Tun Ha wacuTo - 3a MoHTax B 19 lwKkad

3axpaHBaHe — MOZYmHO, C MUHUMYM [Ba TOKO3aXpaHBaluu Mogyna 3a pesepaupaHe, 220-240v AC,
REQ.295.

50Hz
REQ.296. |MogpyneH, waacu 6a3unpaH komyTtaTatop
REQ.297. |Tun Ha wacuTo - 3a MoHTax B 19 lwKkad

3axpaHBaHe — MOZYMHO, C MUHUMYM [Ba TOKO3axpaHBaluu Mogyna 3a pesepaupaHe, 220-240v AC,
REQ.298.

50Hz
REQ.299. |MogyneH, waacu 6asupaH komytatatop
REQ.300. |Tun Ha wacuTo - 3a MoHTax B 19 lwKkad

3axpaHBaHe — MOZYMHO, C MUHUMYM [Ba TOKO3axpaHBaluu Mogyna 3a pesepaupaHe, 220-240v AC,
REQ.301.

50Hz

[a nopgbpxa xapOyepHO peanusuMpaHn nucTM 3a  UATpUpaHe Ha Tpaduka Ha 6asa
REQ.302. |source/destination IP agpecu, source/destination MAC apgpecu, npotokorm u Layer 4 TCP/UDP

HOMepa Ha nopToBe
REQ.303. |Ha nogabpxa 802.1AE 256 GUTOBO KpMNTMPaHE Ha BCUYKK NOPTOBE
REQ.304. |[a nogabpxa aBToMatuyHo uHcnekTupaHe Ha DHCP Tpadmka cbe cnepHute gyHKLum:
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MpunoxeHwue Ne 1.5.

e OBnokupaHe Ha DHCP 3asBku ¢ pa3nuka B MAC agpeca Ha Ethernet dopeiima n MAC agpeca
B DHCP 3asBkara.

e OnokupaHe Ha DHCP nakeTu 3a ocBob0oXaaBaHe Ha agpec Unu 0Tkas, KOUTO UagaT oOT MopT
pasfnnyeH OT TO3W, Npe3 KOUTO e nosnyyeH IP agpeca.

e 3awwra ot IP Spoofing

[la nogabxa aBTOMATUYHO 3anameTsiBaHe Ha U3nonaBaHus OT knueHTckoTo y-Bo MAC agpec 1 aa

REQ.305. Briokupa MpexoBus OCTbI 3a ApYru YCTPOMCTBA CBB3BAHM KbM ChLLWS NOPT
REQ.306. |[a nogapwbxa urHopupare Ha BPDU nakeTu nomnyyaBaHu OT KIIMEHTCKU NOPTOBE
[la nogbpxa Bb3MOXHOCT 3a uUrHopupaHe Ha STP root bridge uHopmaums npes HeoTopU3npaHu
REQ.307. nopTose
REQ.308. |[a noaabpxa kpuntorpadpckv METOZ 3a NPoBEpKa Ha aBTEHTUYHOCTTA Ha M3MON3BaHNs coTyep
REQ.309. |[MbnHO pe3epBupaHe Ha cynepBait3opa/kOHTPOMHMS MOy
REQ.310. |Pe3epsupaHe Ha 3axpaHBaLiuTe MOLYnu
REQ.311. |MogynHu BeHTUnaTopm
[a nopagbpxa npunaraHe Ha copTyepHu brnaenTu(patches) 6e3 Hyxaa OT pectapTupaHe Ha
REQ.312. KomyTaTtopa
[a nopabpxa Statefull Switch Over (SSO) mMexay komyTaTopu B euH CTek 3@ MUHUMYM CRegHuTe
PYHKLMM:
REQ.313. e MapuwpyTusmpaHe
e STP
e 802.3ad
REQ.314. |[a nopabpxa HenpekbCHAToO KOMyTUpaHe npy u3sbpLuBaHe Ha SSO
XapayepHo MapLuyputusupare 3a IPv4 u IPv6 cbe cregHuTe napameTpu, Kato MUHUMYM:
o [IpoussogutenHoct — 9Tbps
e Forwarding — 2Bpps
REQ.315. e bpon IPv4 n IPv6 mapwpyta — 200000
e Multicast mapwupyTn - 30000
e SVl uHtepdency - 1000
e [laketHun Bycdepu — 100MB
REQ.316. |DRAM - muHumym 16GB DRAM
REQ.317. |MAC agpecu — muHumym 32000
REQ.318. |Ha nogabpxa Jumbo frames oT noHe 9216 6anta
REQ.319. |Ha nogabpxamuHumym 4000 802.1Q VLAN
REQ.320. |Ha nopabpxa eHkancynauus Ha tpaguka b VXLAN
REQ.321. |Hanopabpxa IEEE 802.1d, 802.1w 1 802.1w ¢ muHnmym 100 nHcTaHca
[la nogabpxa cnegHuTe NPOTOKOMM 3@ MapLUpYTU3aLms:
e CratnuyHo mappyTtuanpaHe 3a IPv4 u IPv6
REQ.322.

e RIPv1, RIPV2, RIP-NG
e OSPFv2 n OSPFv3
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BGPv4

IS-ISv4

IGMPv2 1 IGMPv3 snooping

MynTtukac mapwpytusmpade ¢ PIM-SM n PIM-SSM
MapLpyTuaupaHe Ha 6asa nonuTukm

BupTyanusaumsa Ha MawwpyTusupaiyute Tabnuum u npotokonu

e VRRP
REQ.323. |Ha nogabpxa IEEE 802.3ad LACP npotokon
REQ.324. |[anopabpxa LLDP
[la nogabpxa knacuguumpare Ha TpadoUyHUTE NOTOLM HA HUBO anmukauumuTe NoCpeaCcTBOM BrpajeHa
REQ.325.
DPI cucrema
[a nogabpxa QoS cbe cregHuTe yHKLUK, KaTo MUHUMYM:
e MuHnMyM 8 13XOASALLM NAKETHW ONaLLKWN Ha BCEKW NOPT.
e [pynupaHe Ha Tpaduka B TpadhuyHK Krnacose Ha 6asa Npou3BomnHM kKoMOuHauum ot Layer2,
Layer 3, Layer 4 u Layer 7 Tpacouynn napameTpu, 802.1p u DCSP mapkupoBka
o Traffic policing Ha 6a3a TpadnyHu knacose
o Traffic policing 3a BxoasLy, 1 13xogsLy Tpaduk ¢ Bb3MOXHOCT 3a 3agasaHe Ha CIR PIR u
Commited Burst napametpw.
REQ.326. e Traffic shaping Ha 6a3a TpaduyHu knacose
e YrpaBneHWe Ha MakeTHUTE OMalKW 4pe3 3adaBaHe Ha MWHWMANHO rapaHTUpaHa
nponyckaTenHa crnocobHOCT 3a BCsAKa Onallka, KaTo MPOLEHT OT nponyckaTenHarta
CMocobHOCT Ha MHTepdenca
e YnpaBneHWe Ha nakeTHWUTE OMaLLKK Ype3 3aaBaHe Ha MUHUMAITHO rapaHTMpaHa CKopoCT 3a
BCSKa onaLuka.
e [logapbxka Ha npuopuTeTHa onaluka (PQ)
o [logapbxka Ha Weighted Tail Drop (WTD) anropuTsM 3a npeaoTepaTtsiBaHe Ha 3aApbCTBaHUS
o DSCP 1 802.1p mapkupaHe 1 npemapkupaHe Ha Tpadvka Ha 6a3a TpaduyHN NOANTUKK
REQ.327. |Ha nogabpxa MPLS
REQ.328. |Ha noaabpxa L2 m L3 MPLS VPN
REQ.329. |[a nogabpxa BGP EVPN
[a nogabpxa MUHUMYM CieaHUTE METOAM 3a YnpaBrieHune 1 HabnaeHue:
e YnpaeneHue ype3 koHona n GUI
e RMON.
e |PV4/v6 ping
REQ.330. e DNS
e TFTP
e FTP
e NTP KnueHT 1 CbpBBP
e SSHv2 n SNMPv3
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e EKcnopTupaHe Ha TpadhuyHa nHdopmaums 3a MuHuMyM 64000 TpadmyHm notoka upes IPFIX,
Netflow, JFlow nunm nogobeH npoToKon KbM BbHLUHA cMCTEMa 3a TpaduyeH aHanms

e BrpageH DHCP cbpBbp C Bb3MOXHOCT 3a U3M0N3BaHe B MHOXECTBO IP Mpexy

o KoH(urypaums B OTAENEH KOH(UrypaumoHeH ainn, KoWTo no3sonsisa 6bp30 M NECHO
NpemecTBaHe Ha KOHUrypaumsTa Bbpxy HOBO y-BO

e 3apjaBaHe HWBO Ha JOCTbHMN 0 CUCTEMATA 3@ BCEKM aAMUHUCTPATOP.

e Pabota Cc BbHLWHA cuMCTeMa 3a CbXpaHsBaHE Ha W3MbIHEHUTE OT BCEKW aaMUHUCTPATOP
KoMaHau

o Traffic policing 3a koHTpoNMpaHe Ha Tpadmka A0 KOHTPOHATa CUCTEMA Ha KoMyTaTopa

e WpeHTndukaums Ha agmuHuctpatpute Ypes BbHWHU RADIUS n TACACS+ cuctemm.

e OtpeneH Ethernet nopt 3a out of band ynpaBenexne n HabntoaeHWe Ha YCTPOMCTBOTO

o [lanogabpxa NETCONF/YANG uHTepdeiic

e [la nogabpxa Bb3MOXHOCT 3a paboTa ¢ KOHTEMHEpU

e [lanoaabpxa CTPUAMUHT Ha TenemeTpusi Ha 6asa YANG mogenute

YCTPOICTBOTO @ & OKOMMNIEKTOBAHO CbC CbOTBETHUTE NULIEH3M W MpaBa 3a U3NOM3BaHe criopen

REQ.331.

YCroBWSITa Ha NPOM3BOANTENS

YCTPOMCTBOTO A4a € OKOMMIIEKTOBAHO C HEOOX0AMMMTE NNaHKM 3a MOHTax B 19* Wkad) 1 3axpaHBaLLm
REQ.332. caben

lapaHuusa u nopapbLKKa:
REQ.333. |Cpok Ha xapayepHaTa rapaHuus - MUHUMYM 5 (MeT) roguHw.
REQ.334. |Cpok Ha TexHUYecka noaabpika — MUHUMYM 5 (MeT) roauHw.
REQ.335. |[MonyyaBaHe Ha HOBW BepcuM Ha copTyepa - MUHUMYM 5 (NeT) roanHu.
8. Internet mapwpyTusatopu - 2 6pos
O6wm usnckBaHus

REQ.336. |Tun Ha KyTusTa/lwacuTo - 3a MoHTax B 19 Wwkad

3axpaHBaHe — MMHIUMYM [Ba TOKO3axpaHBalLy Mogyna, paboTelyn B peXnuM C MbIHO pe3epBupaHe.
REQ.337. [a nogabpxart 3axpaneaHe o1 220-240v AC, 50Hz
REQ.338. |MuHumym 4 uHtepdeiica SFP u 4 untepcpennca SFP+
REQ.339. |Bpoit USB noptoBe - MUHUMYM 1
REQ.340. |CepueH KOH30MeH nopT - MUHUMYM 1

[a nooabpxa Bb3MOXHOCT 3a 406aBAHE UK COPTYEPHO aKTUBMPaHe Ha MuHUMYM 4 SFP 1 4 SFP+
REQ.341. LOMbHNUTENHN UHTEPelica.

[la noaobpxa Bb3MOXHOCT 3a fobaBsHe unn copTyepHO akTuBMpaHe Ha dyHKUmoHanHocT 3a VPN

koHueHTpaTop ¢ IPSec TyHenw, ¢ IKE/IKEvV2 ynpaBneHue Ha cecumnte u criegHuTe METOAM 3a 3alyuTa:
REQ.342 e Encryption: xapayepHo 6asupaHa ¢ usnoansaxeTo Ha 3DES, AES-128 n AES-256;

Authentication: preshared key, RSA nounce, RSA signatures, ECDSA signatures;
Integrity: SHA, SHA-256, SHA-384, SHA-512
IPSec 3a IPv4 n IPv6
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e |PSec npo3nBoauTenHOCT OT MUHUMYM 15Gbps
e [la nogabpxa muHumym 4000 IPSec site-to-site TyHena
e [lanopobpxa L2TP

[la nopabpxa nucTu 3a koHTpon Ha goctbna (ACL) B xapayepa, Ha 6a3a npon3soriHa KoMbUHaLMs Ha

REQ.343. Layer 3 v Layer 4 nidpopmarms
XapayepHo MapLyputusupane 3a IPv4 n IPv6 cbe cnegHute napameTpu, Kato MUHUMYM:
e [IponyckeaTenHa cnocobHoCT — MuHUMYM 60Gbps
REQ.344.
o [IpoussogutenHocT — MuHumym 40Mpps
e bpoit IPv4/IPv6 mapupyTa - 3000000
REQ.345. |[avma muHumym 16GB DRAM namet
REQ.346. |Ha nogobpxa 802.1Q VLAN
[la nogabpxa cnegHUTe NPOTOKOMNM 3a MapLUPYTU3aLMS:
e CratyHo mapLupyTtuanpaHe 3a IPv4 u IPv6
e RIPuRIPng
e OSPF
e BGP
REQ.347. o System-to-Intermediate System (IS-1S)
e IGMP
e MynTukac MapLpyTusmnpaHe
e MapwpyTusmpaHe Ha 6a3a NONUTUKM
e [IMHaMM4HO MapLLpyT13MpaHe Ha 6asa napameTtpute Ha IP TyHenuTe
e VRRP
REQ.348. |[a noaabpxa BAPTyanu3auns Ha MapLupyT13aumsTa 1 MpexoBuTe yenyru
REQ.349. |Ha noaabpxa BrpageHa DPI cuctema
[a nogabpxa xapayepHo peanuaupaH QoS ¢ MUHUMYM crieaHaTa (hyHKLMOHANHOC:
e KnacuduumpaHe Ha Tpaduka B TpacuyHn knacoee Ha 6asata Ha ACL ¢ mpowsBonHa
kombuHauust Ha 802.1p, DSCP/DiffServ, dusnueckn n nornyecku nHtepdepcy n L3/L4
UHopMaLms
o Knacuduumpare Ha Tpadmka B TpadmyHmu Knacose Ha 6a3a npunoxeHus, Ypes srpageHa DPI
cuctema
o Traffic shaping u Traffic policing
REQ.350. e [la nogobpxa ynpaeneHue Ha 3aapbCTBaHusTa Ha 6asa TpaduyHW Knacose
o [lpegotBpaTtaiBaHe Ha 3a4pbCTBaHNS ¢ n3nonasaHeto Ha Weighted Random Early Detection
UM nogobeH anropuTbm
e Bb3MOXHOCT 3a feduHUpaHe Ha NPUOPUTETHA onaLlka
e HQOS ¢ MuHuMym 3 HuBa
e Munumym 2000 QoS nonuTukm
e  MuHumym 100000 QoS onatukm
REQ.351. |Ha nogabpxa NAT u PAT ycnyru Bbpxy (oU3MYECKU U BUPTYaNHW UHTEPENCH
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REQ.352. |[Ha nogabpxa NAT64
REQ.353. |Ha nogabpxa muHumym 1000000 NAT TpaHcnauumm
REQ.354. |[anopabpxa SIP n H.323 AGL NAT ycnyru
REQ.355. |[a nogabpxa MPLS LDP
REQ.356. |[a nogabpxa MPLS Layer 2 v Layer 3 VPN ycnyru.
REQ.357. |Ha nogabpxa MPLS Traffic Engineering
[la nogabpxa MUHUMYM CregHUTe METOAM 3a ynpaBneHue u HabnoaeHue:
e YnpaBneHue Ypes KOH30Ma
e RMON.
e Ping
e DNS
e TFTP
e FTP
e NTP
e BrpageH RADIUS cbpBbp
e PKI
REQ.358. e SNMPV3
e BrpageH DHCP cbpBbp
e ExcnopTtupaHe Ha TpaduyHa nHdopmaums ypes IPFIX nnu nogobeH npoTokon KbM BbHLUHA
cucTema 3a TpaduyeH aHanua aHanua
e KoH(urypaumss B OTAENeH, KOHdUrypaumoHeH, cann no3sonseal, 6bp30TO M NECHO
NPeMecTBaHe Ha KOHUrypaumsTa Bbpxy HOBO Y-BO
e 3apaBaHe HWBO Ha JOCTHMN 40 CUCTEMATa 3@ BCEKM aAMMHUCTPATOP.
o Traffic policing 3a kOHTpONMpaHe Ha Tpaduka 4O KOHTPOIHATa CMCTEMa Ha MapLUpyTU3aTopa
o WpeHTndukaums Ha agmuHucTpatpute ypes BbHWHU RADIUS n TACACS+ cuctemu.
e Otpenen Ethernet nopt 3a out of band ynpaBenHue n HabntoaeHWe Ha YCTPOMCTBOTO
REQ.359 YCTpOWCTBOTO fa MMa MHCTanMpaHa ¥ NuUUEeH3NpaHa C NOCTOSHEH NMULEH3 onepauuoHHa cuctema
U |KoSITO MoaabpKa ropeonucaHnTe Moaynn 1 PyHKLMK;
YCTPOWCTBOTO [ja € OKOMMIIEKTOBAHO CbC CbOTBETHWUTE NMWLIEH3U U NpaBa 3a U3NOn3BaHe criopes
REQ.360. yCrnoBumaTa Ha Npou3BoanTeENs;
lapaHums v nopapbXKa:
REQ.361. |Cpok Ha xapayepHaTa rapaHuus - MUHAMYM 5 (MeT) roguHw.
REQ.362. |Cpok Ha TexH1Yecka noaabpkka — MUHUMYM 5 (MeT) roauHw.
REQ.363. |lMonyyaBaHe Ha HOBW BepCUn Ha COGhTYEpa - MUHUMYM 5 (NET) roanHM.
9. Codryep 3a ygoctoBepsiBaHe Ha MAEHTUYHOCT M OTOPU3ALMA HAa AOCTBNA A0 MpexaTa — 2

opos

061K n3nckBaHuA
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|/|HCTaJ'IaLI'VI9| — BbpPXy NpPeanoxeHn OT y4aCTHMKa XapAyepHW annabHCU Un CbpPBbPU, CbIMacHO

REQ.364. . L
W3NCKBaHUATA Ha NPOU3BOAMTENS 3a nocTuraHe Ha High availability
[a nma HA 3a Bcuuku AAA ycnyr Ypes KnbCTepuamnpaHe Ha MUHUMYM [iBa XapAyepHu anfiabHca unm
REQ.365. -
[a nogabpxa cnegHUTe OCHOBHMU (DYHKLMK:
e AAA ycnyru 3a notTpebutenn n ycTponcTea;
REQ.366. e Brpagenn WEB/Captive noptanu 3a ngeHTudnkaums Ha notpebutenute;
o OyHkuma BYOD - peructpupaHe u npoBM3MpaHe Ha COOCTBEHW YCTPOMCTBA OT
notpebutenute
REQ.367. |[anogabpxa ygoctoBepsisaHe U oTopusaums Ha MuHumMym 1500 ycTpoicTBa eaHOBPEMEHHO
[a nogabpxa yeenunyaBaHe Ha Kanauute ga MuHumym 15000 ycTpomcTBa e4HOBPMEHHO Ypes
REQ.368. nobassHe Ha nuueH3u, 6e3 nogmsHa Ha xapayepa.
[la nopabpxa MHTErpauns ¢ BbHLWHKM CbPBbPM 3a uaeHTUdmukaums, kato Microsoft Active Directory,
REQ.369. LDAP, RADIUS, RSA cuctemu 3a naeHTMdmMKaLms ¢ eqHoKpaTHa napona.
[a ce nogobpxa yaocToBepsiBaHe ype3 noTpebutencko ume u napona, ¢ X.509 ceptudmkat u no
REQ.370.
MAC agpec.
REQ.371. |[a nogabpxa npodunupaHe Ha KpaHuTe YCTpOMCTBa — BuA, Mogen, npoussoauten, OS
Cuctemarta fa nogabpxa npunaraHeTo Ha pasnuyHn NONUTUKK 3a YAOCTOBEpsiBaHe Ha basa:
e Yacupata
e Tun Ha Bpb3Kkata — 802.1x wired, 802.1x wireless, goctun npe3 VPN , goctsn npes WEB
nopTan 3a uaeHTUukalms
REQ.372. e M3nonssaH MeToguaeHTudmkaums — muHumym EAP-MD5, EAP-PEAP, EAP-TLS, EAP-TTLS,
PAP, CHAP
e [lotpebutencko nve
e RADIUS atpubytu
o Atpubytu Ha X509 noTpebutenckute ceptudmkaTin
CuctemaTa fa nogabpxa npunaraHeTo Ha pasnuyHU NONUTUKN 3a yNpaBfieHne Ha ocTbna Ha basa:
e Yac v pata Ha ngeHTUdmKaumsaTa
e Tun Ha Bpb3kaTa — 802.1x WiFi, 802.1x LAN, VPN, WEB
e 13n0on3BaH 3TOYHWK HA MOEHTUYHOCT — BbTPeLlHa 6a3a, Microsoft Active Directory, BbHLIEH
REQ.373. Radius cbpBbp ¥ T.H
e Active directory rpyna, B KOSTO C€ Hamupa UAEHTUULMPaHNS NOTpebuTen nnm MalimHa
e RADIUS arpubytu
e AtpnbyTi Ha X509 noTpebutenckute ceptudmkaTi
e ATtpubyTu OT npochuna Ha KpaHOTO YCTPOMCTBO — BUA, Mogen, npoussoguten, OS
Cuctemata fa npefoctassl LWMPOK Habop OT onuuu 3a ynpaBfieHWe Ha MPEXOBWS LOCTbM, KaTo
MUHUMYM:
REQ.374.

e [lnHamnyHo 3apexpaaHn Ha cuntpupawm nuctu (ACL) B MpexoBuTe ycTpoicTBa Ha 6asa
NONMTUKMTE 3a yNpaBneHNe Ha AoCTbNa
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e [IMHamuyHO HasHayaBaHe Ha VLAN Mpexu kbM notpebutenute Ha 6asa nonuTukuTeE 3a
ynpasfeHne Ha 4oCTbNa

e URL npeHacoy4BaHus Ha notpebutenute KbM Brpagerun unu BbHWHU WEB/Captive noptanm

e ABTOMaTM4Ha NPOMSIHA Ha YAOCTOBEPUTENHMAT CTATyC Ha KpaHO YCTPOMCTBO, Ha Ga3a API
CBHODBLLEHNS OT BBHLUHU CUCTEMM

REQ.375. |Cuctemata TpsibBa fa nogabpxa rpynupaHe Ha pasfniHun MeTOaM 3a yA0CToBepsiBaHe
REQ.376. |Cuctemata TpsibBa fa Aa NOAABbPXA rpynupaHe Ha pasnuyHn MEeTOAM 3a ynpaBneHue Ha JocTbna
REQ.377. |Cuctemata ga nogabpxa RADIUS v Radius CoA
REQ.378. |Cuctemarta ga noaabpxa gyHkums Ha RADIUS proxy
[la nogabpxa ynpaBneHe Ha agMUHUCTPATUBHIS AOCTBN A0 MpexoBM ycTpoiictea ype3 RADIUS u
REQ.379.
TACACS+
[la nogabpxa MUHUMYM CregHUTe METOAM 3a ynpaBneHue u HabmoaeHue:
o \Web 6asupaH rpagmyeH nHtepdenc
e HTTPuHTTPS
e Ping
e DNS
e TFTP
e FTP
REQ.380. « NP
o KoH3oneH goctbn ype3 SSHv2
o Wnrterpauus ¢ LDAP
e APl 3a 0bMsiHa Ha KOHTEKCTHA MHCPOPMALWA C APy CUCTEMM 3a MHOPMALOHHA 1 MPEXOBa
CUrypHOCT
e AsTOMaTM4eH backup Ha 6a3ata faHHK BbpXy BbHLLHW FTP u SFTP cbpebpm
o BrpapeH Certificate Authority
CobTyepa Oa e OKOMMNEKTOBAH CbC CbOTBETHUTE MNWLEH3W U NpaBa 3a M3NOn3BaHe crnopeq
REQ.381. yCInoBusATa Ha Npou3BoaMTENS.
lapaHums v nopapbXKa:
REQ.382. |Cpok Ha xapayepHaTa rapaHuus - MUHAMYM 5 (NeT) roguHw.
REQ.383. |Cpok Ha TexH14ecka noaabpkka — MUHAMYM 5 (MeT) roauHm.
REQ.384. |lMonyyaBaHe Ha HOBW BepcUn Ha COGTyepa - MUHUMYM 5 (NeT) rognHu.

10. KoHTponep 3a ynpaBneHue Ha copTyepHo aedpuHMpaHa mpexa — 3 6pos

06wu usncksaHus

MHCTaﬂaLI'I/IH — BBbPXY NpeasiokKeHn OT y4aCTHMKa XapAayepHu anfiabHCU MNKU CbpBbpU, CbrnacHo

REQ.385.
WU3WCKBAHWSTA Ha NPON3BOANTENS
REQ.386. |SDN koHTponep 3a opkecTpupaHe ¥ ynpaBneHne Ha KoMyTaTopuTe B TOBa 3adaHie Ypes NonuTuKK.
REQ.387. |Cb3naBaHe Ha MpEXOB An3aiH Ypes u3nonaeaxe Ha workflows
REQ.388. |Cb3naBaHe Ha npochunu 3a noTpebuteni n ycTponcTea, 3a MPEeXoBO CErMEHTUPaHe
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REQ.389. |[a noaabpxa npoBu3vpaHe Ha ycryrute BbpXy KOMyTaTopute
REQ.390. |Ha nogabpxa zero touch npoBuaupaHe Ha KoMyTaTopute
REQ.391. |[a nogabpxa ynpasrieHue Ha copTyepHUTE Bepcum Ha KoMyTTaopuTe
REQ.392. |[a noaabpxa 13non3BaHeTo Ha CerMeHTUpaHe Ha NoHe [Be HWBA B LiAnaTa fiokanHa Mpexa
[la nogabpxa cb3gaBaHETO M NpunaraHeTo Ha 0BLLO NONUTUKK 3a MAEHTUMMKALMS 1 0TOpPU3aLmUs Ha
REQ.393. notpebutenute npes mpexosute komytatopu n WiFi mpexara.
[a nogabpxa aBTOMATUYHOTO OTKPMBAHE Ha MPEXOBU YCTPOWCTBA Ype3 aHanua 3a ARP TabnuuyuTe,
REQ.394.
MapLpyTuaupaim tabnuum, LLDP v T.H
REQ.395. |[a nogabpxa nepuoauyHo ckaHMpaHe Ha Mpexara 3a OTKpUBaHe Ha HOBM YCTPOWCTBA
REQ.396. |[a noaabpxa epapxuyHo ynpaBneHue Ha MpexuTe — HacerneHo MACTO, crpafa, eTax u T.H
[la nopabpxa ynpaBneHWe Ha MpPEexoBUTE YCTPOMCTBA Ype3 Cb3faBaHe Ha npodunu 3a
REQ.397. KOHrypaumata Ha cucTeMHuUTe hyHKLMM
REQ.398. |[a nogabpxa pasnonaraHeTo Ha MPEXoBWUTE YCTPOMCTBA BbPXY BrpafeHa reorpadicka kapra
REQ.399. |[a Busyanuaupa usnyeckara v BUpTyanHarta TONosormsg Ha mpexara
[la nopabpxa marpaxgaHeTo Ha cogTyepHo ynpaenseaHu BupTyanHu mpexu (SDN Overlay) Bbpxy
REQ400. tusnyeckara Ethernet mpexa usrpageHa ot :Komytatopu 3a goctbn‘ u ,Komytatopw 3a arperaumus”
[a nopabpxa opkectpauus 1 HabntoaeHue Ha SDN overlay nanonssaty BGP EVPN, MPLS, LISP nnn
REQ401. nogobeH KOHTPOMEH MPOTOKOS
[a nopabpxa opkectpaums u HabnoaeHue Ha SDN overlay usnonssaw, GRE, VXLAN, MPLS, LISP
REQ402. nv nogobeH NPOTOKON 3a eHkancynauus Ha Tpadmka
REQ.403. [la nopabpxa opkecTpaums n HabnogeHre Ha Mpexosata cermeHTauus B SDN Overlay Ha noHe gge
HWBa.
REQ.404 [la nopabpxa OMHaMWYHA CermeHTauus Ha notpebutenute Ha 6asa muHumym MAC apgpecw,
"7 | npodunupaHe Ha noTpebuTenckoTo ycTpoiictea 1 802.1x yaocToBepsiBaHe Ha MOEHTUYHOCT
REQ.405. |[a nogabpxa opkectpaums n HabnioaeHue 3a KIMEHTCKW yCTporeTaa uanonasatwm [Pv4 n IPve
[la nopggbpka aBTOMATU3MpaHe Ha KOHUMrypupaHeTo Ha (usnyeckata Ethernet nHdgpacTpyktypa
REQ.406.
(SDN Underlay)
[a nogabpxa MUHUMYM CrieaHUTE METOAM 3a YnpaBrieHure 1 HabnaeHue:
o Web 6a3upaH rpacuueH nHtepdenc ¢ HTTP n HTTPS
e Ping
e DNS
e NTP
REQar. | ° oMV

e WEB API 3a nHTerpauusi C BbHLUHW CUCTEMM

e RBAC goctbn go vHTepdbeiica 3a ynpasneHue

e Bb3MOXHOCT 3a MHTErpauus C BBHLHKM CUCTEMWM 3a ynpasrneHuwe Ha IP agpecHoTo
NPOCTPaHCTBO

e BrpageHa cuctema 3a U3roTBSHE Ha OTHYETM

e BrpageHu nomoLHMLm 3a koHurypupaHe Ha SDN Overlay n mpexosuTe ycnyru
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CquTyepa [a € OKOMMNJIEKTOBAaH CbC CbOTBETHUTE JIMLIEH3NW W NpaBa 3a W3MNON3BaHE cCrnopen

REQ.408.
yCroBuUsATa Ha NPOU3BOANTENS
lapaHums u nogapbXKa:
REQ.409. |Cpok Ha xapayepHara rapaHuus - MUHUMYM 5 (NeT) roguHw.
REQ.410. |Cpok Ha TexH14ecka noaabpxka — MUHUMYM 5 (NeT) roauHw.
REQ.411. |[MonyyaBaHe Ha HOBW BepCUM Ha copTyepa - MUHUMYM 5 (NeT) roanHu.
11. 1000BASE-SX SFP moaynu — 24 6pos
O0wwm n3ncksanus
REQ.412. |1000BASE-SX SFP mogyn
Mogynute Tpsibea fa 6bAaT OT ChLUWS NMPOU3BOAUTEN, KAKTO NPEANOXEeHUTEe KOMyTaTopu, Unu aa
REQ413. 6boat cepTudmLMpaHm 3a U3nos3BaHe OT Hero.
apaHuusa u noaapbLXKKa:
REQ.414. |Cpok Ha xapayepHara rapaHuust - MUHUMYM 5 (NeT) roguHm.
REQ.415. |Cpok Ha TexHnyecka noaabpkka — MUHUMYM 5 (NeT) roguHw.
REQ.416. |[Mony4aBaHe Ha HOBW BepcUM Ha copTyepa - MUHUMYM 5 (NeT) roanHM.
12. 1000BASE-LX SFP mogynu — 10 6pos
OO0wwm n3nckBaHua
REQ.417. |1000BASE-LX SFP mogyn
Mogynute TpsibBa Aa 6baaT OT CbLUMS NPOWU3BOAUTEN, KAaKTO NPeaSIOKEHUTE KOMYTaToOpU, UNK Aa
REQ418. Obaat cepTudmumpaHm 3a u3non3saHe oT Hero.
apaHuua n noaapbXKKa:
REQ.419. |Cpok Ha xapayepHata rapaHuust - MUHUMYM 5 (NeT) roguHum.
REQ.420. |Cpok Ha TexH1Yecka noaabpKka — MUHUMYM 5 (MeT) roguHw.
REQ.421. |lMony4yaBaHe Ha HOBM BepCUK HA copTyepa - MUHUMYM 5 (NET) roauHu.
13. 10GBASE-SR SFP+ mogynu -70 6pos
O0wwm n3nckBaHus
REQ.422. |10GBASE-SR SFP+ mogyn
Mogynute TpsibBa Aa 6baaT OT CbLUMS NPOWU3BOAWTEN, KAKTO NPEANOXEHUTE KOMYTaTopy, Unu ga
REQ.423. Obaat cepTudmumpaHm 3a u3non3saHe oT Hero.
apaHuusa n noaapbLXKKa:
REQ.424. |Cpok Ha xapayepHaTa rapaHuus - MUHUMYM 5 (NeT) roguHw.
REQ.425. |Cpok Ha TexH1Yecka NoaabpKka — MUHUMYM 5 (NeT) roguHuw.
REQ.426. |lMonyyaBaHe Ha HOBM BepCHM HA cogpTyepa - MUHUMYM 5 (NET) roauHu.
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14. 25GBASE MMF SFP28 moaynu — 84 6pos

06wu usncksaHus

REQ.427. |25GBASE MMF (multi mode) SFP28 moayn
Mogynute Tpsibea fa 6bAaT OT CbLUWS NPOU3BOAUTEN, KAKTO NPELSIOKEHUTe KOMyTaTopu, Unv aa
REQ428. Obaat cepTudmLmMpaHm 3a u3nonssaHe oT Hero.
lapaHums u nogapbXKa:
REQ.429. |Cpok Ha xapayepHara rapaHuus - MUHUMYM 5 (NeT) roguHw.
REQ.430. |Cpok Ha TexH14ecka nogabpxka — MUHUMYM 5 (NeT) roauHw.
REQ.431. |lonyyaBaHe Ha HOBW BepCUW Ha CodTyepa - MUHUMYM S (NeT) roanHH.
15. 40GBASE SR BiDi QSFP moayn - 16 6pos
06w n3nckBaHus
REQ.432. |40GBASE SR BiDi QSFP moayn
Mogynute Tpsibea fa 6bAaT OT CbLUWS NPOU3BOAUTEN, KAKTO NPELrIOKEHUTe KOMyTaTopu, Unv aa
REQ433. Obaat cepTudmumMpaHm 3a u3non3saHe oT Hero.
MapaHuus U noaapbXkKa:
REQ.434. |Cpok Ha xapayepHaTa rapaHuus - MUHUMYM 5 (MeT) roguHw.
REQ.435. |CpoK Ha TexH1Yecka noaabpkka — MUHAMYM 5 (MeT) roauHw.
REQ.436. |lonyyaBaHe Ha HOBW BepcuUn Ha codTyepa - MUHUMYM 5 (NeT) rognHu.
16. Cuctema 3a 3awuTa Ha enekTpoHHaTa nowa — 2 6pos
O6wWwu n3nckBaHus
REQ.437. |Tun Ha KyTusTa/luacuTo - 3a AupekTeH MoHTax B 19° wikad.
3axpaHBaHe — MUHIUMYM [Ba TOKO3axpaHBaLLu Mogyna, paboTelyn B peXnuM C MbIHO pe3epBupaHe.
REQ438. [a nogobpxart 3axpaneaHe o1 220-240v AC, 50Hz.
REQ.439. |[a ce nogabpxa noaMsiHa Ha TBbPA Auck 6e3 HapyluaBaHe paboTtarta Ha cuctemara.
REQ.440. |Ha vuma muanumym asa 10/100/1000BASE-T v aa 10GBASE-SR nHTepdeiica.
[la n3BbpLUBa NOCNeAoBaTeNIHA NPOBEPKA Ha BXOAALM M M3Xogawm email CbobLLEHUs C pasnnyHu
CUCTEMW 1 METOAM:
e DKIM u SPF nposepka.
e  OunTpupaHe Ha BXoasLum cbobLieHns Ha Basa HMBOTO Ha penyTauus Ha usnpaijava.
REQ.441. e 3awura npoTUB CNam C Bb3MOXHOCT 3@ NPOMyCKaHe, yHWLL0XaBaHe, BPbLUAHe Ui nocTaBsHe
Ha CbOOBLLEHNETO Nog KapaHTMHa.
e AHTMBMPYCHa 3aLuTa.
e Graymail 3awwra ¢ npuHyautenHo otcTpaHsisaHe Ha URL nuHka 3a oTnncBaHe.
¢ [lognpaBeHun cboOLLEHMS.
REQ.442. [la nogobpka Cb3gaBaHeTO Ha MOMUTUKW 3a MpunaraHe Ha CnegHuTe AencTBus Bbpxy email

C'bO6UJ,eHVIF|Ta — nponyckaHe, yHULLIOXXaBaHe, BPbLLaHEe O6paTHO, NnocCTaBAHe NoA KapaHTuHa.
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[la nopobpxa nogmsiHa Ha url Bpb3kUTe B MOAO3PUTENHW CLOBLLEHNS C Url Bpb3KkM cOYely KbM

REQ.443. cuctemata 3a 3awmra Ha WEB Tpadmka
[la nogabpxa paslimpeHa npoBepka Ha (hannoBe 3a HarM4m1eTo Ha 3r1oBpeseH Koa:

e [la n3non3ea cucTeMa 3a OTKPMBAHE Ha (haiirioBe CbC 3MoBpedeH kog Ha GasaTta Ha
cUrHaTypwm.

e [la n3nonsea cuctema 6asupaHa Ha painosu ,0TNeYaTbUM® 3@ OTKPUMBAHE Ha NOMMMOPHM
thopmu Ha 3noBpefeH koa. Cuctemata 3a cpaBHsiBaHe Ha (pannoBu oTnevaTbUm Tpsibea Aa
nsnonsea ,pasmuta nornka“ (fussy logic) 3a cpaBHsiBaHe Ha Gnu3ku/ nogobHu dhainosm
otneyatbun. Cuctemata TpsbBa [a NoAAbpxa HambiHO aBTOMATUYHO CbOMpaHe Ha
MeTafaHHM 3a BCeKW halin 1 U3roTBSHE Ha YHUKaNHW (haiinioBy OTNeYaTbLm 3a THX.

REQ.444. o [la n3nonsea TEXHOMOIMM 3a MaLLMHHO camoobyyeHne Ha cucTemaTa 3a knacudukaums, Ha
Gasa cTaTMCTMYeCKM anropuTMW aHanuampawy noeedeHYeckute aTtpubytm Ha Beve
Knacuduumpann dannose (Knacugpuumpanu kato ,4006pu* uv kato ChabpKaLLy 3roBpeaeH
kog). lNpegnaraHoTo pelleHne TpsibBa Ja MOXe [fa Ce Bb3nonsea OT pe3ynratute Ha
CTaTUCTUYECKMTE aHann3W M3BLPLLUBAHM W 3a APYrY KNWEHTK, WU3MOoM3Baly PeLLeHNeTo Ha
Npou3BOAUTENS.

e [la nputexaBa Bb3MOXHOCT 3@ PETPOCMEKTUBHU MPOBEPKN — CbXpaHsBaHe MCTOpUSTa Ha
BCWYKM NPOBEPEHN (PainoBe W M3BBPLLBAHE Ha HOBA KracuduKaLms npu noslyYaBaHe Ha HoBa
WHGopmaums (hainnosu cUrHaTypm, OTnevaTbLy W T.H).

REQ.445. |[a noaabpxa numutipare 6pos Ha u3xoasiumTe cbobLLyeHus 3a Bcekn noTpebuten.
REQ.446. |[a nogabpxa srpageHa DLP cuctema.
REQ.447. |[a nogabpxa uHTerpaums ¢ BbHwHa DLP cuctema.
[la nogabpka 3agb/MKUTENHO NpunaraHe Ha 4orosopeHo TLS wndgpoBaHe 3a rpynu OT uanpaLlayu.
REQ.448. |lMpu nonyyaBaHe Ha HelunpoBaHO CbOBLLEHME OT Te3U rpynu, cuctemarta Tpsbsa 4a MOXe Aa BbpHe
aBTOMaTUYeH Mein CbC ChobLLEHe, Ye Ce U3N0N3Ba HelngpoBaHa KOMyHUKaLMS.
REQ.449. |[a nopabpxa Envelop Encryption.
REQ.450. |Ha nopabpxa S/MIME wwudposaHe.
REQ.451. |[a nogabpxa Cb3aaBaHETO Ha NOMNUTUKM M NpaBuna 3a unTpupaxe.
REQ.452. |®yHKUMOHANHOCT 3a foKarHa kapaHTuHa.
REQ.453. |®DyHKLUMOHANHOCT 3a OQMTHM 3annCu.
REQ.454. |®yHKUMOHANHOCT 3a AOKNaaM.
[la nogabpxa MUHUMYM CreaHUTe METOAM 3a ynpaBneHue u HabnoaeHue:

e Web 6a3upaH rpacuueH uHTepdenc

e HTTPuHTTPS

e Ping

REQ.455. e DNS

e FTP

e NTP

e SSHv2
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o \WEB API 3a nHTerpauusi ¢ BbHLIHM CUCTEMW.
e BrpageHa cuctema 3a U3roTBSHE Ha OTYETH.

CodhTyepa fa MMa MHCTanMpaHu 1 NULEH3MpaHu ¢ MOCTOSIHEH NNLIEH3 OonepaLMoHHa cuctema u 6asa

REQ.456.
[aHHM, KOUTO NoAAbpXaT ropeonucaHnTe YHKLUNUN.
REQ.457 Co(pTyepa [a e OKOMNMEKTOBaH CbC CbOTBETHUTE NWLEH3W W MNpaBa 3a W3NON3BaHe cropes
“7" |ycnoswsaTa Ha npoussoauTens 3a MuHumyM 8300 notpebutens.
REQ.458 CucTtemara 3a 3alyuTa Ha enekTpoHHa nowja Tpsabea fa 6bae AocTaBeHa ¢ HeObXoauMMS CbPBBPEH
"7 |xapayep CbrnacHo U3NCKBAHETO Ha NPOM3BOANTENS 3@ NOCOYEHUAT Bpoin notpebuten.
lapaHums u noaapbxKa:
REQ.459. |Cpok Ha xapayepHara rapaHuus - MUHUMYM 5 (NeT) roguHuw.
REQ.460. |Cpok Ha TexH14ecka noaabpkka — MUHUMYM 5 (NET) roauHw.
REQ.461. |[MonyyaBaHe Ha HOBW BepcUM Ha copTyepa - MUHUMYM 5 (NeT) roauHu.
REQ.462. |OBHoBsBaHe Ha AeUHNALMM U CUTHATYPW - MUHUMYM 5 (NeT) roguHu.
17. Cuctema 3a 3awmta Ha WEB Tpadmka — 2 6pos
O6wm u3nckBaHus
REQ.463. |Twn Ha KyTusTa/lwacuTo - 3a AnpekTeH MoHTax B 19 Wwkad.
REQ.464 3axpaHBaHe — MUHUMYM iBa TOKO3axpaHBaLLW Mogyna, paboTeLm B PEXUM C MbIHO pe3epBupaHe.
" | a nogabpxart 3axpaHBaHe o1 220-240v AC, 50Hz.
REQ.465. |[a ce nopabpxa nogmsHa Ha TBbpA Anck 6e3 HapywasaHe paboTaTa Ha cucTemara.
REQ.466. |[avuma munnmym aga 10/100/1000BASE-T v yetupu 10GBASE-SR uHTepdbeiica.
Cuctema 3a KOHTPON U 3aluta Ha notpebutenute npu TaxHata pabora ¢ WEB noptanm n Web
REQ467. npunoxexns npes Internet.
REQ.468. |[a nogabpxa pabota kato HTTP, HTTPS, FTP n SOCKS npokcu.
REQ.469. |[a nogabpxa ,npo3payeH” v proxy pexum Ha pabota.
REQ.470. |Ha nopabpxa SSL gekpuntupare.
[a nogobpxa cduntpupade Ha fgoctona o URL agpecu no kateropum u penytaums Ha Web
REQ471. nopranure.
REQ.472. |[awwva srpageHa DPI cuctema 3a pasno3HaBaHe Ha NpuioxeHus.
[a pasnosHasa WEB CTpMUMMHI Ha ayaomo v BMAEO U Aa NOAAbPXKA OTAENHWU TpauyHN NONUTUKMA
REQ.473. |orpaHuyaBawy nponyckaTenHata feHTa KakTo 3a BCeku notpebuten, Taka M 3a goctbna Ao
onpeaeneHa CTPUAMUHI yCryra OT BCUYKW NOTpebuTten.
REQ.474. |[a nogabpxa Cb3faBaHETO Ha NMONUTUKK 3a punTpupaHe Ha goctbna 4o Web npunoxeHus.
[la nogabpxa ANHAMUYHO CKaHWpaHe U ynpasrieHne Ha JoCTbha 40 CbAbpXaHUETO B TbpceHata oT
notpeburens WEB ctpaHuya:
REQTS. e Megus cainnose

e M3mbnHumu painose
e [HcTanaTopu
o [lokyMeHTHU hopmaTy
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o [IpoBepka B apxvsu
e Flash cbabpxanue
e MIME Tunose

e P2P merta (hannose

[a nogabpxa ,dekoHcTpyupaHe® Ha WEB cTpaHuuuTe OO TEXHUTE OCHOBHM OBEKTW W TAXHOTO

REQ.476.
WHOMBMAOYANHO CKaHUpaHe.
[la nogabpxa pasiumpeHa npoBepka Ha (hannose 3a HarM4neTo Ha 3r10BpPEAEH KOoA;

e [la n3non3Ba cucTeMa 3a OTKPMBAHE Ha (haiirioBe CbC 3MoBpedeH kog Ha GasaTta Ha
CUrHaTypwm.

e [la u3nonsea cuctema 6asvpaHa Ha gannosu ,0TneyaTbUy’ 3a OTKpUBaAHE Ha NONMMOPHH
copmm Ha 3noBpeaeH kog. Cuctemarta 3a cpaBHsiBaHe Ha (hannosm oTnevaTsuym Tpsibea aa
nanonaea ,pasmuta norvka“ (fussy logic) 3a cpaBHsiBaHe Ha 6au3ku/ nogobHM hainosu
oTnevatbun. Cuctemata TpsbBa fga noagbpKa HamMbiHO aBTOMATUYHO CbOMpaHe Ha
MeTafaHHu 3a BCekW pailn 1 M3roTBSHE Ha YHMKAIHM (DannoBu OTneYaTbLm 3a TAX.

REQ.477. e [la n3non3ssa TEXHOMOMMM 32 MaLWMHHO caMOObyYeHne Ha cuctTemara 3a Knacudukaums, Ha
Basa cTaTUCTMYECKM anropuTMK aHanuaupalu noBedeHYeckuTe aTpubyTm Ha Beve
Knacuduumpann dannose (Knacugpuumpanu kato ,4006pu* v kato ChabpKaLly 3roBpeaeH
kog). lNpegnaraHoto peleHne TpsbBa ga MOXe fa Ce Bb3ronsea OT pesyntatuTe Ha
CTaTUCTUYECKMTE aHamnM3n U3BBLPLUIBAHW W 3a APYrW KWEHTW, U3MOM3BallM PeLLeHNETo Ha
NPOW3BOANTENS.

e [la nputexaBa Bb3MOXHOCT 3@ PETPOCMEKTUBHU MPOBEPKM — CbXpaHsBaHe MCTOpUSTa Ha
BCUYKM NPOBEPEHH (halirioBe W N3BBbPLUBAHE Ha HOBA KnacudukaLms npu nosyyaBaHe Ha HoBa
WH(opmaLms (hainnosu curHaTypm, oTnevaTbLy U T.H).

[la nopabpxa Cb3gaBaHETO Ha MOMWUTUKM 3a BPEMEBU M TpahUyHW OrpaHUYeHUst Ha rpynu ot
REQA4T8. notpebutenu go onpeaenenu kateropun WEB noptanu
[la nopabpxa ckaHupaHe Ha KOMyHUKauunTe, Ha L4 HWBO, 3a yCTaHOBSBaHe Ha 3noBpedeH codTyep,
REQ479. KOWTO Ce onuTBa Aa u3berHe komyHukaums npes nopt 80.
[la nopabpxa ynpasneHve Ha hannosusT bnoaj ¢ NonuTUKK, Ha 6asa penytauusTa u kateropusTa
REQ480. Ha Web noptanute kbm KOUTO Ce kauBart pansose.
REQ.481. |[a no3sonsiBa nHterpaums ¢ BbHWHU DLP cuctemm upes ICAP npoTokon.
[la vnma Bb3MOXHOCT 3a fobassHe Ha Web sawwTa 3a notpebutenu, KOMTO ce HammpaT M3BBH
REQ482. mpexara Ha Bb3noxutens.
[la vma BrpageHa cuctema 3a ynpasneHnue n HabnogeHne ¢ WEB uHTepdeiic:
e AHanus v OTCTpaHsiBaHe Ha 3annaxwure.
e YnpaBneHwe Ha NOnNUTUKUTE 3a punTpupaHe..
REQ.483. o TpaduyHM TEHAEHUMN.

e l3nonssann WEB annukauumn n TpacomyHuTe UM TEHAEHLNN.
e [letannnm goknagm 3a WEB notpebutenute.
o [loceteHute URL agpecy n kateropuv nopranu.
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o AHanu3u Ha onnUTUTE 3a U3MOJI3BaHE Ha BCUYKK L4 nopToBe C MAEHTUMDMULMPAHE Ha XOCTOBETE
v notpebutenute.
e BusyanuaupaHe Ha TeHAEHUMM, NpocrneasBaHe W OTCTpaHsBaHe Ha npobnemu.

[a nogabpxa nHterpaums ¢ Microsoft Active Directory 3a ngeHtudmkaums Ha notpebutenm n rpynu u

REQ.484.

npunaraHe Ha NOMMTUKA BBbPXY TAX.

CodpTyepa fa uma UHCTanMpaHu 1 NULEH3NpaHu ¢ NOCTOSIHEH NIULIEH3 onepaLMoHHa cuctema 1 6asa
REQ4ES. [aHHW, KOUTO NOAABPXAT ropeonucaHnTe yHKLMK.

CobTyepa Oa e OKOMMMEKTOBAH CbC CbLOTBETHUTE NMULEH3W U NpaBa 3a M3Mon3BaHe cropeq
REQ486. ycrnoBusiTa Ha npoussoauTens 3a MuHumym 8300 notpebutens.

Cuctemata 3a 3awmta Ha Web Tpadwmka TpsibBa ga 6bae OocTaBeHa ¢ HEOOXOAMMUS CbPBBPEH
REQA87. Xapayep CbrnacHO M3MCKBAHETO Ha NPOM3BOANTENS 3a NOCOYeHUAT Bpon noTpebutenu.

lapaHums U nopapbXKa:
REQ.488. |Cpok Ha xapayepHaTa rapaHuus - MUHUMYM 5 (NeT) roguHw.
REQ.489. |Cpok Ha TexH14ecka nogabpxka — MUHUMYM 5 (MeT) roauHw.
REQ.490. |lMonyyaBaHe Ha HOBW BepcUn Ha CodTyepa - MUHUMYM 5 (NeT) rognHu.
REQ.491. |O6HoBsiBaHe Ha AEPUHULIA U CUTHATYPU — MUHUMYM 5 (NeT) roAnHU.
18. Cuctema 3a ynpaBneHue Ha 3alUTMTe Ha enekTpoHHaTa nowa u WEB tpadmka — 2 6post

06wu usncksaHus

REQ.492. |Tun Ha KyTusTa/llacuTo - 3a AUpeKkTeH MoHTax B 19 wkad.
3axpaHBaHe — MUHUMYM [iBa TOKO3axpaHBaLW Mogyna, paboTeLLM B PEXMM C MbIHO pe3epBupaHe.
REQ493. [a nogobpxart 3axpaneaHe ot 220-240v AC, 50Hz.
REQ.494. |[a ce nogabpxa noaMsiHa Ha TBbPA Auck 6e3 HapyluaBaHe paboTtarta Ha cuctemara.
REQ.495. |[avma muHumym gga 10/100/1000BASE-T.
REQ.496. |[a moxe aa ce nobasst muHumym gsa 10GBASE-SR.
REQ.497. |LleHTpanu3upaHo ynpasrneHue 1 reHepupaHe Ha LOKnaau.
LleHTpanuanpaHo npocnegsiBaHe Ha CbOOLLEHNS OT eNEKTPOHHATa noLya. BbamMoXHOCT 3a untpauus
REQ498. Ha 6a3a uanpatyay, nonyyaten u Apyrv noneTa oT eNekTPoHHaTa noLa.
LleHTpanuaupaHo npocnegssaHe Ha WEB tpaHsakuuu. BbamoxHocT 3a puntpauus Ha 6asa P agpec,
REQ.499. |noTpebutencko uMme, JOMEWH, BpemMeBu NHTepBar. [oka3BaHe Ha CTaTUCTUKa 3a u3nonasaHute WEB
annukauuu.
REQ.500. |l'eHepupaHe Ha goknaaw 3a WEB tpaduka 3a gocTbneaHuTe CanToBe U TEXHUTE KaTEropu.
REQ.501. |UeHTpanuanpaHa SPAM kapaHTuHa 3a eNleKTpOHHaTa noLua.
REQ502. Buayanusaumsa B peanHo Bpeme Ha WEB 6a3supanun ataku, adpektupaHu notpebutenu, 3nospeaeH
koa.
REQ.503. |Busyanusauus 3a penytaumsata Ha WEB caittoBeTe fgoctbnaHu oT notpebutenu.
REQ.504. |Buayanusaums Ha MHEKTMpaHu NoTpebuteny noTeHumanHm yyactHuuym B Botnet mpexm.
REQ.505. |[a vmva BrpageHa cuctema 3a ynpasnenue u HabnogeHne ¢ WEB uHTepdeic.
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CodbTyepa aa MMa MHCTAnNMpaHu 1 NULEH3MPaHI C NOCTOSHEH NNLIEH3 onepaLMoHHa cucTema 1 6asa

REQ.506. [aHHKW, KOUTO NOAABPXKAT rOpeonucaHnTe yHKLNN.

CobTyepa Oa e OKOMMMEKTOBAH CbC CbLOTBETHUTE MNULEH3W U NpaBa 3a M3Mon3BaHe cropeq
REQ.507. yCrnoBusiTa Ha npoussoauTens 3a MuHumym 8300 noTpebutens.

CucTema 3a ynpaBreHue Ha 3alluTiTe Ha enekTpoHHata nowa n WEB Ttpadvka Tpsbsa fa 6bae
REQ.508. |pocTaBeHa C HeobXOAMMUS CbPBBPEH Xapfyep CbrNacHO W3UCKBAHETO Ha NpOM3BOAUTENS 3a

nocoyeHusT 6poit noTpedbutenu.

lapaHums u noaapbxKa:

REQ.509. |Cpok Ha xapayepHara rapaHuus - MUHUMYM 5 (NeT) roguHw.
REQ.510. |Cpok Ha TexH14ecka noaabpka — MUHUMYM 5 (MeT) roauHw.
REQ.511. |[MonyyaBaHe Ha HOBW BepcUM Ha copTyepa - MUHUMYM 5 (NeT) roanHu.

19. 3awmTHu cteHn (NGFW) 3a LeHTbpa 3a faHHM — 2 Gpos

O6wWwm usmcksaHusa

REQ.512. |Tun Ha KyTusTa/lacuTo - 3a AnpekTeH MoHTax B 19 Wwkad.
REQ.513 3axpaHBaHe — pe3epBupaHo, No cxema 1:1 ¢ MMHUMYM [Ba TOKO3axpaHBaluM Moayna paboTewm B
7 | pmana3oHa 220-240v AC, 50Hz.
REQ.514. |PaboteH TemnepatypeH ananasoH ot 0° go +40 °C.
REQ.515. |PaboTHa otHocuTenHa BnaxHocT oT 10% a0 95%.
REQ.516. |MuHumym 8 6post 10GBASE-SR u 4 6posi 40GBASE-SR-BIDi nHtepdeica.
REQ.517. |Bpoin USB noptoBe - MuHumym 1 Gpoi.
REQ.518. |Ethernet nopt 3a ynpaeneHue - MuHumMym 1 Bpoit.
REQ.519. |CepueH koH30meH nopT - MUHUMYM 1 Bpoi.
REQ.520. |Bb3amoxHocT 3a pobaBsiHe Ha MuHUMYM YeTupn 6post 4A0GE QSFP+ uHTepdeitca.
[Mpon3BOANTENHOCT:
e MuHuMyM 25 Gbps cbe pabotelm statefull inspection firewall, IPS v deep packet inspection.
e Opon cecum — muanmym 15 000 000.
REQ.521.
e HoBM cecum 3a 1 cekyHaa - muHumym 200 000.
e |PSec npou3soguTenHoCT — MuHUMYM 8 Gbps.
e [lponsBogntenHoct Ha TLS aekpuntupaHe — MuHumym 6 Gbps.
REQ.522. |[a nogabpxa npo3payeH pexum Ha pabota — Inline.
REQ.523. |[a nogabpxa pexum Ha paboTa kaTo MapLupyTM3aTop.
[a nogabpxa IPSec TyHerm ¢ IKE/IKEV2 ynpaBneHue Ha cecunTe 1 CrieaHUTe METOAM 3a 3aluynTa:
e Encryption: 3DES, AES-128 n AES-256.
REQ.524. e Authentication: preshared key, RSA n ECDSA.
e Integrity: SHA, SHA-256, SHA-384, SHA-512.
REQ.525. |Ha nogabpxa SCEP npoTokon 3a nofy4aBaHe Ha cepTudukar.
REQ.526. |[a nogabpxa OCSP 3a npoBepka BanuaHOCTTa Ha cepTudukaTu.
REQ.527. |[a nopabpxa gekpuntupaHe Ha Tpaduk 3a MHCNeKUus.
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REQ.528. |[a nogabpxa SSL VPN.
REQ.529. |Ha noaabpxa muHmumym 1000 802.1Q VLAN.
REQ.530. |[a uma BrpageHa IPS cuctema.
REQ.531. |[Ha wma BrpageHa Anti-Malware cuctema 3a 3aLuura ot pannose CbC 3r10BpeseH KOp.
[la nopobpxa PETPOCNEeKTUBHO YBEOOMSBAHE Ha agMWHMCTpaTopa Mpu MoflyYaBaHe Ha HOBa
REQ.532. MHOPMAaLMS, KOATO Kracudumpa Beye ceaneHn (ainioBe Kato Cbbpxally 3MnoBpefeH Koa,
[a uma BrpageHa DPI cuctema ¢ knacuguumpaHe Ha MpexoBust TpaduK Ha HUBO MPUIOXEHUS U
REQ.533. KaTeropum ot NpUIIOXEHMUS.
[la nogabpxa MUHUMYM CrieHUTEe NPOTOKONM 3a MapLUpyTM3aLms:
e RIPuRIPv2
REQ.534. e (OSPFv2 n OSPFv3
e BGPv4
REQ.535. |Ha nogabpxa MuHumym IGMPv2 n PIM-SM MynTukacT MapLupyT13vpaHe.
REQ.536. |[a nogabpxa auHamuyeH n ctatdeH NAT.
REQ.537. |[a nogabpxa AMHamuyeH u ctatndeH PAT.
[a nogpbpxa muHnmym criegHute PAT n NAT yenyru:
o NAT 3a IPv4
REQ.538. . NAT66
o NAT 64/46 TpaHcnauuu
REQ.539. |Ha nogobpxa NAT AGL 3a SIP, H.323 n FTP npoTtokonu.
REQ.540. |[a no3sonsBea obocobsisaHe Ha DMZ 30Hu.
[a nogabpxa rate limiting ¢ knacuduumpaHe Ha Tpaduka Ha 6asa MUHUMYM CregHUTE NapameTpu:
o lHTEpdenc
e P mpexu
REQ.541.
o [TpunoxeHns 1 KaTeropun OT NPUNOXKEHMS
e URL kateropus 1 penytauus
e Active Directory notpebutenu u rpynu ot notpebutenu
[a nogobpxa uHTerpaumsa ¢ Microsoft Active Directory 3a ngeHTudmkaums Ha notpebutenure w
REQ.542. cb3gasaHeTo Ha Firewall nonuTuku Ha 6a3a AD rpynu u notpebutenute.
REQ.543. |[a nogabpxa uoeHtudukaums Ha notpedutenure ypes BbHILEH RADIUS cbpBbp.
REQ.544. |[a nogabpxa active-standaby HA pexum Ha pabora.
[la nogabpxa MUHUMYM CregHUTe METOAM 3a ynpaBneHue u HabnoaeHue:
e KoHsona, HTTP n HTTPS.
e Ping
REQ.545. e DNS
e NTP
e SSHv2c n SNMPv3
e Syslog
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e EkcnoptupaHe Ha TpagmyHa nHgopmaums ypes IPFIX, Netflow, Jflow unm nogobex npotokon
KbM BBHLLUHA cucTeMa 3a TpathuyeH aHanms.

e neHTndukaums Ha agMuHUCTpaTpuTe Ypes nokanHa 6asa, RADIUS cbpsbp v LDAP.

e OtpeneH Ethernet nopt 3a out of band ynpasnexve n HabntogeHWe Ha YCTPOMCTBOTO.

REQ.546. |YCTpOWCTBOTO Aa MMa UHCTanMpaHa 1 nuLeH3npaHa ¢ noCTosiHEH NULEH3 onepaLoHHa cuctema.
YCTPOMCTBOTO fj@ € OKOMMIEKTOBAHO CbC CbOTBETHUTE NULIEH3N W NpaBa 3a W3Mon3BaHe Cropes
REQ.547. yCnoBusaTa Ha Npou3BoaMTENS.
lapaHuma 1 nopapbXKa:
REQ.548. |Cpok Ha xapayepHara rapaHuust - MUHUMYM 5 (NeT) roguHum.
REQ.549. |Cpok Ha TexHu4ecka noaabpxka — MUHUMYM 5 (NeT) roauHm.
REQ.550. |[MonyyaBaHe Ha HOBW BepcuM Ha copTyepa - MUHUMYM 5 (NeT) roauHu.
REQ.551. |OBHoBsBaHe Ha AeUHALMM N CUTHATYPWU — MUHUMYM 5 (MET) FOAUHMU.

20. 3awmTHyn cteHn (NGFW) 3a mHTepHeT Bb3en — BTOpy Ban — 2 6pos

O6wWwm usmcksaHusa

REQ.552. |Tun Ha KyTusTa/lacuTo - 3a AnpekTeH MoHTax B 19 Wwkad.
3axpaHBaHe — pesepBupaHo, no cxema 1:1 ¢ MMHUMYM [Ba TOKO3axpaHBalLm Moayna paboTewm B
REQ.553. ananasoHa 220-240v AC, 50Hz.
REQ.554. |PaboteH TemnepatypeH ananasoH ot 0° go +40 °C.
REQ.555. |PaboTHa oTHocuTenHa BnaxHocT oT 10% 10 95%.
REQ.556. |MuHumym 8 6post 10GBASE-SR uHTepdeica.
REQ.557. |Bpoit USB noptoBe - MuHumym 1 Bpoi.
REQ.558. |Ethernet nopt 3a ynpaBnexue - MuHumym 1 Bpoit.
REQ.559. |CepvieH KOH30MEeH NOpT - MuHUMYM 1 6poi.
Bb3amoxHocT 3a gobaBsHe Ha MuHumym 8 Gposi 10GE SFP+ u uetupn 6pos 40GE QSFP+
REQ.560. UHTEpQeiica.
[pon3BOAMTENHOCT:
e muHumym 10 Gbps cbe paboTewm statefull inspection firewall, IPS n deep packet inspection.
e Gpon cecum — muammym 10 000 000.
REQ.561.
e HOBM cecuu 3a 1 cekyHaa - MuHuMyM 64 000.
e |PSec npon3BoaMTENHOCT — MUHUMYM 6 Gbps.
o [lpousBogutenHoct Ha TLS aekpunTtupaHe — MuHumym 4 Gbps.
REQ.562. |[a nogabpxa npo3payeH pexum Ha pabota — Inline.
REQ.563. |[a nogabpxa pexum Ha paboTa KaTo MapLupyTu3aTop.
[a nogabpxa IPSec TyHerm ¢ IKE/IKEV2 ynpaBneHue Ha cecunTe 1 CrieaHUTe METOAM 3a 3aluynTa:
e Encryption: 3DES, AES-128 n AES-256.
REQ.564. e Authentication: preshared key, RSA n ECDSA.
e Integrity: SHA, SHA-256, SHA-384, SHA-512.
REQ.565. |Ha nogabpxa SCEP npotokon 3a nonyyaBaHe Ha cepTudmkar.

36




MpunoxeHwue Ne 1.5.

REQ.566. |Ha nogabpxa OCSP 3a npoBepka BanMaHOCTTa Ha cepTudukaTy.
REQ.567. |[a nogabpxa AekpunTupaHe Ha TpadvK 3a MHCTEKLMS.
REQ.568. |[a nogabpxa SSL VPN.
REQ.569. |Ha nogabpxa muHumym 1000 802.1Q VLAN.
REQ.570. |[a wma BrpageHa IPS cuctema.
REQ.571. |[Ha wma BrpageHa Anti-Malware cuctema 3a 3aLuura oT pannose CbC 3r10BpeseH KA.
[la nopobpxa PETPOCNEeKTMBHO YBEOOMSBAHE Ha agMWHMCTpaTopa Mpu MOflyYaBaHe Ha HOBa
REQ.572. UHOPMAaLMS, KOATO Kracuumpa Beye ceaneHn (ainioBe Kato Cbbpxally 3MoBpefeH Koa,
[a uma BrpageHa DPI cuctema ¢ knacuguumpaHe Ha MpexoBust TpauK Ha HUBO MPUNOXEHUS Y
REQ.573. KaTeropuu ot NpUIIOXEHMUS.
[la nogabpxa MUHUMYM CrieHUTE NPOTOKONM 3a MapLUpyTM3aLms:
e RIPuRIPv2
REQST4. | o OSPFv210SPFv3
e BGPv4
REQ.575. |Ha nogabpxa MuHumym IGMPv2 n PIM-SM MynTukacT MapLupyTu3mpaHe.
REQ.576. |[a nogabpxa aMHamuyeH u ctatnieH NAT.
REQ.577. |[a nogabpxa AMHamuueH n ctatndeH PAT.
[a nogpbpxa muanmym criegHute PAT n NAT yenyru:
e NAT 3a IPv4
REQ.578. . NAT 66
o NAT 64/46 TpaHcnauuu
REQ.579. |Ha nopabpxa NAT AGL 3a SIP, H.323 u FTP npotokonu.
REQ.580. |[a no3sonsiza obocobssaHe Ha DMZ 30Hw.
[a nogabpxa rate limiting ¢ knacuduumpaHe Ha Tpaduka Ha 6a3a MUHUMYM CriegHUTE NapameTpu:
e WHTepgeiic
e P mpexu
REQ.581.
o [TpunoxeHns 1 KaTeropun OT NPUNOXKEHMS
e URL kateropus 1 penytauus
e Active Directory notpebutenu u rpynu ot notpebutenu
[a nogobpxa uHTerpaums ¢ Microsoft Active Directory 3a npeHTudmkaums Ha notpebutenute u
REQ.582. cb3gasaHeTo Ha Firewall nonuTuku Ha 6a3a AD rpynu u notpebutenute.
REQ.583. |[a nogabpxa uoeHtudukaums Ha notpedutenure ypes BbHILEH RADIUS cbpBbp.
REQ.584. |[a nogabpxa active-standaby HA pexum Ha pabora.
[la nogabpxa MUHUMYM CnegHUTe METOAM 3a ynpaBneHue n HabnioaeHue:
e KoHsona, HTTP n HTTPS.
e Ping
REQ.585. e DNS
e NTP

e SSHv2c 1 SNMPv3
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e Syslog

e Ekcnoptupane Ha TpagmyHa uHcopmauus upes IPFIX, Netflow, Jflow unm nogoben npotokon
KbM BBHLUHA CUCTEMA 32 TPa(UUEH aHaNu3.

e MpeHTndukaums Ha agMUHUCTpaTpuUTe Ypes nokanHa 6asa, RADIUS cbpebp u LDAP.

e OrtpgeneH Ethernet nopT 3a out of band ynpaeneHve 1 HabnogeHe Ha YCTPOACTBOTO.

REQ.586. |YCTpOWCTBOTO Aa MMa UHCTanMpaHa 1 nuLeH3npaHa ¢ noCTosiHEH NULIEH3 onepaLyoHHa cuctema.
YCTpOWUCTBOTO [j@ € OKOMMIIEKTOBAHO CbC CbOTBETHWUTE NULIEH3N U MpaBa 3a U3Non3BaHe criopes
REQ.587. YCroBMATa Ha NPOU3BOAUTENS.
lapaHums u noaapbxKa:

REQ.588. |Cpok Ha xapayepHara rapaHuus - MUHUMYM 5 (NeT) roguHw.
REQ.589. |Cpok Ha TexH1Yecka nogabpxka — MUHUMYM 5 (NeT) roauHw.
REQ.590. |lMonyyaBaHe Ha HOBM BepCHK Ha cogpTyepa - MUHUMYM 5 (NeT) roauHu.
REQ.591. |OBHoBsBaHe Ha AEUHNLIMM N CUTHATYPU — MUHUMYM 5 (MET) FOANHU.

21. Cuctema 3a ynpaBneHuve U HabnogeHue Ha 3awuTHu cteHn (NGFW)

061wwu usncksaHus

REQ.592. |Kanauutet — ynpaBenHue Ha MuHuMym 50 NGFW cuctemu
REQ.593. |[anoaabpxa MbiHo ynpaBnexue u HabnogeHue Ha npeanoxenute NGFW cuctemu B ToBa 3agaHue.
REQ.594. |[a nogabpxa kopenauus Ha cbbutusata nonyvasanm ot NGFW o uHumgeHTw.
REQ.595. |[a nogabpxa cbagasaHe v npunarade Ha NGFW nonutukv BbpXy ynpasnsiBaHUTe YCTPOUCTBA.
REQ.596. |[a nogabpxa aBTOMaTUYHO NpuiaraHe Ha nonuTUKA Npu onpegenexu cbbutns 8 NGFW.
REQ.597. |[a nogabpxa ObArocpo4HO CbXpaHeHWe Ha CbouTusTa.
REQ.598. |[a nogabpxa aBTOMaTUYHO U3MbIHEHWe Ha NPeABapUTENHO NaHUpaHn 3aayn.
REQ.599. |[a nogabpxa uHterpaums ¢ Active Directory.
REQ.600. |[a nogabpxa naeHTudmkaums Ha notpedutenu n agMmuHncTpaTopm Ypes BbHWweH RADIUS cbpBbp.
REQ.601. |Hauma GUI WEB uHTepdbeiic.

[la nogobpxa pasgensHe Ha ynpaBenHWeTo W HabntoaeHWeTO Ha MHOXECTBO MOA OpraHv3auun —
REQ.602. multitenant Bb3MOXHOCTH.
REQ.603. |[a noaabpxa 0bMsHa Ha KOHTEKCTHA MHKDOPMALMS 1 UHTErpaLms C BbHLWHK cucTemu npes API.

[la Bu3yanuampa pasnuyHn CbOWUTWS, WHUMAEHTM W TEHOEUMM CBbp3aHW CbC CUTYpHOCTTA B
REQ.604.

ynpaenssaHute NGFW.
REQ.605. |[a nosBonsea cb3gaBaHeTo Ha AOKNaau Ypes ynpasnsiemu aawbopan.
REQ.606. |[a Busyanuaupa TpacuyHa MHOPMLWS Ha HUBO NPUITOXEHNS.

Bbpxy npeasnioxeHn OT y4acTHUKA BUPTYarHUTE annaibHCK, XapayepHu annanbHCU U CbpBbPY,
REQ.607. CbINAacHO U3NCKBaHWATA Ha NPOU3BOAUTENS.

AKO NpeanoXeHNETO Ha YYaCTHWK BKMIOYBA CbpBbPM, TO Te TpsbBa fJa Ce [OCTaBAT C BCUYKM
REQ.608. |Heobxoaumu nuLEH3N 3a onepalynoHHU cuctemu, 6asn JaHHU 1 LOMbIHUTENEH COGTyep, ChINacHo

M3NCKBaHUATA Ha Npon3sBoauTend.
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BupTtyanuute annavHcu Tpsbea ga ca cbBmectumn ¢ VMWare ESXi wHpacTpykTypaHa Ha

REQ.609.

BEJOMCTBOTO.

YYacTHULMTE M3N0N3BaLLM XapayepHu annabHCK Unu cbpBbpyu Tpsbea aa npegnoxat gsa 10GBASE-
REQ.610. SR Mogynu 3a BKnoYBaHe Ha yCTponcTBaTa KbM KOMyTaToOpUTE Ha BELOMCTBOTO.

lapaHums u noaapbxKa:

REQ.611. |Cpok Ha xapayepHara rapaHuus - MUHUMYM 5 (NeT) roauHw.
REQ.612. |Cpok Ha TexH14ecka noaabpka — MUHUMYM 5 (NeT) roauHm.
REQ.613. |[MonyyaBaHe Ha HOBW Bepcui Ha codpTyepa - MUHUMYM 5 (NeT) roanHu.
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