MHOOPMALMOHHO Bx.N°30-00-200/01.07.2024

OBCAYXBAHE Codus

IIpunoxenne Ne 2

KbM pamMkoB aorosop Ne P/1 02-29-240/31.12.2020 r

3asBka
no pamkos 0oeosop P/ 02-29-240 om 31.12.2020 2
3ASIBKA no Pamkos gorosop Ne PJT 02-29-240.0t1 31.12.2020 . ™
3ASBKA (akTyanu3npana) a'
Hosuups or Ne no peo om I1I" 19
II-2024r.: B
Onucanue Ha Ocuzypasane Ha cevp3aHocm KoM 2nobarnama Mumeprem mpedica u
A HOCT/MPOEeKT | npedocmassame na Hnmepnem mpagux, yciyeu 3a Mpexcosa UH@Gopmayuonna
cbriacho 11T cueypnocm 3a myscoume Ha I ][ TPAO
CPV kog 72222300-0
HN3uckpane 3a
AOCTHI 10
kiaacupuuupana | HE
uHdopmanus
JA/HE

CroiiHocT: (cmotinocmma cneosa oa
cvomeememaa Ha 3anodicenama 6 Ilian-

epagura) 6e3 JJ1C

24 000 ns. 6e3 J/IC

Cpoxk 3a namane: (eOHOKpamHo, Ha
yacmu, nepuooudHo UlU Op.)

Ilepuoouuno:

e 3a nepuooa 01.09.2024 o. — 31.12.2025 o. -
cned noonuceane Ha NPuemo-npeoasameiet
npomoxon no uil 6 om  002080pa,
yoocmogepsagaw npuemMane Ha Uu3ebpuleHume
0etiHoCU. MO OCUSYPABAHE HA CEbLP3AHOCT
KoM enobannama Humepnem mpedica u
npeoocmaeane Ha Humepnem mpaghux 3a
CLOMGEMHUSL  UlecCmMeceyer  Nepuoo U
uzoaoena gpaxmypa na cmotinocm 9000 ns. 6e3
JIC 3a cvomeemuus nepuoo, Kamo 3a Nbpeust
nepuoo om 01.09.2024-31.12.2024e.
cmotnocmma e 6 pasmep nHa 6000ns.,

IInamane ¢ akpequTus /

ABaHCOBO IJ1alIaHe (ycJa10BUs1) He
JA/HE
JokyMeHTH 32 IJIaIAHE ¢ AKPETUTHB He

Cpox Ha u3nbjaHeHne: (om dama — 00
oama uiu 8 meceyu, ako He e 008bP3AH C
KOHKpemHa 0ama)

om 01.07.2024 2. 0o 31.08.2024 2. — uzepasicoane Ha
Humepnem cevpsanocm

om 01.09.20242. 0o 31.12.20252. — ocueypsieane Ha
Humepnem cevpsanocm

I"'apaHuuoOHeH CpoK:

HEeNnPUIo0HCUMO

OrtuuTane: (nepuoouyHo — nocousa ce
nepuoo, eOHOKpamuo, CpoK 3a OM4Umare,
omuemnu OOKyMenmu)

Ilepuoouuno:
e 3a nepuoda 01.07.2024 &. — 31.08.2024 2. - ¢
noonuceane  Ha  Npuemo-npeoasamenet
NPOMOKOL __NO _ u4l. 6 om__ 002080pq,

! Or6enszea ce B ciyuail ue 3asBKaTa € aKTyaau3upaHa

2016/679

3anuyaBaHuaTa B JOKYMEHTUTE ca Ha ocHOBaHue yn. 4 ot O6wms
pernameHT OTHOCHO 3aluuTaTa Ha gaHHute - PernameHT (EC)
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yoocmogepsigawy uzepasicoane na Humepnem
C8bP3AHOC,

3a nepuooa 01.09.2024 2. — 31.12.2025 e. - ¢
noonucéane  Ha  NpuemMo-npedasameinen
npomoxon no uil 6 om  002080pa,
yoocmogepsagawy npuemMare Ha U3bpuieHume
detinocmu no ocucypsaeare Ha Humepnem
Mpedica u npedocmassive Ha Humepnem
mpaguk  3a  CbOMGEMHUSL  UleCmMeceyeH
nepuoo;

Ipunoxkenus: (nanp: mexuuuecku
napamempu, 06pasyu Ha OMyemHu
00KyMeHmu)

Texnuuecku napamempu

HacrosimaTa 3asiBKa a ce M3IbJHH NnpH yCJI0BUATA HA MIPUWIOKEHUTE TexHUYeCKH

napamMeTpH.

3ASIBKATA e UBS'OTBEHA U CBI'VIACYBAHA OT:

Koopaunartop no 3asiBkara:

PbrkoBoaMTE HA MPOEKT/IEHHOCT 1O
3asiBKaTa (Hamp: MpeJCTaBUTEN Ha
TUPEKIHATA — 3assBUTEN):

3AABKATA e OJJOBPEHA OT:

PbroBoaMTET HA JOTOBOPA OT CTPaHAa
Ha Bb3JIOKUTEJIA:

Koopaunartop ot ,,Mudopmanmnonno
oocay:xkBane“ AJl mo 3asiBKaTa

PbkoBoaUTE HA MPOEKT/AEHHOCT MO
3asiBKaTa

PbroBoguTe1 10 U3IbJIHEHUETO HA
Horosopa ot ,, MH(poOpMaLIHOHHO
o0cary:;kBane* AJl




TEXHUYECKHU ITAPAMETPH

3a

OcurypsiBaHe Ha CBBP3aHOCT KbM I100aHaTa UHTEpHET Mpeska U NpeIocTaABsIHE HA
HNurepHer Tpaduk, yeJayru 3a Mpe:koBa HHPOPMALMOHHA CUTYPHOCT 32 Hy:kauTe Ha [']]

I'PAO

1. IPEAMET

[IpenMeThT Ha 3asiBKaTa € OCUTYpsIBaHE Ha CBBbP3aHOCT KbM Iio0anHata HTepHeT Mpexa
U mpenocTaBsiHe Ha MHTepHET TpaduK, YCIyTd 3a MpekoBa MH(POPMAIMOHHA CHUTYPHOCT 3a
nyxxkaute Ha ['Jl TPAO u ycnyrara no npenocraBsHe Ha 3amura ot Distributed Denial of
Service (DDoS)

YcmyraTa o npegoctaBsine Ha IHTepHET BKITIOUBA:

Wzrpaxnane Ha Mutepuet cBbp3anoct 3a 'l 'PAO na agpec rp. Codus, yiu. "Anadbun"
Nel6-20.

OcurypsiBane Ha HEOOXOIUMHUSI OPOM peaTH! CTATHYHH aJIPECH.

[TpekoHpuryprpane ¥ ONTUMH3HPAHE HA BCHUKH HEOOXOAWMHU YCTpOICTBa (pyTepH,
cepBbpu (DNS wu jpyru), 3amumTHa cTeHa M Jp. TEXHUYECKH CpEICTBa) B
uHpopmanronHata uH@pactpykrypa Ha I'/Jl 'PAO, npeaBu nogmMsiHaTa Ha CeraliHUTe
peannu cratuunu [P agpecu, npenocTaBeHu OT AOCETAIIHUS T0CTaBYMK Ha MHTEepHeT
U ChIecTByBamara o0oco0eHaTa aBTOHOMHA cuctemMa Autonomous System Number
(ASN): AS51486, 3a koaTO TeKymus qocTaBuuK Ha MHTEepHET npenocras 1 (eqna) [Pv4
/24 Mpexa.

N3rpagenata HTepHET CBBP3aHOCT OTTOBAPSI MUHUMYM Ha CJI€THUTE TapaMeTpH;

- MunumanHa ckopoct 3a oOmMeH Ha gaHHu 200 Mbps (cuMeTpudeH 10CTh).

- CBBp3aHOCT MEXY TEXHUYECKUs LIeHThP Ha MHpopMannoHHO 00ciyXBaHe U
I'I 'PAO c rapaatupano MTU ot 1500 Gaiira.

- HutepHer nocThmbT TpsAOBa J1a MO3BOJSIBA TFapaHTHpPaH IOCTBI, KAKTO 10
MEXIYHApOAHOTO VHTEpHET MpOCTPaHCTBO, Taka M JO0 OBJIrapcKuTe
JocraByuiy Ha MHTEpHET.

- Tapantupana mpomyckarenHa cHocoOHOCT Ha KaHajla B JIBETE IOCOKH J0
TOYKaTa Ha TPAaHCMUHUPaHEe Ha Bpb3KaTa - 100%

- 100 % cumerpuunoct Ha ycayrara (Upload/Download = 1/1)

- Bucoka HagexxaHOCT U 1O0CTBIIHOCT Ha MIHTEpHET ycimyrara

- Hanuunoct Ha yciyrara Ha MeceuHa 0aza - 99,9%

- HoctersT 10 HTEpHET € HEOTPaHWYEH 10 KOJIUYECTBO TpahuK

Wsrpanenata HTEepHET CBBP3aHOCT 11i€ 00e31eyaBa BCUUKH YCIyTH, IPEIOCTABSIHU OT
'l TPAO B cmydaurte, Korato otTmnajaHe ocHoBHata WMHTepHeT cBbp3aHocT Ha []]
I'PAO, ocurypena or UA UEY mnpe3 mpekaTta Ha IbpKaBHATa aIMUHUCTPALIUS.
OcurypsiBane Ha MOAJIPBKKA 332 BPEMETO Ha JOrOBOpa ChC CIEIHUTE MUHUMAIIHU
napameTpu:

- OcurypeHa A€HOHOIIHO TEXHUYECKO 00CTyKBaHE Ha KiIMeHTuTe - [logapmxka
Ha KpaifHH MPEKOBH yCTPOMCTBA U KAOEITHH TPaceTa.



OcHrypeHO yIpaBIeHHETO H MOIAPEHKKaTa Ha IHTepHET JOCThIIA B PEJKHM Ha
pabora ,,24x7”.

B pamxuTe Ha 1 gac oT mojiaBaHe Ha CHTHAII 3a po0OiieM ¢ FIHTepHeT JocThIa,
Mpo0JIeMBT Jia ce JHATHOCTHIIHPA H JIa 3aIll0YHe OTCTPAHIBAHETO MY.

Vemyrara mo npegocrassHe Ha 3ammTa oT Distributed Denial of Service (DDoS) ataku u
3aIIHTa Ha yeO MPHJIOKeHHs BKIF0OUBA CIEJHOTO pellleHHe:

Tun pemenne: XuOpumHo pemenne mox ¢opmara Ha oOllayHa yciayra H

15.

REQ. 1. .
¢bu3ngeckn ycrpoiicTea 3a DDoS 3ammTa B MpekaTa Ha JOCTaBUHKA Ha YCIIyTaTa.
KommonenTtu 3a xubpuana DDoS 3amura Ha MpeXoBH cloeBe 3 H 4, KaKTO H
REQ. 2. | kommoneHnTr 3a Web DDoS 3ammura u 3ammrta Ha yeb npuioxenus (WAF) Ha
MPEXKOBH CIIOH 7.
REQ. 3. [ O6mauna yciyra 3a 3amuTa.
REQ. 4. | Mucnexmusa u 3amuta ot DDoS B peantHo BpeMme.
REQ. 5. | Kanarmmuret ot MuaaMyM 600 Mbps uncT TpadHK.
Oyukmun 3a 3ammurta oT KpuntupaHu flood arakm ma Gaza moBenenme, TLS
REQ. 6. | uHcmeknus, 3amiHTa Ha NpPHIOXKeHHS H HHpopmamus 3a 3amnaxu (threat
mntelligence).
3amuTa 0T ye0-0azupanu ataku cpenry npriokenns mo OWASP Top10 moznena,
REQ. 7. | cranmaptHH ye0 aTaku, aTakd ¢ GOKyC BEPXY JaHHH H JJaHHH 3a JIOCTHII, KaKTO H
Heno3HaTH 0-day aTakm.
Oyukmmn 3a WAF Mopyia: H3noa3BaHe Ha HeTaTHBEH WIH IIO3UTHBEH MOJIeNT Ha
CHI'ypHOCT, 3amuTa Ha AP, ympapieHune Ha 60TOBe, KOHTPOJI Ha JOCTHIIA, Te0-
REQ. 8. | momutuku 3a IP aapecu, muMuTHpaHe Ha oOeMa TpadHK KBM NPHIOKEHHATA,
H3II013BaHe Ha HaNPeJHATH IPaBHIIa 3a CHIYPHOCT, H3noin3BaHe Ha ERT Active
Attackers Feed (EAAF) TexHOIOTHA 3a 3aIIUTA.
REQ. 9. | Uucnextupane Ha kpuntupas (SSL) Tpaduk.
REQ. OyHKIUH 32 3aIMHTa Ha 0a3aTa Ha H3BECTHA 3a CIIyYBAlH ce B MOMEHTA aTaKH
10. (attackers feed), cp31a/1eHH H IPeTOCTaBEHH OT IPOH3BOIUTEII HA PEIIEHHETO.
REQ. ABTOMATHYHA CHHXPOHH3AIIHS MeXJy KOMIIOHEHTHTe Ha HHpopMamms 3a
11. AHOMATHO MPEXKOBO ITOBEJIEHHE U 3a 3acedeHH aTak (defense messaging).
REQ. Cmrxponmnpaﬂe' Ha IOIHTHKHTE 3a CHITYPHOCT H IapaMeTpHTe 3a HOPMAaIHO
12 noBesieHne (baseline) Ha MpeXXOBHTe IpollecH MeXIy JTOKATHHTE H OOIauHHTe
KOMIIOHEHTH Ha pelIeHHeTo.
IIpenocraBsiHe Ha HHPOpPMANHA B perysIipHH OTYETHH JOKYMEHTH Ha
REQ. pedepeHTHO cpaBHeHHe Ha o0eMa MpeXXOBH TpadHK IO BpeMeTO, KOrato HsaMma
13, aKTHBHH aTakd ¢ obeMa Ha TpadHka IIpH MMPOTHYAINA aTaKa, ¢ BE3MOXKHOCT 3a
IpealpHeMaHe Ha aBTOMATHUHH 3alllHTHH MepPKH Cpelly aTaKuTe CHOpeJ
00eMHTe HM.
ABTOMAaTHYHO H3BeCTSBaHe IPH HACTHIIMIA aTaka (KaTo Ja HMa ONIHA 3a
REQ. ABTOMAaTHYHO FeHepHpaHe Ha pcap ¢aiii ciiel] 3apbpIIBaHe Ha aTakata). [la Moxe
14. Jla ce IpeaocTaBs HHGOpMAIHS 3a MapaMeTPHTe Ha HalOo)KeHaTa IIOJIHTHKA 3a
CHT'YPHOCT Ha pPellleHHEeTO, KOSATO € CIIOMOTHAA 3a CIIHPAHeTO Ha JIaJieHa aTakKa.
REQ. IIpenocTaBsiHe Ha JEeTAMIHH OTYETH ChC CIIeICTBEHH qaHHH (forensics) OTHOCHO

BB3HHKHAIIHN aTaKH.




W3BbpmiBane Ha aHanm3 Ha noBeaeHueTo Ha IT Mpexara (network behavioral

REQ. analysis). Pemenuero na Moke Ja M3MOJI3Ba MEXaHM3MH 332 CAMOOOYUYEHHE M
. 3acHyaHe Ha 3aljiaxy CHopej MPOMEHUTE Ha oOeMa MPEKOBU Tpaduk U IpyrH
16 0
HETOBU MapaMeTpH.
REQ 3acuyaHe Ha 3arulaxu Ha 0a3zaTa Ha coOcTBeHa 0a3a OT JaHHU C peryTauuu Ha [P
17 ' ajZipecH, KosITO Ja ce MoAIbpka U OOHOBSIBA OT MPOU3BOAUTENS Ha PEUICHUETO B
’ Iepuoaa Ha MOAAPHKKATA.
REQ. @ynkiun 3a 3acuyane Ha cbMmHUTENeH TCP, TLS u DNS tpadux no moxena
18. challenge-response 3a aBTeHTUKHpaHE HAa U3TOUYHUKA Ha TpaduKa.
REQ. [IpeanazBa ot SSL Flood ataku, 6€3 1a € HEOOX0IMMO J1a C€ MPEIOCTaBS KITHOY
. WK cepTU(UKAT Ha YCTPOICTBAaTa HA PEUICHUETO.
19
REQ [TonabprkaHe M3MOI3BAHETO HA PHUYHO BHBEACHM HAIpEeIHAIN TpaBUia 32
20 ’ koHkpeTHH JUMUTH (thresholds) 3a /32 IP cbBnageHus 3a BCsKa MOJIMTHKA 32
' CUTYPHOCT Ha PEIICHUETO.
AHnanm3upane Ha noBeaeHueTro Ha DNS tpaduk. Jla Moxe na ce u3rpaxaar
. CUTHATYPH B PEAJTHO BpEME 3a BB3HUKHAIM aTaKu W JIa CE aBTCHTHKUPAT
RE y
21. M3TOYHUIINTE HA MPEKOBHUS Tpaduk 3a crnpaBsHe ¢ water-torture ataku, DNS
flood araku u Amplification aTaku.
REQ.
2 Q 3acuuaHe U 1a OJOKHpaHe Ha HETIO3HATH 10 MOMeHTa 3aruiaxu (0-day 3ammura).
REQ.
3 Q 3acuvane u O10KkupaHe Ha burst ataku 1 botnet ataku.
REQ. 3ajaBaHe W peryJjiipaHe aBTOMAaTUYHO MParoBU CTOMHOCTU 3a Opoii: MakeTdu B
24, cexkynna (PPS), tpan3aknuu B cexynaa (TPS).
REQ. OYHKIIMOHATHOCT 32 AaBTOMAaTHYHO Ch3/laBaHE HA JIMHAMUYHU CUTHATYypH
25. MOCPEACTBOM aHAJIM3MpaHe Ha Tpaduka.
REQ. OcurypsBane Ha 3amuta ot UDP ataku, TCP araku, DNS aTtaku., BolmyMeTprU4HA
26. araku, ICMP araku, HTTP araku.
REQ OcurypsiBaHe Ha 3alUTa OT CJIEJAHUTE TUIIOBE aTaKu, MPOIYCKAWKK JETUTUMHUS
27 ’ norpedurencku tpaduk: SYN Floods , RST Flood, TCP ECE Flood, TCP NULL

Flood.






