@ MHOOPMAUMOHHO Bx.N230-00-84/26.03.2024

OBCAYXBAHE Codus
3ASABKA no Jorosop Ne JIOI'-100 o1 19.12.2023 1. X
(Bx. Ne [10-16-3466/19.12.2023 r. na 1O AJl)
3ASIBKA (akTyanmsmpaHa) a?
Mo3uuus ot Ne no peo om 6.2
Mr-2024 r. mr ’
Onucanue Ha N
. Jleitnocmu, Koumo ocuzypsaeam U3nvjiHeHUEemo Ha YCyZume no CUCHEMHA UHMeZPauus -
JeHHOCT/MPOeKT
cnrnacno T: npoexkm Ha wacmu
CPV kon 72800000-8 - Yenyeu no komniomvpen 00um u KOMAIOMbPHO Mecmeane
Yacr 6 Iloooopasane 3awumama HA  UHPOPMAUUOHHO-KOMYHUKAUUOHHAMA
ungpacmpykmypa na Munucmepcmeo na punancume
HU3uckBaHe 32 10CTHN 10
KkJaacupuuupana uHgpopmauus A
JA/HE
Cmoiinocm na yacm | CmoiHocm ¢ Hampyngaue Cm0u6H200m ZH 0‘12 ‘
6 om npoexm 6.2 3a 3d @B3N0ONCEHUME Yacmu p 0e1<n]17F. 2?)‘; 4 <
- . 2024 2.: no npoexm 6.2 3a 2024 2. (cven. ) @ 6
CroiiHocT: (cmounocmma cnedga 1.0)
0a CbOmMBemcmaed Hd 3an0CeHaAmd Oouo 69 666,00 ne.
6 Ilnan-epaguxa) 6e3 AAC, 6 m.u. Yacm 1 — 10 176,00° ne.
pazbuska na cmolHocmma 3a 24 000 ne. Yacm 2 — 26 850,00 ne. 348 500,00 ne.
npoekmu Ha yacmu/ ¢ akpeoumue/ Yacm 3 — 8 640 ns.
asancoco Yacm 6 — 24 000 ne.

Hauun Ha niamaxe:
(eonokpamuo, Ha yacmu,
NepuoouyHo, agaHcoso ulu op.)

Eonokpammno, cneo npeoocmagsamnemo na:
e [Ipomokon 3a usnvinenue na npoexm no ui. 9, an. 1 om [ozosopa, ¢
NPUNOACEHU:
o  Q@uuancosa cnpaska;
o Texnuuecku 00Kkn1a0 3a NOOOOPsIGaHe 3auumama Ha UHGOPMayUOHHO-
KoMyHuxayuonnama ungpacmpyxmypa (MKH).
o Daxkmypa.

[lnamaHe ¢ akpeAUTUB WK
aBaHCOBO
JAA/HE

He e npunooicumo

IlOKyMeHTH 3a IJiamaHe ¢
AKpeAUTHB WU aBAHCOBO

He e npunoocumo

Cpok Ha u3nbjaHenue: (om oama
— 00 0ama un 8 Meceyu, aKo He e
008bP3aH ¢ KOHKpemHa 0ama)

Hauano na usnvinenue - cvenacno uin. 1, an. 7, usp. 3 om JJocosopa,
Cpox 3a usnvineHue na oeninocmume no m. 6.1 om TII — 0o
22.03.2024 2.

Cpox 3a usnvanenue na detinocmume no m. 6.2 om TII (npedasane na
Texnuyecku 0oknao 3a nooobpsisane sawumama va UKH) — 00 26.03.2024 2.

T'apanumoHen cpok: (om oama —
00 0ama unu 6 meceyu, ako He e
008bP3aH ¢ KOHKpemHa 0ama)

He e npunoocumo

OtyuTane: (nepuoouyHo —
nocouga ce nepuood, eOHOKPAamHo,
CpOK 3a omuumarne, omyemHu
OOKYyMeHm1)

Eonoxpamno, cvenacno npunosxcenume TI1

Mpunoxenusi: (nanp: mexnuuecku
napamempu, oopazyu Ha OMyemHu
OOKyMeHmu)

Texnuuecku napamempu (TI1) 3a nooobpasane 3awyumama Ha
UHGHOPMAYUOHHO-KOMYHUK AYUOHHAmMa ungppacmpyxkmypa na Munucmepcmeo
Ha QuHancume

HacTtosiiaTa 3asiBka 1a ce H3NbJIHU NMpHU YCJIOBUSATA HA TPUJTOKECHUTE TexHuyecku mapamMeTpu.

3ASABKATA e U3BSTOTBEHA U CBIJIACYBAHA OT:

KoopnnHaTop 110 3asiBKaTa:

' Or6enszBa ce B ciydail ye 3asBKaTa € aKTyaIn3upaHa

2 Cymara € KOpUrMpaHa CIpsMO TOANKCAHATa 3asBKa IO NpoekT 6.2, yact 1 (Bx. Ne 30-00-3/11.01.2024 r. Ha
»~AHpopmanuonHo oOciaysxBaHe AJl) - ciaen npoBeneHa oT CUCTEMHHMs MHTErpaTop Hpoueaypa 3a Bb3jaraHe Ha
o01ecTBeHa MOpbUKa MO peaa Ha 3aKOHA 3a OOLIECTBEHNTE MOPBUYKH € N30paH M3MbJIHUTEN, KOHTO € Mpeasoxkui 1o-
OnaronpusTHA (pUHAHCOBH yCIoBUs. B pe3ynrar, croitHocTTa ce Hamamsea ot 10 500 nB. 6e3 I/IC (cprimacHo 3asBkara)

Ha 10 176,00 nB. 6e3 JIJIC.

3annyaBaHuATa B OKYMEHTUTE ca Ha OCHoBaHue Yn. 4 ot OBLwusa pernameHT OTHOCHO
3awmTarta Ha gaHHuTte — PernameHT (EC) 2016/679.




PBKOBOIHTE HA IPOEKT/AeHHOCT
IO 3asIBKATA (HaNp: INpeICTaBHTEI
Ha JTHPEKIHATA — 3ajgBHTEN):

3ASIBKATA e OTOBPEHA OT:

PBKOBOIHTEI HA JOTOBOPA OT
crpaHa Ha BB3JIOKUTEJIA:

3ASIBKATA e IPHETA 3A H3ITbJIHEHHE OT H3]I'[>3IHHTEJI$I:

Koopannatop ot
»HAHpOpMATHOHHO
odcayxBaHe” AJl mo 3agiBKAaTa H
PHKOBOJHTE IO H3NBJIHEHHETO
Ha /loroBopa ot
wHAHpOpMAIHOHHO
odcayxBaHe” AJ]

PHKOBOIHTEI HA NPOEKT/JeHHOCT
IO 3asIBKATA

Cay’kHTeJI IO CHTYPHOCTTA HA
HHpOpMAIHATA




PEITYBJIMKA BBJII'APUS

MUHUCTEPCTBO HA ®UHAHCUTE

TEXHHYECKHU TAPAMETPH

3A IIOJOBPABAHE 3AINUTATA HA UHOPOPMAIIMOHHO-KOMYHUKAIIMOHHATA

NHOPACTPYKTYPA HA MUHUCTEPCTBO HA ®PUHAHCHUTE

M. MapT, 2024 r.



1. ChbmecTBYBAIIO MOJIOKEHUE

BbB Bpb3ka ¢ Bb3HUKHaIM Ha 27.02.2024 r. n 04.03.2024 r. MHUUJEHTH IO MPEXKOBA U
uHpopmanmonna curypaoct (MUC), e Bb3110keH NpoeKT ,,/I3BbpiiBaHe HA TEXHUYECKH OJUT 3a
U3SCHSIBaHE Ha BB3HUKHAJ MHIUAEHT B MH(]pacTpyKTypaTta Ha MUHHCTEPCTBO Ha (pUHAHCUTE™ -
4acT 3 OT MPOEKT ,,6.2 JIeWHOCTH, KOUTO OCHUTYpPSIBAT M3IIBJIHEHUETO HA YCIYTHTE MO CUCTEMHA
WHTETpaIys - MpoeKT Ha JacTh oT Ilman- rpaduka 3a 2024 r. (I11'-2024) xkpm moroBop NeJ[OI'-
100/2023 r. B u3nbiHeHne Ha TO3U NMpoekT, B eproa 05.03.2024 r. - 07.03.2024 r. e u3BbpIICH
TEXHUYECKH OJIUT B MpekuTe Ha MuHHUCTepcTBO Ha PuHaHcuTe (M®) u M3mbaHUTETHA areHITHS
,OnuT Ha cpenctBata oT eBponeiickus cpio3* (MA OCEC), npeacrasisBaiiia 4acT OT Mpexara Ha
M® u e npenaaeH NOKYMEHT ,,]exuuyecku OOKNA0 34 USACHAGAHE HA Gb3HUKHAL UHYUOEHM 6
ungopmayuoHHama u KOMyHUKayuoHrna ungpacmpyxkmypa‘“. CbriiacHO onucanute B To3u Jlokmaz
KOHCTaTalluH, ca JaJIeH! MPernopbKy, TPYIUpaHu Ha KPaTKOCPOUHH — J0 3 Mecela, CpeJHOCPOUHI
— 6 Mecella U IBATOCPOUYHU — 12 Mecerta.

Ha 13.03.2024 r. Bp3uukBa HOB uHIUIeHT 10 MUC. B Ta3u Bpb3Ka ¢ 11e1 o0caeABaHe U 3a
MOBUINIABaHEe 3aliTaTa Ha WH(DOPMAIMOHHO-KOMYHHKaIMOHHATa wHpacTpykrypara (MKW) na
M®, gact ot xkosiTo € 1 UKW na UA OCEC, ce BBb311ara HaCTOSIIIHS TIPOEKT.

2. Ilexa

OO0cnenBane u aHAIN3 HAa Bh3HUKHANMUTE HHIMACHTH 110 MV C 1 m3BbpIiBane Ha IEUCTBUS
3a momoOpsiane 3ammrara Ha MUKW ma M® u MA OCEC uype3 um3mbiHEHHWE Ha YacT OT
KPaTKOCPOYHHUTE MPETOPHKU OT TEXHUUYECKUS JOKJIAJ 32 Bh3HUKHAII WHIUICHT, MPEIOCTaBEeH 10
poekt 6.2-vact 3 ot [11'-2024.

3. MscTo Ha npeoCcTaABSIHE HA yCJIyraTra

MsicToTo Ha mpenocTaBsiHe Ha yciyrata e crpagara Ha M®, namupama ce B rp. Codus,
yiL. ,,[". C. PakoBcku* Ne 102 u yi. ,,CnaBsincka® Ne 4.

4. M3uckBanus kbM M3nbaHeHHETO

Cerinacuo pasaen II, T. 14 ot Ilpunoxenne Nel xuM un. 25 ot 33KW?, unpopmanusra,
npeaMeT Ha OOCJeBAaHETO € 3alllUTeHa, MOPaaud KOeTO € HEOOXOAUMO CIIy)KUTEIUTE, KOUTO
M3IBJIHABAT IIPOEKTa J1a OTroBapsT Ha n3uckBanusaTa Ha 33KM ¢ auBo Ha noctsn ,,[loBepuTenno®.
JloknambT, KO#TO me Ob/ie MpeIocTaBeH, clie/iBa Aa ObJe ChC ChIaTa KIACH(PUKAITHS.

Karo pesynraT oT W3NBIHEHHETO Ha HpPOEKTa C€ HU3rOTBS ,, [eXHWYEecKH MJOKIal 3a
nogoOpsiBane 3ammurara Ha UKN®.

5. U3uckBaHHUSA KbM MPEKOBATA U HH(POPMAIHOHHATA CUTYPHOCT

W3nbaHuTenar cineaBa Ja OCUTYypU M3IbJIHEHHETO cbrylacHo Pasznen IV or noxymeHra
,,OOIIN M3UCKBAHUS 32 M3II'BIHEHUE HA MPOCKTH/IEHHOCTH MO CUCTEeMHa UHTerpanus* kbM [l1an-
rpaduka 3a 2024 r. u cpriacHo peiicranure IpaBuna 3a puznyecku 10CThI 0 UHYOPMAITIOHHO-
TEXHOJOTHYHUTE ¥ KOMYHUKAIMOHHU IIeHTpoBe Ha MO.

6. JleiitnocTH

6.1. U3nenuenme Ha pAeiHocTHTe, onucanu B Tabmuma 1 (w3mckBanmsi - REQ) 3a
mo00psiBaHe HAa CUTYPHOCTTA:

3 3aKoH 3a 3aIMTa Ha KIacu(pUIMpanaTa nHPpOpMaLHs



Tabmuma 1

[Ipernen na aktuBaUTE MoauTuku Ha WithSecure u 1o6aBsiHe HA HOBU W/WJTH
REQ.1 MPOMsIHA Ha CTapH.

[IpoBepka Ha KoHpUTYpanuaTa Ha Forcepoint proxy u cb3aBaHeTo Ha
JOITBJTHUTEITHA KOH(QUTY ATV 32 3aCHUJIBaHEe Ha U3IOJI3BAHETO MY B Mpe)kaTa Ha
REQ.2 MO.

3amuTa Ha JOCThIIA 10 MPEKOBHUTE YCTPOUCTBA Upe3 MpujiaraHe Ha

REQ.3 OTPaHUYUTETHU JIUCTHU 3a JOCTBII.

REQ.4 [IpemuHaBane KbM IIEHTPAIM3UPAHO PEIICHHE 3a aBTeHTUKaIms - Microsoft NPS.
[IpemaxBaHe Ha TOKATHHU MOTPEOUTENN OT KOHPUTYpALIUUTE HA MPEKOBUTE
YCTpOMCTBa - TeHepUpaHe Ha HOBU MOTPEOUTENH U [apoJa 3a J0CTbII IpU
REQ.5 WU3BBHPEIHU CUTYAlUU.

REQ.6 PeBu3upane Ha MOMUTHUKHTE HA 3aIUTHA CTEHA U TIXHOTO OMTHMH3UPAHE.
Nuterpupane Ha 2FA 3a oTnaniedeH JOCTBHII - TP OCUTYPEH BPEMEHEH JIUIICH? -
REQ.7 Microsoft ES.

REQ.8 Cnupase Ha HHTEpHET A0cThl OT domain controllers.

AHanM3 Ha aKayHTH U CIIpeHuTe moTpeduTenu ¢ posr Domain admins/Enterprise
REQ.9 admins.

REQ.10 | Be3cranoBsBane Ha Windows firewall.

PeBu3upane Ha cepBU3HHUTE aKayHTH U HA IPYTH aKAyHTHU C BUCOKH MIPUBUJICTUH -
REQ.11 | Domain admins/Enterprise admins.

REQ.12 | PeBu3upane na monutuku Ha Netwrix u EPP u TsxHOTO onTuMu3upane.

REQ.13 | Compane na USB noproge.

3abenexka: [Ipu koHCTaTHpaHe HA HEOOXOJIUMOCT OT M3BBHPIIBAHE HA JOIMBJIHATEITHI
JIEHHOCTY TIPU U3MBIHEHUETO HA MPOEKTa, TE C€ OMUCBAT B TEXHUYECKUS JTOKIIA.
6.2. AHanu3 Ha pe3ylTaTuTe OT MPOBEpKaTa U Ha U3BBPIICHUTE 10 HACTOSIIUS TPOEKT
JIEHHOCTH U U3TOTBSHE Ha ,, [eXHHuecku Tokiaj 3a nogoopsiane 3amurara Ha MKW, Jloknaast
ChIbpKAa aHAIM3 Ha pe3ylTaTHTe OT IMpOBEepKara, ONMUCAaHWE Ha W3BBPIICHUTE JACWHOCTH U
pe3ysTaTuTe OT TSIX, KAKTO U MPETOPHKHU.
7. OrTunTaHe U ILIALAHE
7.1. OT4yeTHWTEe MOKYMEHTH IO MPOEKTa, YMUTO 00Opa3mu ca cbriaacHo ,,O0mu
W3HUCKBAHUS 32 M3MTBITHEHHUE Ha MMPOEKTH / IEHHOCTH 110 cucTeMHa nHTerparus ™ kpM [ lman-rpaduxa
3a 2024 1. ca KaKTo cienBa:
a) [IpoTokon 3a m3nwiHeHHe Ha TPoekT (Obpazerr Ne 1);
0) ®dunancona cipaBka (O6pazer Ne 2);
B) Texanmyeckn moxiaa 3a momoOpsiBane 3ammrtata Ha MKW - mpemaBa ce
chrilacHo m3nckBanusaTa Ha 33KU.
7.2. IlnamaneTo ce W3BBPIIBA €AHOKPATHO, HA 0a3a MPUETH OTYETHU JOKYMEHTH I10
T. 7.1, yaocToBepsiBallld M3MBJIHEHUETO HA BCUYKH JCHHOCTH MO MpOeKTa W u3aajeHa Qaxrypa,
0/100peHa ot Br3noxurens.



