UHOOPMALIMOHHO BX-Ne30-00-60/22.02.2024
OBCAYXBAHE Codus

3ASABKA no lorosop Ne 1OI'-100 ot 19.12.2023 r.

(Bx. Ne [10-16-3466/19.12.2023 r. Ha ,, UndopmaunoHHo
oocay:xxBane* AJl)

X

3ASIBKA (akTyanusupana)

Dl

IMo3unus ot

r-2024 r. Ne no peo om I1I”

2.21 Aumueupycen coghmyep

OnucaHue Ha
AeiiHOCT/MPoeKT
coraacho II':

Ocueypasane Ha auyeH3u 3a npago HA NOA36aHe U NOOOpwiicKa Ha cogpmyepen nakem WithSecure
Business Suite u WithSecure Email and Server Security Premium 3a M®

CPV koa

48760000-3 Coghmyepnu nakemu 3a 3auuma om upycu

H3uckBane 3a 10cTbN A0 KIacupuuupaHa
uHpopmauusa
JA/HE

HE

CroiiHocT: (cmoiitnocmma cineosa oa
cvomeememed Ha 3anoxceHama 6 Ilnau-
epaguxa) 6e3 AAC, ¢ m.u. pasbuexa na
CmoiHOCMmMA 3a npoeKmu Ha yacmu/ ¢
akpeoumue/ asancogo

92 986,00 n6.

Hauun Ha namaHe: (eoHokpammuo, Ha
yacmu, nepuoOUyHo, asaHcoGo Unu Op.)

Eonoxpamno, 6 nauvanomo na nepuood, cied npedocmassane Ha:

®  NPOmMOKON 3a U3NBIHEHUe Ha npoekm no yin. 9 an. 1 om
Jlozoeopa;,

® unancosa cnpagka 3a yenus Nepuoo;

® Kxonue om OMopU3AYUOHHO NUCMO;

® ghaxmypa.

Hnamaﬂe C aerZ[l/lTl/lB HJIH aBAHCOBO
JIA/HE

He e npunoxcumo

JIOKYMEHTH 32 IUIalaHe ¢ AKPeAUTHB WIH
ABAHCOBO

He e npunoscumo

Cpok Ha u3nbJaHeHue: (om oama — 0o oama
unu @ Meceyu, axko He e 066vP3aH ¢
KOHKpemHa 0ama)

Cpok 3a ocucypaeane Ha 1uyeHsu 3a NPaso HA NON36dAHe U
nooopwiicka: 00 3 meceya cied nOONUCBAHe HA 3AA6KAMA.
Cpok Ha eanuoHocm Ha auyeH3ume: MUHUMYM 3 200UHU, CYUMAHO OM
02.05.2024 2.

I'apanumonen cpok: (om oama — 0o oama
unu 6 Meceyu, ako He e 066vP3aH ¢
KOHKpemHa 0ama)

He e npunoxcumo

OtuuTane: (nepuoduuHo — NOCoOU6a ce
nepuoo, eOHOKPAmMHo, CPOK 3a OMyumane,
omuemHy OOKyMeHmu)

Eonoxpammno, 6 cpoxoseme u ¢ omuemnume ooxymenmu cvenacro TI1

Mpunoxenus: (Hanp: mexnuyecxku
napamempu, obpasyu Ha omyemHu
00KyMeHmu)

Texnuuecxu napamempu (T11) 3a ocuzypaeane Ha auyeH3u 3a npaso Ha
nonseane U nOOOPwvicka Ha coghmyeper nakem WithSecure Business
Suite u WithSecure Email and Server Security Premium 3a M®

HacrosimaTra 3asiBKa 1a ce U3I'bJIHU IpHU YCJIOBUSATA HA MPUJI0KEHUTE TexHuyecku nmapamMerpu.

3ASABKATA e U

3I'OTBEHA U CBIVIACYBAHA OT:

Koopaunartop no 3asiBkara:

PnkoBoauTes Ha MPOEKT/AeifHOCT MO
3asgBKaTa (Harp: NpeicTaBuTel Ha
JIAPEKIHsITa — 3asiBUTEN):

! Or6ensassa ce B cryuail ue 3agBKaTa € aKTyaqn3MpaHa



3ASIBKATA e OJIOGPEHA OT:

PbkoBoauTes1 Ha 10roBoOpa OT CTPaHA Ha
BB3JIOKUTEJIA:

3ASBKATA e IIPUETA 3A UBITBJIHEHUE OT I/ISHLJIHI/ITE.JIH:

Koopaunarop ot ,,Mupopmannonno
o6cay:xkBane” A/l mo 3asBKaTa

PnkoBoauTesn Ha MpoeKT/AeiiHOCT MO
3asiIBKaTa H PbKOBOAUTEJI M0
H3MbJIHeHHeTo Ha [loroBopa ot
wHHpopmMannonHo o6cay:kBaHe* AJl

3annyaBaHusTa B JOKYMEHTUTE ca Ha OCHOBaHWe 4. 4 ot O6Lwmsa pernameHT OTHOCHO
3awmrTarta Ha gaHHute — PernameHT (EC) 2016/679.




PENIYBJINKA BbBJII'APUSA
MUHUCTEPCTBO HA PUHAHCUTE

TEXHUYECKHN TAPAMETPU
3A

OCHUI'YPABAHE HA JIMIHEH3U 3A ITIPABO HA TTOJI3BAHE U ITOJJAPBKKA HA
COPTYEPEH ITAKET WITHSECURE BUSINESS SUITE 1 WITHSECURE EMAIL
AND SERVER SECURITY PREMIUM 3A M®

®eBpyapu, 2024 r.



1. CpmecTBYBaIIO MOJI0OJKEeHHE

MunucrepctBoto Ha ¢uHaHcHTe (M®) m3momsBa codTyepHHAT maker WithSecure
Business Suite 1 WithSecure Email and Server Security Premium (IIpoaykra) 3a 3ammra ot
BHPYCH, TPOSTHCKH KOHe, CIlaM, YepBeH H HeOTOPH3HPaH JOCTHII 3a BCAKA MaIllHHA, BKITIOYEHA
KBM MPEKOBHTe pecypcH Ha MuHHcTepcTBOTO Ha rHaHCcHTe (M®) KaTO HACTOIHH KOMITFOTPH
H JantonH, (aioBH CHPBBPH, INOMEHCKH ChpBBpH H Apyrn UT pecypcn Ha M® 3a
obcryxBaHe Ha 700 moTpeOHTeH U 3aIIHTa Ha romeHckuTe KyTHH Ha MO 3a 580 Opos.

CodTyepHHTEe @aKkeTH ca C OCHIYpeHO IpaBo Ha mom3BaHe g0 01.05.2024 r.
(BKTrOUHTENTHO) chriacHO goroop Ne JIOI'-5/28.01.2021 r., cxmoueH ¢, IHPpOpManHOHHO

obcmyxBane AJl.

2. Iea

Ilenrta e ocHrypsBaHe Ha JHIIEH3H 3a IIOJHOBSIBAaHe Ha IIPAaBOTO Ha IIOT3BaHe H
noaapeikka Ha codryeper maker WithSecure Business Suite u WithSecure Email and Server
Security Premium, B mociegHara akTyaTHa BepcHs, 3a OCHIYpsSBaHe Ha 3allHTa OT BHPYCH,
TPOSIHCKH KOHe, CIlaM, 4epBeH H HeOTOPH3HpPaH JOCTBII 3a BCSIKa MAIllHHA, BKIIOUEHa KbM
MpeKOBHTE pecypcH Ha MuHHcTepcTBOTO Ha (puHaHcHTe (M®) KaTo HACTOIHH KOMITIOTPH H
nanTonH, (aiiIoBH CHPBBPH, NOIMIEHCKH cHPBHPH H ApyTH UT pecypcn Ha MO u 3ammura Ha
IOoIeHCKHUTe KyTHH Ha MO.

3. OO0xBaT Ha MpPoeKTAa
3.1. OcurypsiBaHe Ha JHIEH3H 3a IIOJHOBSBaHe Ha NPABOTO Ha IIONI3BaHe H
NOJIPHKKA Ha CIIeHATE MPOAYKTH, B IIOCTIETHA aKTyaTHA BEPCHS:

1 WithSecure Business Suite 700
WithSecure Email and Server

2 . . 580
Security Premium

3.2. JlumeH3uTe 3a IOJHOBSBaHE Ha IPABOTO Ha IIO3BaHE H IOAJPHXKKA Ha

codTyepHHTe aKeTH TPsAOBa 1a ObaaT Ha HMeTo Ha M.
3.2.1. WithSecure Business Suite
3.2.1.1.3auwquma 3a pabomru cmanyuu WithSecure Client Security Standard

e IleHTpamm3upaHO yIIpaBlIeHHe 3a HEOTPaHHYeH Opoii KpaliHH TOUKH;

e BB3MOXKHOCT 32 aIMHHHCTPHPaHe Ha KOMIIIOTPH C Pa3THYHO MeCTONOIOKEeHHE;

e MUHHMYM TPH CKaHHPAIIH YCTPOMCTBA;

e BE3MOKHOCT 3a CKaHHPaHe B peaHO BpeMe, PhUHO HIH IIPOrPaMHPAHO;

e Br3MmMokHOCT 3a ckaHHpaHe Ha BesKakBH THmoBe Hocutean (HDD, FDD,
CDROM u ap.);

e CkanHupaHe Ha IIPEHOCHMH HOCHTeIH HpPH 3apekJaHe H H3KIIUBaHe Ha
KOMITIOTEPA;

e PeKkypcHBHO CKaHHpaHe Ha BIO)KEHH apXHBH;

e Bn3MoXKHOCT 3a AeHHHpPaHe Ha CIHCHK 3a H3KTIOUBAHE OT CKAHHPaHe Ha HAKOH
TIAIIKH, THCKOBe, (haittoBe WiH (ailIoBH pa3IIHpeHHs;

e KapanTiHa 3a KOMITIOTPHTE C H3KIIOUEHO CKaHHpaHe B PealHO BpeMe HIIH ChC
CTapH CHTHATYpH;

e Hawmmpane Ha paboTHa cTaHIHs ¢ moMomTa Ha [P agpec win uMe Ha MalTHHATA,
KaKTO H H30HpaHe OT CTPYKTypa Ha MpexkaTa (cTpykrypa T My Network);

e Bu3moxkHOCT 3a 3ama3BaHe Ha JaHHHTe (PaOOTHH CTAHIIHH, IIOHTHKH, CTATyC,
alepTH);



e 3ammrtHa creHa (firewall) ¢ BB3MOXKHOCT 3a KOHTPOJ Ha TMPUIIOKEHHSITA,
KOHTPOJ1 Ha I0CTbI1A, 3allMTa OT 3JI0HaMepeH KoJ (emynauust Ha Windows firewall);

e IPS (Intrusion Prevention System) — cuctema cpelry HEOTOpU3UpaH JOCTHIT;

e (CpencTa Ha KOHTpOJA Ha cucTemara (system control), 3aluTa Ha perUCTPUTE;

e Anti-spyware ¢ LeHTpaJu3upaHo 0OHOBsIBaHE;

e VhpaBieHue Ha KapaHTMHAa Ha Bcsika pa0oTHa CTaHUMS, KakTo U
LEHTPAIM3UPAHO;

e [IpoakTHBHa 3alKTa 3a pa3no3HaBaHe Ha HOBOIOSIBUJIN C€ 3arllaXy;

e  NHIPS/In-the-cloud mno3ponsiBa 3amura B pamkuTe Ha 60 CceKyHAM OT
perucTpupaHeTo Ha 3arjaxa;

e [lnbrun 3a 3awmMTa OT 3MOBpPEJHM M JYNKM B CHUIYPHOCTTA caiiToBe 3a
6pay3bpute Mozilla Firefox, Microsoft Internet Explorer, Google Chrome;

e KoHtpon Bbpxy npenocumute ycrpoiictea (USB, CD, DVD u np.);

e  BB3MOXKHOCT 3a HaarpaxaaHe ¢ MOAYJ 3a CKAaHUpaHe 3a yA3BUMOCTH.

3.2.1.2.3auwguma 3a (aitnosu copevpu — WithSecure Server Security Standard

e  ABTOMAaTMYHM WJIM TUIAHUPAHU BIACHTU NPE3 UHTEPHET/MHTPAHET;

e (CkaHMpaHe B peaHO BpeMe Ha BCHUKH (haiiioBe Ha ChPBBPA;

e  Bb3Mo)HOCT 3a KOH(UIypUpaHe Ha BIJACHTUTE Mpe3 UHTEPHET WK OT APYro
MSICTO B MpesKaTa;

e Bwp3MoxHOCT 3a OOHOBSBaHE HA MPOAYKTUTE C [MOCJAEIHUTE BUPYCHHU
nedunumy npes3 Proxy;

e BB3MOKHOCT 3a KOH(UrypupaHe Ha MpOAYKTUTE Ja MpeArnpuemMar BTOpPO
JieiicTBUE, aKO MbPBOTO C€ MPOBAM 3apajau BUPYC;

e  BB3MOXHOCT 3a OTIaNedeH AOCThI Upe3 yeld KOH30I1a;

e  Bb3MOXKHOCT 3a ynpaBiieHUe Ha KapaHTHHATA LUEHTPaTU3UPaHo.

3.2.1.3. llenmpanuzupano ynpasrenue WithSecure Policy Manager

e [lonutnku, Ga3upaHu Ha JJIOTUYECKU TPYIIH;

e ABTOMaTMYHO M LEHTpaIM3MpaHO OOHOBsIBaHE HAa BHUPYCHUTE AePUHHULIMU.
[IpoBepka 3a HOBM JedUHULUMM Lie ObJEe M3BBPLUIBAHA HIKOJKO MBTU JHEBHO M Camo
MPOMEHHUTE Le ObJAT CBANISHU, a He UEeNusT (aiir;

e  Bb3MOKHOCT 32 ppbUHO OOHOBSIBAHE;

e OtcTpaHsBaHe Ha 3JI0BPEHU aTakKu;

e llenTpanmzupanu 0OOHOBSIBaHHUS HA BEPCUUTE HA MPOIYKTHUTE;

e HaOmroneHue Ha Mpexkara: JOKJIaAW ¢ JeTailiHa (M3uepnaTenHa) uHdopmalus
32 U3BECTHUSATA, BLPXOBE BbB BUPYCHNUTE MH(EKLMH, MHPOPMALMs 3a CUTHATYpHaTa 6a3a JaHHM,
TEKyLlaTa BEpCHUs U CTaTyca Ha CbOTBETHA MALIMHA;

e [lpenedunupanure rpadMuHM TOKI 1, KOMTO L€ TOMOTHAT B JIOKAIM3UPAHETO
Ha HE3alMTEeHW MAIUMHU M B MPOCIE/IBaHETO HA BUPYCHUTE aTaku. Jloknaaute TpsdBa na
ObaT BUAMMHU B MpekaTa ¢ moMoliTa Ha oOOMKHOBEH Opay3bp uinu Microsoft Excel;

e (Cpenctsa 3a 3anazBaHe U back-up Ha CTpyKTypaTa, BbBEJCHUTE MOJIMTUKU U
CUTHaTypHaTa 0asa JaHHU;

e (CpoiicTBa Ha BXOJa M M3rOTBSIHETO Ha JOKJIaaAuTe (Mperyied, NPUHTHpPaHE,
nperses upe3 Opay3bp U aJIMUHUCTpAaTUBHATA KOH30J14);

e Bb3M0OKHOCTH 3a M3BECTSIBAHE B Cllyyail Ha HOBa 3arJaxa;

Bb3MoKHOCT 3a ynpaBiieHue OT JIOKaJHaTa Mpeska, KaKTo U upe3 yed KOH30J1a;
LlenTpanu3upano yrnpasjieHHe Ha KapaHTUHATA;

[lonnpbkka Ha MOBeYE OT €UH aAMUHUCTPATOPCKU AKAYHT;

Bb3M0OKHOCT 32 MHTErpauus ¢ akTUBHA AUPEKTOPHUS;

e o o o



e BB3MOXHOCT 3a  aBTOMATU3MpPaHO  LEHTPAJIM3UpPaHO OOHOBSBAaHE Ha
onepauuMoHHUTE cucTeMu W ,,3rd party” NpUIOKEHUSITA, MUHCTATMPAHW Ha 3alllUTEHUTE
pecypceu;

e BB3MOKHOCT 3a cBajisiHE HA OOHOBJIEHHATA Ha LICHTPAJIEH CbPBBPEH pecypce, OT
KOKMTO chiiuTe 1a Ob/AT pa3npocTpaHsIBaHU B JIOKAJHATA Mpeka 0e3 J1a HaTOBapBaT MHTEPHET
Tpaduka;

e [lonapbikka Ha Proxy cbpBbp 3a pa3snpocTpaHeHre Ha OOHOBSIBAHUSATA.

3.2.2. WithSecure Email and Server Security Premium
3.2.2.1.3awguma 3a nowercku copevpu WithSecure Email and Server Security Premium

e Ckanupane B peanHo Bpeme Ha SMTP tpaduka (BKIIOUMTENTHO M CKaHMpaHe
BBTPE B apXUBH);

e (CkaHupaHe Ha MOUIEHCKUTE KYTHH;

ABTOMaTHYHa 3al1Ta HA BCUYKY HOBOAOOABEHU MOLLEHCKU KYTHH;
Wnentuduurpane Ha M3TOYHKMKA Ha 3apa3aTa, THI Ha BUpYca, U JIp.;
N3BecTaBaly cpencTsa 3a aAMUHUCTPATOPA, MOJATENS U NOdyqaTels;

Onuus 3a 3aMTa OT CHam;

Bb3MOKHOCT 3a M3K/IIOUYBAHE OT CKaHUpaHe (MMe Ha (aiif, pa3lmupeHue, TeMa);
BB3MoKHOCT 3a poBepsBaHE Ha KAPAHTUHUPAHUTE CHOOLLEHMS;

Bb3morkHOCT 32 AocThn upe3 yed untepdetic;

LlenTpanu3upana KapaHTHHA;

BBb3MoKHOCT 32 U3MM0JI3BaHE Ha TPUJIOKEHHE 3a JOCTHI 10 KapaHTUHATA;

e Bp3Mo)kHOCT 3a  aBTOMAaTU3MpPaHO LEHTPAIM3UpaHO OOHOBABAaHE Ha
OMepaLMOHHUTE CUCTEMU U UHCTaNMpaHuTe ,,3rd party NpuiioKeHus Ha BCsiKa KpaiiHa Touka.

e 6 o o o o o o o

4. H3uckBaHUsS KbM Mpe:KOBaTa U HHPOPMANMOHHATA CHTYPHOCT
U3nbaHuTeNsT ciesBa 1a OCUTypHu M3MbJIHEHHUETO cbryiacHo Paznen IV oT nokymeHTa
,»OOILLM U3UCKBAHMUS 33 U3M'bJIHEHUE HA MPOEKTH / JJEMHOCTH MO0 CUCTEMHA MHTErpaus’ KbM
[Tnan-rpaduka 3a 2024 r.

5. H3nckBaHHSA KbM H3IIbJHCHHETO
5.1. B HayasoTo Ha nepuoja pbKOBOAUTENAT HA MPOEKTA OT cTpaHa Ha M3nmbiaHuTens
npejaBa Mo €JeKTPOHHA MOlla Ha PBKOBOAMTENS HAa MPOEKTa OT cTpaHa Ha Bwinoxutens
JIMIEH3NOHEH cepTU(UKAT, ChAbpPKAIL MHCTATALIMOHHUTE KJIFOUOBE 32 MOJHOBSBAHE W JIMHKOBE
3a CBAJSIHETO OT caiiTa Ha MPOM3BOAMTENS HAa HeoOXoaumaTa JOKyMEHTalusi 3a paboTa Cbe
co(TyepHHTE NaKeTH, KOETO ce oTpassBa B [IpoTokona 3a U3MbJIHEHHE HA MPOEKT.

6. Jlpyru u3ucKBaHHs
6.1. CodryepHure mnakeTu cieABa Ja ce MPEAOCTaBiAT OT OTOPU3MpaH OT
MPOU3BOUTEISI HA COPTyepa UilK OT HETOB OULIMAJICH MPEACTABUTE] C IPABO 3a U3BbPIIIBaHE HA
pa3npocTpaHeHre U MPEA0CTaBsIHE Ha MOAAPBKKA Ha COPTYSPHUTE MPOAYKTH Ha TEPUTOPUSTA HA
Peny6nuka benrapust. Usnbanutenst ciega 1a npeocTaBy Ha Bb3noskuTeNs Konve oT BajuJIieH
JOKYMEHT 3a OTOpM3allys, W3JaJeH OT MpOU3BOIAMTENSI Ha cOTyepHUTE MPOAYKTH WM OT
oduIaneH HeroB MpeICTaBUTE.

7. MscTo Ha U3NbJHEHHE
MscTOTO Ha M3MBJIHEHHE € crpajata Ha M®, Hamupama ce Ha aapec: Tp. Codus,
yi. ,,I'. C. PakoBcku® Ne 102.



8. Otuurane u niIamaHe
8.1.  OrueTHHUTE JOKYMEHTH 3a OCUTYPSIBAHE HA JIMLIEH3M 3a MOJHOBSIBAHE MPABOTO
Ha noi3BaHe Ha codryepen maker WithSecure Business Suite 1 WithSecure Email and Server
Security Premium, unnto oOpaziu ca cbriacHo ,,O01IM U3MCKBAHUS 32 U3MTbJIHEHUE HA TIPOCKTH
/ nefiHOCTH TIO cUCTeMHa MHTerpanusa KbM I lnan-rpaduka 3a 2024 r., ca KakTo ciefpa:
a) O6pazey Ne 1 — TIpoTokon 3a M3MBJIHEHHE Ha MPOEKT, YJOCTOBEpsBaLl
ocurypsasaseTo Ha [IpoaykTa 3a nesnus nepuos Ha MPoOeKTa;
6) Obpazen Ne 2 — duHaHCOBA CIIpaBKa, KOATO 00XBalla e TPUTOAUIICH MEPUO/;
B) Konue ot oTopuzaimoHHO M1cMo.
8.2. TlnamaneTro Mo MpOeKTa Ce€ W3BBPIIBA €JHOKPATHO CIIE[ OCUTypsBaHE Ha
JMLEH3UTe, Ha 0a3a MOAMMCAHM OTYETHU JOKYMEHTH 10 T.8.1 1 u3aajeHa (axkrypa 3a nocoueHara
BbB (pMHAHCOBATA CITPaBKa CTOWHOCT, 0100peHa ot Bb3noxuTens.



